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IT’S THE CYBERCRIME AND ITS
SPONSORS (NOT MY CYBERSECURITY), STUPID
David N. Lawrence, Frances Townsend, Tim
Murphy, Jeff Castelli, Daniel Garrie, John Squires,
Eric Herschmann, Serina Vash and Matthew
Lawrence * †
There is a mysterious cycle in human events. To some
generations much is given. Of other generations much is
expected. This generation of Americans has a rendezvous
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with its digital destiny. In this world of ours, there are some
people who have sold their heritage of freedom for the
illusion of a living. They have yielded their democracy. The
preservation of our democracy is far from a given. Every
generation has the obligation to defend it—for themselves
and for future generations. It should not take another day of
infamy—a digital Pearl Harbor—to hear this calling.1
(Franklin Delano Roosevelt, only slightly updated for the
digital age.)

ABSTRACT
“It’s the economy, stupid", was the simple message
that political strategist, James Carville crafted in 1992 to
successfully communicate the priorities of President
Clinton’s first campaign. The authors argue that we are long
overdue in delivering a similarly simple message about
protecting our nation and our people in an increasingly
interconnected world:
It’s the cybercrime and its sponsors—not your
cybersecurity—stupid. And we have a plan to
address it together for everyone’s benefit.

The authors note that the defense of our nation
against all threats, foreign and domestic, has always relied
upon cooperation and assistance between our citizens and
government. Neither sector has ever been asked, nor is able,
to go it alone. Cybersecurity can be no exception.
They make the case for going “back to the future” to
find the proven pathways forward for greater security. In
1

82 - Acceptance Speech for the Renomination for the Presidency,
Philadelphia, Pa., AMER. PRES. PROJECT,
http://www.presidency.ucsb.edu/ws/?pid=15314.
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doing so, they draw inspiration from: 1) The Constitution
(Article II)—the requirement to share the information that is
“necessary and expedient” to understand the State of the
(Digital) Union, 2) The Declaration of Independence
(Interdependence)—to explain why we can no longer adhere
to our existing forms of (cyber) governance, and 3) Ben
Franklin—for his “open-source” products and networks to
manage the known, but unpredictable, cyber-risks that affect
us all.
As the authors point out, our Founding Fathers
understood that words and ideas based on empathy, utility
and simplicity were essential to bring people together to
solve their common and most complex problems. Their
guiding principles about the actions that can protect and
promote the public good have proven timeless in sustaining
our “experimental” nation. For good reason, the DNA of
their thinking survives within many of today’s most
innovative public and private sector achievements. We
should now look to these analog approaches to mitigate our
digital exposures.
Time is of the essence.
An Introduction
In 1972, spies working for the President of the United
States broke into the Watergate headquarters of the
Democratic Party with black bags and eavesdropping
equipment. Their goal was to steal confidential information
and a Presidential election. They were discovered in the act
by an alert night watchman. The police were called, the plot
was thwarted, hearings were held, the co-conspirators were
prosecuted, and a sitting President resigned in disgrace.
Aptly named the “White House Plumbers”, one of this
gang’s earlier missions had been to stop the leaks of the
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Pentagon Papers by stealing and publicizing the psychiatric
records of the source, Daniel Ellsberg.
45 years later, spies accused, by some, of working for
the President of Russia—operating safely and anonymously
from distant shores—allegedly used far more sophisticated
methods and means to steal and leak the communications of
the Democratic National Committee (DNC), hack into other
national and state groups, and disseminate “false” news to
the American public. While still the subject of ongoing
investigations, their alleged goals include: destroy a
candidate’s credibility, undermine confidence in our
democracy, and produce the “Divided States of America”.
This time, there was no security guard to detect the break-in
and no police to respond. The thefts and leaks went on for
many months, hearings were held but no officials resigned,
and the conspirators remain unnamed, unindicted and at
large—at least for now. Ironically self-proclaimed as “Cozy
Bear” and “Fancy Bear”, it was not the first mission credited
to these two anonymous groups, and it is unlikely to be the
last of their warm and cuddly acts. Evidence suggests an
even broader and ongoing scope to this plot.
Amidst growing evidence of Russia’s possible
involvement in the United Kingdom’s “Brexit” vote to leave
the European Union (EU) and Ukrainian elections, Western
intelligence agencies have openly warned of broader
Russian efforts to influence upcoming European elections
and destabilize the EU.
This “mysterious” cycle of cyber events surrounding
our recent elections may not have been entirely expected, but
it was foretold. In dropping a web of hacks, leaks and
disinformation upon our democratic process, these assaults
logically and seamlessly joined a string-theory continuum of
escalating cyber “wake-up calls” that are neither “one-off”
events, coincidental, nor the work of just a few bad actors in
“hoodies”.
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Ominously, the 1984 Presidential race warned about
the “bear” and its intentions, even before its “cubs” (and
Panda neighbors) went online:
“There is a bear in the woods. For some
people, the bear is easy to see. Others don’t
see it at all. Some people say the bear is
tame. Others say it’s vicious and
dangerous. Since no one can really be sure
who’s right, isn’t it smart to be as strong as
the bear? If there is a bear.”2
Lest a full refresher course be needed that there are “bears”
in our digital woods—and that it would be smart to be as
strong as these “bears”—the last several years have yielded
among these encounters: the worst hackings of government
systems and personnel records in history (federal and state),
massive “insider” leaks of national security data, the theft
and leaks of billions of consumer records and personal
communications, losing hundreds of millions of dollars from
financial institutions and money- transfer systems, systemic
breaches of our military and defense commands,
penetrations of essential infrastructure controls (police,
power grids, communications, water and transportation),
industry-wide lootings of competitive secrets and
intellectual property (IP), hijackings of company systems
and communications for extortion and ransom, breaches of
law firms’ client information, the thefts of hospital and
insurance records, burglaries of universities for their
research IP and records, the hacks of scientific climate data
(“Climategate”), the probing of voter registration and voting
machines, and the take-down of significant swaths of the
Internet by commandeering hundreds of thousands of
2

Bear, MUS. OF MOVING IMAGE,
http://www.livingroomcandidate.org/commercials/1984/bear
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household devices— to name just a few of the events made
public.
More recently, the U.S. Energy Department issued a
public warning that the nation’s entire power system—
including nuclear—“faces imminent danger” from
cyberattacks, which are growing more frequent and
sophisticated.3
The cyber age has even reinvented the old Soviet art
of “Kompromat” (compromise), giving the geopolitical
playbook of blackmail and leverage new scale and reach.
Who needs the trouble and expense of bugging a hotel room
and recruiting a seductress, when nothing is easier or proves
more authentic than hacking and releasing the embarrassing
data of someone’s own words, actions, afflictions, and
preferences?
Within a media market where “eyeballs” are prized
more than Pulitzers—delivering the advertising revenue that
“keeps the lights on”—just the hint of a hack is more than
enough for “virtually” believable news to go viral.
As Mark Twain would have observed about our
current state of affairs: If history does not repeat itself
exactly, it sure as hell rhymes online.
Run DNC. Run all.
In the aftermath of our reported “hacked elections”,
we once again heard a call to action. Senior officials found
their footing and stayed on message. We will take any and
all necessary action to defend the integrity of our democracy.
We have a wide range of options: from sanctions to
Ari Natter & Mark Chediak, U.S. Grid in ‘Imminent Danger’ From
Cyber-Attack, Study Says, BLOOMBERG: MARKETS (Jan. 6, 2017),
http://centeronnationalsecurity.us11.listmanage.com/track/click?u=85c3b78d73a97cc0aeb73a203&id=5f21461
979&e=26abc4feca.
3
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indictments to hacking-back to launching a crippling cyber
counter-attack. We will respond at a time and place of our
choosing—and under the circumstances that will have the
greatest impact. Some of our actions may become public,
some may not. Some may be so covert, the targets may not
even realize they have been hit.
In tandem, President Obama also ordered American
intelligence agencies to produce a full report (in classified
and declassified forms) on Russian efforts to influence the
elections, to include a list of “lessons learned”. Bi-partisan
leaders meanwhile convened a separate Congressional
investigation to understand Russia’s “multifaceted
campaign” (as well as to learn about the activities of other
states, such as China, Iran and North Korea)—and how we
should respond. Then President-elect Trump weighed in
with a promise to convene a “Cyber Review Team” of
military, law enforcement, and private sector personnel to
enhance national strategies for training, threat detection, and
offensive and defensive deterrence capabilities against
foreign hackers.4
Left for another day was any real analysis or debate
about our own cyber efforts to influence the affairs of other
nations—and whether, in reality, we have become the
unsuspecting audience-participants in a digital revival of
Mad Magazine’s Spy vs. Spy.
After these events and so much more, do we still believe that
the information super-highway only paves-over established
business models and not entire nations?

4

After assuming office, President Trump immediately considered a
draft executive order on cybersecurity. See Read the Trump
administration's draft of the executive order on cybersecurity,
WASHINGTON POST,
https://apps.washingtonpost.com/g/documents/world/read-the-trumpadministrations-draft-of-the-executive-order-on-cybersecurity/2306/.
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Admittedly, every past “wake-up-call” seems to have
come with its own snooze button, allowing us to drift off
until the next event. As President Obama acknowledged
following the 2016 elections, we “underestimated the degree
to which, in this new information age, it is possible for
misinformation, cyber-hacking and so forth, to have an
impact on our open societies.”
There are 3 “W’s” at the heart of our cyber crisis and
our current struggles for solutions:
▪
▪
▪

Why we are where we are
Where we must go
What we must do to get there

Answers are needed. We have found them before.
We know from past events that our best decisions
seldom come during the flashpoint of a crisis—when politics
and emotions can run white-hot. Within this moment of
relative calm, we can provide foresight, not hindsight; a
biopsy, not an autopsy; a blueprint, not a Code Blue. While
completely eliminating our cyber risks may be impossible,
we can certainly achieve far more effective mitigation,
deterrence, and resiliency (anti-fragility).
Fortunately, there is a pathway forward. We just need
to go “back to the future” for the analog answers to our
digital exposures.
To do so, we need look no further than our Founding
Fathers and the ideas that formed “a more perfect union” (not
a perfect one) imbued with the agility to correct over time.
Their guiding principles about the words and actions that can
protect and promote the public good have proven timeless in
sustaining this “experimental” nation. They discovered that
empathy, utility and simplicity were among the ingredients
that brought people together to solve their common
problems.
Whether
knowingly or
unknowingly,
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intentionally or not, later policy-makers and entrepreneurs
have inserted that same DNA into many of today’s most
valuable public and private sector achievements. 5 It is now
time to link these ideas to address our cyber crisis. Time,
however, is of the essence.
For the framework of our discussion, we thus
shamelessly borrow from: 1) The Constitution (Article II)—
the requirement to share the information that is “necessary
and expedient” to understand the State of the (Digital)
Union,
2)
The
Declaration
of
Independence
(Interdependence)—to explain why we can no longer adhere
to our existing forms of (cyber) governance, and 3) Ben
Franklin—for his “open-source” products and networks to
manage the known, but unpredictable, cyber-risks that affect
us all.
We also begin with a reminder that cyber is not a case
of technological first impression. There is precedent that is
directly on point.
On October 4, 1957, the Soviet Union successfully
launched the world’s first artificial satellite into orbit.
Sputnik was about the size of a beach ball, weighed only 184
pounds, and took about 98 minutes to orbit the Earth. It was
followed a month later by Sputnik II, which carried a heavier
payload, and a dog. Fewer than four years later, Russian
cosmonaut Yuri Gagarin orbited the earth, becoming the first
human in space.
As a technical achievement, the Sputnik satellites
drew the world’s attention and caught America off-guard.
Visible to the naked eye as they sped through the night sky,
these satellites marked the start of the space age and a new
frontier in the race between the America and the U.S.S.R. to
5

See e.g., The Key Leadership Skill that Steve Jobs and Ben Franklin
Share, KNOWLEDGE@WHARTON (Oct. 7, 2016),
http://knowledge.wharton.upenn.edu/article/steve-jobs-benjaminfranklin-common/.
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determine the future course of history on Earth.6 When the
Soviets orbited the Earth in April 1961, it was far more than
an act of exploratory achievement. It became the very
embodiment of the Soviet Union’s military might and
ambition, stoking legitimate fears about Soviet nuclear
superiority and the potential of inter-continental ballistic
missiles raining down from space.
After all, Soviet Premier Nikita Khrushchev had
already promised the West: “My vas pokhoronim,”—“We
will bury you”.7
In May 1961—just one month following the Soviet’s
successful orbital flight— President Kennedy reassured a
panicked nation in an address before a joint session of
Congress. His words clearly and urgently defined the issue,
what was at stake, and the need for a national commitment
to do more than catch-up to our present exposures. If we
were to secure our future, we needed to move ahead of
present events with speed, agility, and a grand vision—
unafraid of our inevitable failures being in full view of the
world. We needed to be the first to reach the moon.
President Kennedy’s speech should be read in its
entirety, not simply for its profile in courage at a moment in
time, but because it perfectly transposes to our present race
for digital security. 8
(Of significant note, our national space effort yielded
more than a moon landing—it produced many of the brilliant
minds and ideas responsible for today’s digital machines and
neural networks.)

6

Sputnik and The Dawn of the Space Age, NASA (Oct. 10, 2017),
https://history.nasa.gov/sputnik/.
7
Foreign News: We Will Bury You!, TIME (Nov. 26, 1956),
http://content.time.com/time/magazine/article/0,9171,867329,00.html.
8
Excerpt from the 'Special Message to the Congress on Urgent
National Needs', NASA (May 24, 2004),
https://www.nasa.gov/vision/space/features/jfk_speech_text.html.
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For the convenience of our readers, we have
excerpted some of the relevant passages of President
Kennedy’s speech, and joined the word “cyber” to “space”
to address our present “Sputnik” moment:
Finally, if we are to win the battle that is
now going on around the world between freedom
and tyranny, the dramatic achievements in
[cyber]space should have made clear to us all, the
impact of this adventure on the minds of men
everywhere, who are attempting to make a
determination of which road they should take. We
have examined where we are strong and where
we are not, where we may succeed and where we
may not. Now it is time to take longer strides—
time for a great new American enterprise—time
for this nation to take a clearly leading role in
[cyber]space…which in many ways may hold the
key to our future on earth.
I believe we possess all the resources and
talents necessary. But the facts of the matter are
that we have never made the national decisions or
marshaled the national resources required for
such leadership. We have never specified longrange goals on an urgent time schedule, or
managed our resources and our time so as to
insure their fulfillment.
This decision demands a major national
commitment of scientific and technical
manpower, materiel and facilities, and the
possibility of their diversion from other important
activities where they are already thinly spread. It
means a degree of dedication, organization and
discipline which have not always characterized
our research and development efforts. It means
we cannot afford undue work stoppages, inflated
costs of material or talent, wasteful interagency
rivalries, or a high turnover of key personnel.
New objectives and new money cannot
solve these problems. They could in fact,
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aggravate them further-unless every scientist,
every engineer, every serviceman, every
technician, contractor, and civil servant gives his
personal pledge that this nation will move
forward, with the full speed of freedom, in the
exciting adventure of [cyber]space. 9

Finally, a quick but fulsome disclaimer: what we
have written is derivative of the thinking of many others. We
do not hold ourselves out as the brightest people in the
room—only to having had access to some of the rooms that
held the brightest minds and having been able to listen, learn,
and think.
We are committed to honoring that privilege and
process—and continuing to “lean in” and very much upon.
We have also far exceeded 140 characters and thus
the boundaries of today’s most effective messages.
Hopefully, we have justified the length of our words with
some weight.
We welcome and look forward to adding your words as well.
The State of Our Digital Union—What Has Divided Us
The defense of our nation against all threats, foreign
and domestic, has always relied upon a social contract of
cooperation and assistance between our citizens and
government. Neither sector has ever been asked, nor able, to
go it alone. Cybersecurity can be no exception.
Ironically, the sources and nature of our cyber threats
are neither new nor technological. The portals may have
changed, but the actors and their plots remain the same. 10

9

Id.
Cy Vance Jr., CHARLIE ROSE (Jan. 22, 2015),
https://charlierose.com/videos/25921.
10
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Once again, our nation confronts a familiar cast of
criminals, hostile states, terrorists, and “mischievists”—
seeking to commit the all-too-familiar acts of theft, fraud,
espionage, extortion, blackmail, sabotage, terrorism, human
rights violations, disinformation, and destruction. Once
more, we find ourselves in a moment and place that, for
every reason, should be the “same as it ever was” 11—where
known threats to our collective safety and security should
already have compelled and inspired us to find the ways and
means to band together.
And yet, this solution has not happened—at least, not yet.
The question is why?
In February of 2016, President Obama elevated
cybersecurity to the same importance as terrorism. He
created, by executive order, the bipartisan Presidential
Commission on Enhancing National Cybersecurity
(“Commission”)12 to strengthen digital security in both the
public and private sectors. Comprised of some of the
“brightest minds” in technology and security from inside and
outside the government, 12 commissioners13 were mandated
to develop short-term and long-term measures to protect
privacy, to ensure public safety and economic and national
security, and to empower Americans to take better control of
their digital security.”14
11

Edgar Aldrett, Talking Heads - "Once In A Lifetime", YOUTUBE,
https://www.youtube.com/watch?v=I1wg1DNHbNU
12
Commission On Enhancing National Cybersecurity, NAT. INST. FOR
STAND. & TECH., https://www.nist.gov/cybercommission.
13
Commission On Enhancing National Cybersecurity: Commissioner
List, NAT. INST. FOR STAND. & TECH.,
https://www.nist.gov/cybercommission/commissioners.
14
In June 2015, we had shared the idea for the formation of such a
commission in an opinion piece, see David Lawrence et al., We Don’t
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The Commission released their report in December
2016, after spending the better part of a year conferring with
numerous technical and policy experts, holding public
hearings, and reviewing extensive materials. The experts
providing input ranged from academics, scientists, and
lawyers, to business leaders (finance, insurance, technology,
energy, communications and infrastructure), to experts in
counter-terrorism, intelligence, and consumer protection and
privacy.
While the report offered a number of
recommendations about what is needed to improve
cybersecurity in six specific areas—infrastructure,
investment, consumer education, workforce capabilities,
government operations, and global digital economy—it also
reached an overall conclusion subsequently summarized by
one of its Commissioners:
“What we've been doing over the last 15 to
20 years simply isn't working, and the
problem isn't going to be fixed simply by
adding more money.15
In the course of its work, the Commission essentially
had to answer a fundamental gating question that has
brought us to this crisis point. We have paraphrased it:

Need a Crisis to Act Unitedly Against Cyber Threats,
KNOWLEDGE@WHARTON (Jan. 5, 2017),
http://knowledge.wharton.upenn.edu/article/we-dont-need-a-crisis-toact-unitedly-against-cyber-threats/.
15
Tami Abdollah & Darlene Superville, Panel Urges Better
Cybersecurity to President-Elect Trump, SCI-TECH TODAY (Dec. 5,
2016), http://www.sci-tech-today.com/news/Trump-Briefed-oncybersecurity/story.xhtml?story_id=0110018845FY.
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With so much at stake and so many smart
people, why to-date has there been so little
collective progress?
Relevantly, the Commission’s report revealed three
themes that have defined this security crisis: 1) we have
lacked sufficient collaboration between and among all
sectors—and, hence, meaningful coordination of the
expertise and information to manage the growing threats, 2)
we must move the responsibility for ( or burden of)
cybersecurity away from individual enterprises and citizens,
and handle it at higher levels for everyone’s benefit, and 3)
the reason for our dilemma—why we are where we are—
may have little to do with the complexities of our digital
networks or our lack of knowledge and expertise. Instead, it
may have everything to do with human behavior and our
failure to fully leverage critical lessons about problem
solving and crisis management—including the need for
approaches that build trust, empathy, utility, and simplicity.
Notably, one commissioner highlighted that some
senior information technology managers distrusted their
own government as much as they distrusted China, widely
regarded as actively hacking into companies here and
abroad.
In politics as in life, words matter. So does
simplicity. When tackling issues large and small, it is not
merely what we say—it is what people hear. It is also
whether our words and ideas have the utility to translate into
solutions.
“ It’s the economy, stupid", was the message that
political strategist James Carville crafted to direct the focus
of President Clinton’s successful campaign in 1992. Early
on, Carville recognized the central importance of the issue,
and the need to simply communicate the campaign’s priority
and plan to the American public.

16

Journal of Law and Cyber Warfare

[2017]

In our policy arenas, we have learned to choose our
words with purpose and care, mindful of their impact on
public opinion and potential consensus building. Unity
requires its own language. It is why we say “death tax” not
“estate tax”, “opportunity scholarships” not “vouchers”,
“electronic intercepts” not “eavesdropping”, “affordable
healthcare” not “socialized medicine”, “reproductive” not
“abortion” rights, “energy exploration” not “drilling”,
“equality of marriage” not “gay rights”, “progressive” not
“liberal”, and “climate change” not “global warming”. It
explains our choice of legislative acronyms like PATRIOT16
and JOBS17—and, in part, why using the word “privatize”
doomed needed social security reforms. It is also why we
are still debating the “correct” words for discussing the
nature and sources of terrorism.
Relatedly, leading innovators have shown how
market-based solutions based upon simplicity and utility—
rather than upon complexity—can quickly influence and
incentivize changes in our behavior. On a global basis, it
explains the success of such innovations as: single-click,
screen-touch, and voice computing, smart phone devices,
online research and shopping, direct deposits and index
investing, digital streaming, social media’s organizational
reach, communications in 140 characters, 3 numbers for
reporting danger (911), the text alerts that mobilize a willing
public, and the “UL” (Underwriters Laboratory)
certification that for more than a hundred years has allowed
consumers to trust the safety of their electrical appliances.
Modern innovators and scholars have unpacked
some of our most complex problems and behaviors to
understand why we do what we do—and why some solutions
The USA PATRIOT Act: Preserving Life and Liberty, DEP’T OF
JUSTICE, https://www.justice.gov/archive/ll/highlights.htm.
17
Jumpstart Our Business Startups (JOBS) Act, SEC. & EXCHANGE
COMM., https://www.sec.gov/spotlight/jobs-act.shtml.
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to our problems succeed and others fail. Their fields range
from economics and finance (Sunstein, Shiller, Thayer,
Thaler, Taleb, Bogle), to communications and politics,
(McLuhan, Schwartz, Axelrod, Luntz, Lakoff), to
technology (Engelbart, Jobs, Brin, Zuckerberg, Dorsey), to
business and legal (Adam Grant, Alan Siegel, Jim Collins,
Philip Howard), to behavioral psychology (Milgram, Janis,
Festinger, Gladwell, Atran, Vedantam).
Here are a few of the “common denominator”
conclusions about what works—and, conversely, what we
ignore at our peril:
▪

▪
▪
▪

▪
▪

Keep ideas simple to understand and use.
Problems are not inherently intractable. It is the
complexity of our approaches that often keeps
them so.
Apply empathy. Stand in the shoes of those
impacted. Solutions based on simplicity and
utility will follow.
Choose our words, messengers and mediums
with care. They may matter to the audience as
much as—if not more than—the idea itself.
Fear the paralysis of perfection more than failure.
It is the enemy of the good. Speed and agility
matter. Communicate that our solutions remain a
work-in-progress and will be improved upon as
you learn more. Continuously show the empathy
and agility to do so.
Build in resiliency (anti-fragility) that can adapt
to the unexpected.
Heed the “gating” advice of Steve Jobs and
others. Achieving simplicity is not easy. It can
be harder than complex. But in the end, the
results will be worth it.
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Unfortunately, in confronting our cyber crisis, we have yet
to apply these very lessons to effectively communicate the
urgency and shared nature of our online risks—no less offer
the empathy, utility, speed, and simplicity needed.
To the contrary, the daily reality of Cyberland, has
been more akin to the fantasy trial in Alice in Wonderland.
We have turned upside-down our successful models for
mutual security and police-community relations by choosing
messages and policies that:
▪
▪
▪
▪

▪

▪
▪

▪

Label successful attacks as “security failures”.
Charge victims as criminals and hold them liable
for damages.
Allow perpetrators to remain free to reap their
rewards and attack again.
Insist (or pretend) that our people and enterprises
can somehow fend off the global criminals and
geopolitical sponsors behind these attacks, even
when the government—with its vast expertise,
resources, and intelligence capabilities—cannot
protect itself.
Turn our regulators into “beat” cops with
nightsticks, who seek to lower crime rates by
hitting victims over the head for knowing they
were attractive, inviting the assault and then
failing to fend-off their attackers.
“Sentence first, verdict later”—presumptively
blaming and shaming victims, further
discouraging them from coming forward.
Impose complex and fragmented regulations
from a myriad of state and federal agencies—
offering no bright-line rules or “safe harbors” for
good faith compliance.
Double tax the innocent—once for the costs of
compliance, and later for any errors and
omissions.
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Impose “Catch-22” disclosure requirements to
punish victims when they come forward, and
when they fail to do so.
Ignore “double jeopardy” standards of fairness
and closure, allowing long-term liabilities
involving multiple fines, lawsuits, hearings, etc.
Expand and even mandate by regulation the use
of digital highways—even when knowing they
are “unsafe at any speed”.
Require costly “check-the-box” expenditures for
10-foot high firewalls, knowing attackers can get
15-foot ladders.
Outlaw the right to bear any (digital) arms that
might hurt the source of an attack, eliminating
real-world notions of self-defense and general
deterrence.
Allow a marketplace where solutions and ideas
remain quarantined in silos—whether due to
costs, limited production, or lack of public
awareness—while we efficiently match supply
with demand in so many other aspects of our
lives (manufacturing, marketing, travel,
employment, shopping, finance, entertainment,
dating, etc.).
Avoid debating whether parts of our
government—in the name of national security—
are purposely not sharing known security gaps in
software and systems or the means and timing of
attacks, lest they compromise their own
(offensive and defensive) cyber activities and
capabilities.
Inform our citizens and their enterprises:
unfortunately, your government cannot protect
you anytime soon or answer your cries for help.
You are on your own—and remember: until then,
failure remains a punishable offense.
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Decades into this digital problem, our citizens still
await the simple analog answers to the basic questions of
how to “behave” in the face of this national security crisis:
▪
▪
▪
▪
▪
▪
▪

What must I know?
What should I do?
To whom can I turn?
Where is my 911 for reporting and response?
Where are my “amber” alerts?
Why don’t I have a neighborhood cyber cop and
cyber firefighter?
Where is my CDC (Center for Disease Control)
to control this epidemic?

Posed differently, pretend for the moment you are a
criminal, hostile state, terrorist organization, or anarchist.
Your escalating goals against our nation and people are
relatively straightforward:
▪
▪
▪
▪
▪
▪
▪
▪
▪

Steal money, business strategies, intellectual
property (IP), confidential data, and identities.
Out-compete our established and start-up
companies.
Leak personal communications to embarrass and
impugn the reputations of our leading officials
and business executives.
Waste public and private sector capital and talent
on inadequate protections.
Disrupt corporate and governmental operations.
Influence elections and public opinion.
Perpetuate internecine conflict between a
government, its citizens, and allies.
Widely erode trust and confidence in democratic
institutions.
Diminish global competitiveness and influence.
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Compromise military and national security
secrets and technologies.
Destroy vital infrastructure, governmental and
business operations.
Cause death, destruction, widespread economic
harm, and panic.
Ensure, over the longer term, that available talent
and resources never come together for mutual
protection, mitigation, and recovery.

Could you possibly have found (or hoped for) a richer target
with a more divided and fragmented system for defending its
people and enterprises?
Here’s the cybersecurity message that people are still
waiting to hear from their leaders:
“It’s the cybercrime and its sponsors (not your
cybersecurity), stupid. And we have a plan to address it
together for everyone’s benefit.”
The Digital State of Our Union—What Should Unite Us—
Recognizing the necessity of an informed citizenry
to an effective democracy, the late Senator Patrick
Moynihan had a simple rule for debating issues of national
importance:
“You are entitled to your own opinion. You
are not entitled to your own set of facts.”
For years, experts have advised that the future of crime,
geopolitical conflict, and warfare will be through the portals
of cyber. That future is now.
We are at an inflection point where much can be
shared—and confessed—about our lack of cybersecurity
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and the potential for ongoing, significant, and systemic
harm. The risks are global, national, organizational, and very
personal. On a bi-partisan basis, officials and industry
leaders have forcefully spoken out about our exposures and
implored for collective action. Without question, the issue is
among the most urgent of threats to national security, the
competitiveness of our economy, the safety and confidence
of our citizens, and the freedoms that constitute our way of
life.
As National Security Director James Clapper
explained to our military, “A lot of people find surprising in
our post-9/11 world but in 2013 ‘cyber’ bumped ‘terrorism’
out of the top spot on our list of national threats. And cyber
has led our report every year since then.” 18
Although this issue has been with us for almost 20
years, we are no closer to a solution—or even a consensus
on how to search for the answers. Across sectors, industries,
and allied nations, our efforts have been essentially “stovepiped”, ad-hoc, and lacking. Within a political environment
where leading issues have their “Czars”—and in a country
with no shortage of expertise—the question of responsibility
for leading the cyber defense of our nation still has no
definitive answer. Inexplicably, even the heat of a
presidential contest—fueled by a steady stream of hacks,
leaks, “fake” news, and evidence of foreign manipulation of
social media—failed to prioritize the issue and the
implementation of a national strategy.
No one believes we are prepared. No one believes
that we are even heading in the right direction. Our
Balkanized approach to cybersecurity extends the definition
18

Aaron Boyd, DNI Clapper: Cyber bigger threat than terrorism, FED.
TIMES (Feb. 4, 2016),
http://www.federaltimes.com/story/government/cybersecurity/2016/02/
04/cyber-bigger-threat-terrorism/79816482/. Homeland Security
Secretary Jeh Johnson made a similar point during a keynote speech at
CyberCon.
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of insanity of doing the same thing repeatedly, and expecting
a different result. Leading experts tell us that things are
likely to get far worse before they get better. 19 Many
continue to fear it will take a “Cyber-9-11” or “Pearl Harbor”
event before we wake up to the magnitude of this threat and
the need for a consensus approach. (By then, of course,
wide-scale irreparable harm will have occurred, and the
zero-sum political process of hindsight and blame will have
taken center stage.) Even with the benefit of a non-partisan
Presidential Commission Report by some of the leading
experts in technology and security, we are still no closer to a
fix. 20
As Admiral Michael Rogers, Commander of US
CyberCommand testified in a public forum, “It can be
difficult to explain the nuance and depth of the threats that
we see on a daily basis.”21
With each passing day, the crisis escalates, with no
end in sight. The attacks against us are purposeful. They are
growing in volume, speed, efficacy and audacity. The range
and goals of the actors are expanding. Their tools are
increasingly sophisticated. The personnel and sponsors
behind these attacks have demonstrated their capacity to stay
a step ahead of even the most sophisticated and hardened
defenses. The threat has been compared to that of an iceberg
where the majority of the hazard—including those
responsible—lurks below the surface of what we can see.
Every day provides more lessons that the vectors of attack
19

Michael Hayden, Why Cyber Security Dangers Will Only Get
Worse, FIRST REPUBLIC (Sept. 20, 2016),
https://www.firstrepublic.com/all-articles/life-and-money-protectagainst-fraud/former-cia-director-michael-hayden-why-cyber-securitydangers-will-only-get-worse.
20
NAT. INST. FOR STAND. & TECH., supra note 10.
21
Statement Of Admiral Michael S. Rogers, S. COMM. ARMED FORCES
(Apr. 5, 2016), available at http://www.armedservices.senate.gov/imo/media/doc/Rogers_04-05-16.pdf.
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are more widespread, smarter, and potentially more
damaging than we previously thought. There is no
disagreement about our exposures and the worsening storm
ahead.
Make no mistake. Our adversaries are agile, highly
motivated, and well financed. Global operatives are
constantly at work probing our networks, looking for the
weakest links in our lines of defense. They possess a
growing inter-continental arsenal of software and schemes
that can be launched with the single click of a mouse—from
anywhere and at any time. FBI Director, James Comey has
noted, at the “top of the stack” we see increased efforts at
cyber intrusion by nation-states and near-nation-state actors.
China, Russia, Iran, and North Korea are the most prominent
players. There has been exponential growth in multinational
cyber and terrorism syndicates—criminal groups that are
increasingly specialized to a role, who are stealing
information and offering for sale to the highest bidder the
means of destruction, disruption, and embarrassment.22
Here is the inconvenient truth about our connected
world: the Internet was designed for accessibility and
speed—never for security and protection. While it has
delivered on its promise of social and economic progress, it
has also delivered unparalleled opportunities to those
seeking to scale global conflict, terrorism, criminal activity,
state and industrial espionage, and vandalism.
Even though the early architects of the Internet came
from the Pentagon, they never foresaw the connectivity of
devices that one day could be strung together to provide the
modern portals for crime, warfare, and geopolitical
disruption. Today, it is rare to find a computer or smartphone
22

James Comey, Humility, Adaptability, and Collaboration: The Way
Forward in Cyber Security, FED. BUREAU OF INVESTIGATION (July 27,
2016), https://www.fbi.gov/news/speeches/humility-adaptability-andcollaboration-the-way-forward-in-cyber-security
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that is not linked to another—that has not been probed by a
“hackavist”, digital criminal, terrorist, or nation looking for
weaknesses to exploit for profit, espionage, destruction, or
political advantage.
For criminals, rogue states and mischievous actors,
the digital world offers low-risk high-reward opportunities
for riches and mayhem. It has become the promised land for
the perfect storm—with few barriers to entry, a borderless
global reach, “virtually” assured anonymity, the
unlikelihood of prosecution (even if identified), and, best of
all, largely defenseless victims not allowed to fight back.
The tools to wage cyberattacks have become
ubiquitous, accessible, and irresistible—from phishing
schemes to malware to “botnets” to “chatbots” to global
mercenaries for-hire. With cyber warfare now on sale,
hacking is both a lucrative business and a geopolitical
weapon.23 The “dark” or “deep” web (where non-indexed
information and anonymity thrive) now hosts multiple
discount marketplaces for buying and selling stolen data,
“off-the-shelf” attack software, and “support” services.
Many of these offerings have proven so successful they
come with money-back guarantees.
The actors and the methods behind these attacks
morph and innovate in mobile and scalable ways that leave
our leading enforcement and intelligence officials
responding to yesterday’s battles. With certainty,
tomorrow’s channels and attacks will be different and more
sophisticated than today’s. They will bypass our most
informed predictions and exceed our most vivid
imaginations. Without collective protections, there is no way
for anyone to stay safely ahead.
The finances, trade secrets, communications, and
operations of our enterprises, as well as the identities and
23

Mattathias Schwartz, Cyberwar for Sale, N.Y. TIMES (Jan. 4, 2017),
http://www.nytimes.com/2017/01/04/magazine/cyberwar-for-sale.html.
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privacy of our citizens, remain at constant risk. Digital
destruction can come directly or indirectly, through a
thousand nicks or a single sucker-punch knockout. The
stealth and pervasive nature of these attacks often means that
an invasion can take many months to detect, and the damage
years to repair, if repairable at all.
With over 100 million Americans’ personal data
compromised in recent years — including credit-card, tax,
and medical records — not surprisingly, the Pew Research
Center found that nine out of ten Americans say they feel
they have lost control of their personal information and have
little confidence in the security of their everyday
communications. 24
Data thefts, distributed denial of service (DDOS)
attacks—coupled with extortion schemes—have been
successfully launched against governmental agencies,
central banks, the media, utilities (including nuclear and
water plants), banks, hospitals, manufacturers, law firms,
and stock exchanges, just to name a few. Our military and
law enforcement agencies have been successfully targeted
on a daily basis by state actors and cyber criminals, reflected
by the intrusion last year into the Office of Personnel
Management (OPM), when the personal information
(including fingerprint records) of millions of current and
former federal employees was stolen and are now being
exploited.
Networks that control critical corporate and
governmental infrastructure (power grids, pipelines,
manufacturing, communications, health, transportation,
refinery, and water) remain under constant probe for
vulnerabilities by hackers in Russia, China, Iran, and North
Korea, with an eye toward the future and far more damaging
24

Mary Madden, Privacy and Cybersecurity: Key findings from Pew
Research, PEW (Jan. 16, 2015), http://www.pewresearch.org/key-datapoints/privacy/.
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intrusions and systemic attacks that can cripple our nation.
Our enemies have electronically stolen the plans of advanced
defense systems and weaponry—cancelling out years of
research and development, and the investment of hundreds
of billions of taxpayer dollars. Security specialists recently
discovered preinstalled secretive software on Chinese-made
phones that can monitor where we go, whom we talk to, and
what we write in texts.
Corporate America faces a relentless wave of statesponsored and criminal hostilities. Whether motivated by
financial, ideological, or geopolitical objectives, the cyber
targeting of corporations for their proprietary data,
communications, and IP is increasingly the modus operandi
of hostile state actors. “Ransomware” attacks are spreading
like a virus—disabling systems and extorting hundreds of
millions of dollars annually from enterprises for restoring
access. Leaving corporate targeting unchecked not only
poses a significant risk to the sustainability of companies and
their labor force trying to compete in a global economy, but
also to the inter-connected dependencies of our nation’s
critical infrastructures and economy.
The Black Hat USA 2016 Conference surveyed its
elite network of cyber security experts and revealed that 72%
of respondents believed it likely that their organizations must
deal with a major data breach in the year ahead. Startlingly,
74% of respondents said that they did not have enough staff
to face the threats that they expect to encounter. Even more
alarming, 67% of respondents stated that they themselves do
not have enough training to do their jobs. 25
Penetration tests and scans may satisfy regulatory
requirements, but they beg the question of how to identify
which vulnerabilities actually pose true risks to their
25

The Rising Tide of Cybersecurity Concern: 2016 Black Hat Attendee
Survey, BLACKHAT (Jul. 2016), https://www.blackhat.com/docs/us16/2016-Black-Hat-Attendee-Survey.pdf
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organizations—and how to stay ahead of the sophisticated
means and schemes that indirectly can gain entry though
vendors, suppliers, connected devices or even a single
employee with access.
For those hoping that at least Uncle Sam (forget his
fifty state siblings) can make progress against these threats,
here is the reality from the Government Accountability
Office (GAO). The number of cyber incidents actually
known and then reported by federal agencies has jumped
over 1,300 percent (5,503 to 77,183) over the ten years
through fiscal 2015—with the situation looming worse for
2017. 26 For sound reasons, companies are increasingly
reluctant to entrust their regulators with requested
confidential information, out of concern that the government
itself maintains insufficient cyber security protocols. 27
In 2016, prosecutors described the 20 yearlong thefts
of 50 terabytes of classified data by NSA contractor, Harold
Martin as “breathtaking”. Tellingly, Martin’s actions
followed the lessons learned from the breaches of Edward
Snowden and Bradley Manning—notwithstanding the
government’s expenditure of hundreds of millions of dollars
to enhance background checks, detection technology, and
the physical inspection of people leaving secure buildings.
Highlighting our worldwide exposures, the Global
Commission on Internet Governance explained that in the
packet-switched networks and data clouds of the Internet,
the communications and data of all parties are mixed
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together. 28 Put in context, we share the same information
super-highway for work, school, and play as those seeking
to drive home a wide range of threats. Indeed, some have
concluded that the entire Internet must be reconstructed if
we are ever to contain these actors.
While commerce has always outpaced security
protections, now it does so at Internet speed. Our exposures
are expanding in lock step with the growing
interconnectivity of our networks and devices. We can’t yet
defend against yesterday’s means of attacks—nevertheless
we continue to innovate and require by regulation
tomorrow’s greater digital dependencies.
The next phase of the information revolution is the
Internet of Things (IOT). It promises to seamlessly weave
together all of our technology and data to improve our lives.
It will also enlarge our vulnerabilities to attacks by hostile
states, criminals, and terrorists. Researchers have shown just
how easy it is to take over a car’s engine and controls, to
secretly turn “smart” phones and devices into machines that
spy on our activities, and to convert connected household
devices (light bulbs, baby monitors, thermostats, etc.) into a
botnet WMD that can disable critical Internet operations.
Anomalously, these policy questions about our
nation’s cyber security await a fulsome public debate, no less
answers:
▪

28

When you already are in a hole, shouldn’t you
stop digging—or at least pause—and figure a
way out?

Samantha Bradshaw, Combatting Cyber Threats: CSIRTs and
Fostering International Cooperation on Cybersecurity, CGIC (Dec. 8,
2015),
https://www.cigionline.org/publications/combatting-cyber-threatscsirts-and-fostering-international-cooperation-cybersecurity.
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Where is the analysis that weighs the benefits of
our increasing connectivity against the growing
costs and risks to national, economic and
personal security?

Experts say this year’s massive denial of service
attack against Dynamic Network Services, Inc. (DYN)—
whose servers manage Internet infrastructure and traffic—
offered a glimpse of a new era of warfare and weaponized
threats to a super-connected society. The attack relied on
malicious software taking control of a network of hundreds
of thousands of internet-connected consumer devices
(cameras, baby monitors, DVRs and home routers)—to
overwhelm Dyn’s servers with billions of bytes of unwanted
data and disable over 1,200 websites. An expanded use of
this same malware was apparently used to target routers
made in Taiwan and disable a million Deutsche Telecom
customers.
While the government has yet to determine
responsibility, this much is known:
▪
▪
▪

▪

29

The exploitation of IOT will continue. Similar or
more damaging attacks could occur tomorrow
and we are powerless to stop it.29
Anyone can buy the capabilities used in this
attack for less than $1,000
Hostile nations and sophisticated hackers are
capable of far worse—and there are tens of
millions of insecure devices that, if harnessed,
could cause incredible disruption.
Any threat of a counter-hack or physical attack
seems to be an ineffective deterrent.

FBI Private Sector Bulletin (October 26, 2016)
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In 1710, the satirist Jonathan Swift observed how
“falsehood flies and the truth comes limping after it.” Now
it digitally circles the globe before truth even finds its
keyboard.
In early October 2016, cyber warfare claimed public
trust in our electoral process and free press as a geopolitical
casualty. The nature of these hacks and leaks reflected a
clear escalation in geopolitical digital warfare—an
organized cyber effort to divide our citizens, break our
democratic bedrock, impede our ability to govern, and
diminish our reputation abroad. Regimes that have little to
offer the world can now create the digital havoc and
falsehoods to diminish democracy in the eyes of a global
public and challenge Churchill’s truism that “democracy is
the worst form of government, except for all the others.” As
the New York Times reported shortly before our presidential
elections, regardless of who wins, “America’s image stands
tarnished in the eyes of its own people and the world.” 30
Experts already have pointed out that it would take
little for hackers to reach our online voting machines and
affect election returns. Incongruously, even after another
close national election in which the popular and electoral
votes were split and local outcomes mattered greatly (and 16
years after under 600 recounted votes and a divided Supreme
Court decided a Presidential election), our nation still
“ensures” the peaceful transition of power through repairprone machines with obsolete software and known security
holes. As the recounts reminded us, pretending the problem
doesn’t exist only feeds the growing concerns of many
Americans that the system is rigged and that their votes don’t
count.
30
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Authorities are now bracing for a future filled with
state-sponsored “surprises” that will seek to foment civil and
social unrest. As more individuals rely on online sources to
stay informed—and because the Internet and its social
platforms do not discriminate between credible and
unreliable sources—artfully propagandized information can
quickly scale to yield long-lasting political advantage.
Increasingly, when it comes to hacked information and our
social media platforms: If it bleeds, it leads, reads and gets
believed.
Simply summarized, governments, businesses, and
individuals are now grounded in a new reality of inevitability
and resignation about their interconnected vulnerabilities. In
sobering public statements, senior national security and law
enforcement officials have now conceded that that it is
simply unrealistic to expect the prevention of breaches at
their agencies. Regardless of sector or enterprise, even the
most expensive and expansive efforts at prevention and
detection will prove only partially effective— more useful
in temporarily delaying the inevitable or deflecting the risk
to another enterprise that offers less resistance.
Throughout our public and private sectors, people are
rightfully asking themselves, “How fast do I have to be to
outrun this bear?”. In the short term, the answer might be just
slightly faster than the other guys. In the longer term, this
bear continues to hunt and won’t hibernate. It is looking for
everyone.
Collectively and collaboratively—for the safety of
all—this growing risk must be contained, scared away, and
hunted down.
A Declaration of Interdependence
Our Founding Fathers knew that the decision to issue
the Declaration of Independence could not stand on its own.
To ensure public support, they carefully explained the
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necessity and rationale for this call to action. They also
included a list of specific “grievances” that outlined why
separate colonies and diverse interests had to unite to change
their governance—and free them from the tyranny that
threatened their security and freedoms.
While we have yet to convene a Continental Cyber
Congress, experts across our country have, in various
forums, enumerated what amounts to a list of grievances
about the online threats to our nation’s security, economic
competitiveness, and the protected rights of our democracy.
These increasing threats and burdens now necessitate a
change in our digital governance.
For too long, the costs of defending ourselves have
constituted taxation without the representation that we will
be safe or even more secure.
If reduced to a formal document, this Declaration of
Interdependence would, in part, hold these (digital) truths to
be self-evident:
▪

▪

Cybersecurity is our nation’s black elephant
threat — a dangerous crossbreed between the
“black swan” risk (capable of producing
unexpected
outcomes
with
enormous
consequences) and the “elephant in the room” (a
large problem that hides in plain sight from
solutions). Every day brings new reminders
about how it moves, morphs and metastasizes—
and cannot be managed alone.
All of us are at risk, all of the time. As
acknowledged by our law enforcement and
national security leaders, there are now only
three types of enterprises left in this nation:
Those that have been hacked, those that will be
hacked, and those that already have been hacked
but don’t yet know it. No longer is it a matter of
“if”. The only open questions are when, where,
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how, how bad—and whether recovery is even
possible, despite time and expense.
Long ago, cybersecurity transcended the risk
management and response capabilities of any
single community — technology, military,
intelligence, law enforcement, academic, or
business. No group or entity can have all the
answers or even a claim to superiority. Global
actors are starting to use artificial intelligence to
test the vulnerabilities in our systems and
innovate the next means of attack. Only a broad
collective effort can hope to stay ahead of this
organized and ongoing threat. Together, our
expertise and resources can be formidable.
Apart, we remain highly vulnerable.
“If you can imagine it, they can do it. And even
if you can’t imagine it, they have — and already
are working on it.” There now exists a
seemingly limitless supply of sophisticated
global talent, state-sponsorship, and innovation
waiting to be deployed to support intrusion, theft
and destruction. The United Nations estimates
that 80 percent of it is from highly organized and
ultra-sophisticated criminal gangs. 31 This
skilled pool is growing deeper every day and
there are few barriers to entry. No different than
when new deposits of energy and precious
metals are discovered, the success and growth of
the cybercrime “mining” industry will continue
to attract people and resources worldwide.
Trying to manage these emerging risks without

Caleb Barlow: Where is cybercrime really coming from?, TED
TALK,
http://www.ted.com/talks/caleb_barlow_where_is_cybercrime_really_c
oming_from/transcript?language=en#t-104997.
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an organized national effort is like the
comedienne Lucille Ball trying to box the
chocolates speeding off the factory’s conveyer
belt.32
A large catastrophic and systemic attack is no
longer hypothetical. There is no shortage of
actors, ways, or means capable of launching
systemic
strikes
against
critical
infrastructures—defense, power, transportation,
telecom, water, medical, and financial. The
direct and collateral consequences of such
attacks, renders irrelevant any prospect of
individualized security protection. We all share
in the exposure. We all must share in the
solutions.
In reality, we are witnessing the early stages of
a highly asymmetrical and multi-front war—in
which ground troops, tanks, aircraft, and ships
will be of little defense. These coming waves
promise to be far more than any one enterprise,
sector, or even country can handle. Do we have
a national plan to address this crisis and respond
if a major event occurs? As Eric Schmidt and
Jared Cohen of Google recently warned: “We
must prepare ourselves for the wars of the
future…cyberattacks and online disinformation
campaigns will define the next generation of
conflict, and they will unfold silently, invisibly
and relatively inexpensively. It’s now
incumbent upon policymakers and tech

History104WWU, Lucy's Famous Chocolate Scene, YOUTUBE (May
19. 2010), https://www.youtube.com/watch?v=8NPzLBSBzPI
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companies to help keep our information secure
and infrastructure safe.” 33
We are now locked into a defensive and
offensive arms race. Hackers have always seen
the benefit of sharing information and
partnering. They have embraced open-source
collaboration and the free-flow exchange of
malware, phishing schemes, bots, and talent. It
is how they have stayed a step ahead of law
enforcement efforts. We also must share and
collaborate if we are to contain our threats and
prepare for tomorrow. As experts have noted,
many effective security tools and resources
already exist. “Where we need to make progress
is in applying these tools and defenses at
scale.”34
Today, for fear of being exposed, many
financial services firms are reluctant to share
information about cyber-attacks. However,
with blockchain and other technologies, they
could confidentially share threat data in real
time that could be used to spot patterns and
quickly develop countermeasures. 35
In our interconnected world, even a single
intrusion can carry systemic consequences.
Think of this digital issue as like the physical
risk of fire—where a small flame not quickly
detected and extinguished can quickly grow into

Eric Schmidt & Jared Cohen, We Must Prepare Ourselves for the
Cyberwars of the Future, TIME (DEC. 19, 2016),
http://time.com/4606057/cyberwars-of-the-future/.
34
Id.
35 Steve Hamm, Blockchain: Securing the Financial Systems of the
Future, IBM: THINK BLOG (May 16, 2016),
https://www.ibm.com/blogs/think/2016/05/blockchain-securing-thefinancial-systems-of-the-future/
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an inferno that engulfs an entire community. In
epidemiological terms, attack “viruses” carry
infectious contagions that can quickly and
silently spread from user to user, network to
network, sector to sector. Unfortunately, we
have yet to address our exposures to cyber
threats, as we have to fire and disease.
• We are only as strong as our weakest links and
points of “infectious” contact. These points of
contact include our global chains of suppliers,
customers and partners—and the single
employee or family member who may
unwittingly click-open a phishing scheme. We
have found the ways to ensure the safety of our
supply chains of food, drugs, and consumer
products. We still await similar governmental
protections to address our chains of cyber
connectivity.
• Our passwords are the keys to our digital
castles. They are also among the weakest links
in our security chain. As Michael Chertoff,
former Secretary of Homeland Security, has
noted: in every "major headline" breach, the
attack vector has been the common password.
Indeed, passwords themselves are often the
most valuable treasure for attackers and easily
obtainable, given how many people reuse
passwords between accounts. We need to
acknowledge the failure of passwords and
make it a national priority to come up with
something better – leveraging the next
generation of authentication technologies to
authenticate identities in a way that is both
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stronger than passwords and also easier for
people to use.36
Expertise must be available to all—not just to
the well-resourced. We must end the game of
“robbing Peter to pay Paul”. Cybersecurity
cannot continue as a zero-sum competitive
sport, involving talent and resource recruitment
wars that make some stronger but still leave all
of us vulnerable.
The integrity of our democracy and the unity of
our nation are now at stake. Make no mistake
about the disruptive capacity of this threat.
Highly sophisticated forces have shown
themselves to be adept at deploying digital jiujitsu to exploit our rights of privacy, press,
speech, travel, and commerce. They have
directed the theft of sensitive records and
communications, disrupted the operations of
leading media outlets and compromised their
confidential sources, hired armies of trolls to
plant self-serving messages in the comment
sections of our press, 37 taken control of their
own television stations, deployed “chatbots” to
influence social media with fake news and
propaganda, and leaked stolen emails through
various organizations such as WikiLeaks. Their

Michael Chertoff, Passwords are the weakest link in cybersecurity
today, CNBC Oct. 6, 2016),
http://www.cnbc.com/2016/10/06/passwords-are-the-weakest-link-incybersecurity-today-michael-chertoff-commentary.html
37
Caitlin Dewey, Hunting For Paid Russian Trolls In The Washington
Post Comments Section, WASH. POST (Jun. 4, 2014),
https://www.washingtonpost.com/news/theintersect/wp/2014/06/04/hunting-for-paid-russian-trolls-in-thewashington-post-comments-section/?utm_term=.bd5b9cfb8daf.

39

CYBER CRIME AND ITS SPONSORS

•

•

•

38

[2017]

goals could not be clearer—discredit, divide and
diminish our nation.
Cybercrime remains a “virtually” perfect crime
and act of war. Low risk and high reward—it is
mobile, cheap, anonymous, and remotely
scalable. Easily cloaked and launched from safe
havens, the attacks carry little risk of detection,
prevention, apprehension, or punishment.
Unlike conventional warfare and crime—which
are waged on land, sea, and in the air—finding
and fighting a digital enemy that reveals neither
a face nor wears a uniform is far more difficult.
Trying to fight off these foes without a common
defense is akin to the punishment imposed upon
Sisyphus—condemned by the gods to repeat
forever the task of pushing a boulder up a
mountain, only to see it roll down again and
again. As Albert Camus might have observed,
our absurd paths around cyber no less reflect a
futile search for meaning, unity, and clarity in
the face of an unintelligible world.38
Unfortunately, the fog of cyberwarfare means
there are no satellite images to bring to the UN
to rebut denials of missile deployment in Cuba.
Attributing digital responsibility and motive
involves part science, part forensic art, and part
intuition. It can also require withholding proof
from the public, lest we jeopardize the very
sources and methods (humans and technology)
that maintain ongoing national security
capabilities. With criminals not being physically
present at the scene of the crime, there is no
dusting for fingerprints, scraping for DNA, or

ALBERT CAMUS, THE MYTH OF SISYPHUS, available at
http://dbanach.com/sisyphus.htm.
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security videos to review. At best, we strive for
“highly confident” conclusions based on such
circumstantial evidence as data logs, motive,
type of scheme, malware used, device and data
locations, language, online chatter, and even the
hours when the crimes are committed.
Unfortunately, post-Iraq, the general public (and
many officials worldwide) view US intelligence
conclusions with skepticism, even in the face of
otherwise overwhelming proof.
We still lack overall visibility into the true cyber
threat environment and what we should be
defending against. In an era of limited resources,
many practitioners
are
understandably
frustrated with the lack of guidance about how
to “know” and prioritize (triage) the actual
threats to their organizations. They are in the
dark about the actors that may wish them harm
and how to best defend against them. Too often
we have enlisted our people and resources to
focus on regulatory compliance and yesterday’s
battles—in the misplaced hope it would equate
to security. More often than not, this has done
far more to foster adversarial relations between
the government and the private sector than
diminish the recurring nature of this threat.
In reality many of our most consequential
threats emanate from a relatively discrete group
of states, state-sponsored actors, and stateprotected groups. Attacks are often backed or
protected by state sponsors and highly organized
groups (criminal and terrorist), with local power
and influence. Solutions must reflect these
geographic and geopolitical realities.
Those behind cyber-attacks may be criminals,
spies, terrorists, “hacktavists”, and “rogue”
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states, but they are rational actors and they
remain incentivized. The infamous 1930s bank
robber, Willie Sutton, reportedly offered a
simple explanation to why he robbed banks: It’s
where the money is. Whether as an outsider
breaking in or as an insider attacking from
within, our connected networks will continue to
offer the digital keys to the castles containing,
among other assets, money, state and military
secrets, IP, political propaganda, business
strategies, market-sensitive information, private
communications, personal identities, legal
advice, and reputational issues. With so much to
gain and so little to lose, why should they stop?
Contrary to our other law enforcement models,
we have not accepted cybercrime into our
successful paradigms for community safety.
Victims have unfairly shouldered the burden,
blame, and liabilities for being attacked—yet
are faulted for not coming forward to report and
cooperate. There have been no police or fire
departments for protection and response, no
clear compliance codes for safety and security,
no training for prevention and resiliency, no
“safe harbor” protections for the compliant and
law abiding, and no means of recourse to pursue
justice and recover damages. Online and offline,
we still await a “cracked” Windows approach to
policing the Internet and containing the actors
intent on causing us widespread harm.
To date, our international laws and treaties have
not kept up with our digital exposures. We lack
the legal framework to reach, punish, and deter
the global perpetrators—no less the “Geneva
Convention” ground-rules to control digital
warfare and geopolitical conflict. Significantly,
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diplomacy has so far yielded few protections, if
any. Without formal treaties, laws, and the
effective means for enforcement and
international cooperation, responding to this
risk will remain like trying to defeat the game of
whack-a-mole.
We still need a legal and policy framework to
“offensively” respond to this risk. To date, we
have essentially played only defense. This
approach requires being perfect 100% of the
time—while the “bad guys” need succeed once
and enjoy the “free option” of continuing to try.
Going on offense requires rules and lines of
responsibility for carefully balancing the
common (and often competing) interests of the
public, private, and civilian sectors. This
process must closely weigh such factors as
certainty about the target, likelihood of success,
collateral harm, potential for escalating conflict,
the exposure of our own capabilities, and
unintended consequences. Admittedly, the
playbook for offense may be complex, but
defense-only play calling has been simply
ineffective and unsustainable.
We have yet to unpack (no less debate) a number
of difficult national security questions at the
heart of this risk, including:
o Are government officials purposely not
disclosing known security gaps in
software and systems, lest they
compromise their own (offensive and
defensive)
cyber
activities
and
capabilities?
o Are government officials aware of the
means and timing of some attacks and the
actors, but, under the rubric of national
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security, withholding information that
could prevent or mitigate the damage?
o Don’t we need to distinguish between
“traditional” criminal activity that may be
susceptible to more “traditional” law
enforcement solutions and the attacks that
are geopolitically inspired acts (e.g.,
espionage and sabotage) that require
diplomacy and military responses?
o Can we separately address the attacks
(and attackers) that are part and parcel of
a quid pro quo game between competing
nations?
o What criteria should be used to answer
these questions, and who is making these
decisions?
o How should the costs of these decisions
be borne?
o If the big guys are bowling, does this
make us the unwitting pins? If so,
shouldn’t someone be setting us back up
when we get knocked down?
At the very least, we must address the “detection
gap”. Speed matters. Lack of speed kills. On
average, it takes 150+ days before enterprises
even realize that they have been breached—and
another 50-100 days to mitigate the breach. It is
the functional equivalent of thieves being able
to secretly live in your home or office and
having half a year to sort through and take your
most precious belongings——leaving you
needing several more months to even know
what is missing and which locks must be
changed. Worse still, institutions often now only
learn of a hack by chance—e.g., through outside
parties working on separate matters (law
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enforcement, security consultants, the media, or
compromised customers). It need not be this
way. Collaborative solutions can help contain
the damage by narrowing the time between an
attack and detection.
Globally, we are losing unprecedented amounts
of money, information, intellectual property,
and state secrets — much of it to support hostile
regimes and criminal organizations. Hacking,
leaking, denial-of-service attacks (DDOS), and
ransom-ware have become big business for
cybercriminals and their state sponsors.
Criminals have stolen billions of records and
caused hundreds of billions of dollars in
damages—and those are just the breaches we
know about. Whether the attacks come from
outside an organization, or from an “insider
threat”, an overview of some of the disclosed
breaches proves sobering about the nature and
extent of our shared exposures.39

Introduction of attack malware into NASDAQ’s systems (2010);
Theft of Wyndham Hotels’ customer data (2012); Massive destruction
of Saudi Aramco data (2012); Edward Snowden’s national security
disclosures (2013); Theft of high-’s customer data (2013); Attacks on
networks—the New York Times, Bloomberg, French national
television (2013); North Korea’s cyberattack on Sony Pictures (2014);
Chinese (“Ugly Gorilla”) theft of security data of US utilities (2014);
Theft of Home Depot’s consumer data (2014); The hack of the White
House’s systems (2014); Hackers Steal Data on 500 Million Yahoo
Users in 2014 (disclosed: 2016); Penetrations of Nuclear Regulatory
Commission (2014-present); Breach of credit card terminals at 33 PF
Chang’s restaurants; Theft of U.S. government personnel data (2015);
Anthem’s and Ashley Madison’s loss of confidential client information
(2015); Penetrations of Breach of NASA’s data (2015); Theft of
billions of dollars from banks—U.S., China, Russia, Greece, etc.
(2015); Damage to French Utility( 2015); Exploitations of the SWIFT
system, various banks and the Federal Reserve (2016);Theft of nearly
$100 million from the Bank of Bangaladesh (2016); Disabling of the
39
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The losses are growing. The consensus annual
hard-dollar cost of cyber-attacks to the global
economy now exceeds $445 billion— more than
the GDP of 160 nations and more than the
market cap of Amazon, Facebook, or
ExxonMobil. 40 Yet, the “whisper” number of
true damages dwarfs this estimate. Many
successful intrusions are never detected. Other
attacks go unreported, and the lessons are not
shared due to national security considerations
and business concerns over client relationships,
litigation, and reputational harm. Often the
reported losses fail to reflect the “soft-dollar”
expenses of internal resources, business
interruption, and lost corporate opportunities.
The costs of cyber security effectively represent
the extortion of a national “protection tax”.
Throughout our public and private sectors, we
have paid billions of dollars in recurring and
spiraling security and compliance costs simply
to stay in business—with no guarantee of safety
or even a return on the investment. The need for
protection has also “taxed” the streams of global

Ukrainian power grid (2016); Iran’s hack of a New York’s water
system (2016); Attack on German Nuclear Facility to gain remote
access (2016); Thefts from cryptocurrency (bitcoin) exchanges (2016);
Ransomware attack on Hollywood Presbyterian Medical Center (2016);
Leaks of Mossack Fonseca’s client communications (“Panama Papers”)
(2016); Data breaches of the National Security Agency (NSA) and
NATO (2016); Hack of White House Personnel (2016); Theft of World
Anti Doping Agency data on 25 more athletes (2016); Hack of the
communications of the Democratic National Party and various political
officials (2016); denial of service attack on Internet infrastructure
company Dyn (2016).
40
Net Losses: Estimating the Global Cost of Cybercrime, MCAFEE
(Jun. 2014), https://www.mcafee.com/us/resources/reports/rpeconomic-impact-cybercrime2-summary.pdf.
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commerce and innovation—disrupting trade
relationships,
investments,
acquisitions,
partnerships, and job creation.
Insurance is only providing a partial answer.
The insurance market is still in its relative
infancy. Policies generally have low limits and
numerous exclusions. To increase the amount
and scope of coverage, carriers still need better
actuarial data and intelligence regarding the
cyber risk profiles of the companies they insure
and the steps that can be taken to mitigate those
risks. Government backstops for a systemic
attack may also be needed.
Our past mistakes need not be repeated. Over
ten years ago, the 9-11 Commission shared two
principal findings about a previously new threat
and means of attack that “changed
everything”41: 1) Just because events come as a
shock, doesn’t mean they arrive as a surprise
and 2) Even our most consequential threats can
be prevented or mitigated with the benefit of
shared recognition, shared intelligence, and
shared action. It is time to apply these lessons to
the management of our digital threats. No “big
bang” event required.

For these reasons, and many more, we have reached our
“breaching” point. Approaches and incentives must align
for protecting the broad public interest.
Back to the Future—An Analog Approach To Our Digital
Security

41

THE 9/11 COMMISSION REPORT, available at
http://avalon.law.yale.edu/sept11/911Report.pdf.
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Within non-stop news cycles and the hair-on-fire
moments of breaches and leaks, it has been far too easy to
lose our “true north” positioning of this threat and its
sources—and thus overlook our opportunities for immediate
and long-term protections.
Almost 250 years ago, scattered colonies came
together because of words and ideas that answered our
shared exposures with empathy, utility, simplicity, and the
recognition of common interest in the public good. The
authors understood the need to clearly convey the state of
our affairs, the conditions that required unity of action, and
the ideas and values that could sustain and protect us over
the long-term. Their goal: a nation indivisible.
Our founders began an experimental nation with
less-than-perfect but resilient models that could be improved
upon over time to provide even greater protections.
Remarkably, they did so without the need for complex
regulations, large fines, investigative hearings, press
conferences, or class-action litigations —no less a national
disaster.
No single individual did more to advance these
principles of problem solving and mutual aid than Benjamin
Franklin. He did so through the institutions he innovated and
the ideas he openly shared. While addressing a wide
spectrum of issues, Franklin’s ideas were governed by a
consistent approach to problem-solving and the public good:
▪
▪
▪

Shared problems deserve shareable and scalable
solutions
To be effective and accepted, solutions must be
based on empathy, utility, and simplicity for the
users
Solutions must be resilient. They must remain
“open source” and transparent—to encourage
mutual “ownership” and improvements by others
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Franklin’s overarching message was simple and
straightforward: “The good we can do together exceeds what
we can do individually.” He refused to patent his works,
believing “as we benefit from the inventions of others, we
should be glad to share our own…freely.”
Franklin’s “open-source” ideas merit a timely
summation:
▪

▪

▪

The public library: to provide access to the
information that could educate citizens and
resolve the pressing issues of the day. Books
were scarce and too expensive for the average
person to own individually. Led by expert book
curators and underwritten by its members (and
then taxpayers), the library offered shared access
to trusted references and authorities. Reading
became “fashionable” and discussion groups
popped up throughout the colonies. Americans
became known as among the most informed
people in the world.
The local fire department: to respond to the
known but unpredictable risks of fire. Franklin
recognized the shared nature of this risk and the
capacity of even small fires to grow and engulf
entire communities. He advocated a common
voluntary resource for equipment, training, and
personnel that would quickly come to the aid of
all. Fire departments soon became a mainstay
community institution everywhere.
A national postal service: to ensure the secure
and cost-effective delivery of ideas between
disparate people and places. Franklin studied
every mail route to re-engineer the Crown’s
inefficient and insecure system, that was also too
expensive for the majority of colonists.
Franklin’s re-invented postal network quickly
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proved reliable, secure, and affordable,
becoming popular and profitable. Failure to stay
current in picking up your mail was even seen as
a breach of a citizen’s duty. Those who were
derelict were named and shamed in local
newspapers. If still unresponsive, they were
subject to a penny fine. (Hence: “A penny saved
is a penny earned”.)
The public hospital: to ensure that the indigent
sick would still have care. Franklin knew those
who could not afford medical treatment (or did
not know better) posed a risk not only to
themselves, but to the broader community.
(Analogously, a single cyberattack or the
negligence of one person can spread significant
harm to us all.)
A mutual insurance company: to offer policies to
help businesses and households manage the everpresent risk of a fire. The company also
underwrote mortgages to promote building and
recovery efforts, and advanced safer building
codes to mitigate the risks. (Insurance was
predicated on compliance with these codes.)
The “Franklin” stove: to offer families and
businesses the means for safer and more efficient
heating and cooking. Launched as a “minimally
viable product” (MVP), the stove was improved
upon by others and marketed under Franklin’s
name.
Bi-focal glasses: to make it easier for people to
simultaneously see from afar and up close. By
combining near and far-sighted magnifications
into a single split lens, people no longer had to
carry two pairs of glasses.
The lightning rod: to protect buildings against the
known, devastating, and unpredictable risks of
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lightning strikes. This inexpensive, utilitarian
device safely attracted and deflected lightning’s
powerful electrical currents away from a
structure and into the ground. (On July 4, 2016,
Franklin’s lightning rod saved Philadelphia’s
landmarked City Hall from the damage of a direct
lightning strike.)
Franklin also offered this advice that feels prescient to the
digital age: “By failing to prepare, you are preparing to fail
. . . You may delay, but time will not.”
We submit that Franklin’s ideas and institutions help
provide the missing blueprint to confront our shared and
evolving cyber risks. 42 The criminal and geopolitical nature
of cyber-attacks demands sharing information and resources
across all sectors—without shame, stigma, or liabilities.
Through words and actions, we can message and build what
has been missing to date—empathy, trust, utility, and
simplicity—and, in turn, the partnerships and collaborative
institutions to scale the effective management of this risk. As
FBI Director Comey has acknowledged, we need humility,
deference and mutual respect in the face of this risk. No one
can afford to go it alone.43
Reflecting Franklin’s philosophy of problem-solving
in the public interest, here are some of the shared “utility
centers” for information, expertise, and resources we can
build together with brick and mortar and online:
▪

42

Franklin Cyber Libraries: to respond to the need
for shared access to the best information and

Peter Beshar, Benjamin Franklin's cyber solution, THE HILL (SEPT. 8,
2016), http://thehill.com/blogs/congress-blog/technology/216410benjamin-franklins-cyber-solution
43
Comey, supra note 20.
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resources. These centers would also host
training, continuing education, bench-marking,
thought-leadership, and industry events. They
would further serve as a repository for the
contribution of content, data, products, research,
and for ideation and collaboration.
Franklin Cyber Fire Departments: to provide a
shared resource to respond to attacks and their
contagion risks. The departments would assist in
establishing specific safety codes, training
protocols, best practices, inspections, table-top
attack drills, and help design and test new
products for detection, prevention, and
mitigation. Similar to our fire code and
inspection protocols, safe harbor protections
would be established for the compliant. These
departments would further serve as repositories
of data (identified and anonymized) on attacks
and responses. To foster reporting and situational
awareness, people would have a simple system
for reporting “cyber fires” that could include
anonymity protections—no different than how
we now deploy “911”. 44
Franklin Cyber-Postal Services: to ensure the
secure and timely delivery of risk-relevant
information. It would be a networked service to

Peter Beshar, executive vice president and general counsel of the
Marsh & McLennan insurance companies, has specifically highlighted
Franklin's approaches to the risk of fire as offering a framework for the
management of our cyber risks, supra note 37. See also Internet Needs
'Cyber Fire Department' to Protect Web Users, Claims Vint Cerf,
COMM. ACM (Sept. 6, 2013), http://cacm.acm.org/news/167516internet-needs-cyber-fire-department-to-protect-web-users-claims-vintcerf/fulltext (“The Internet needs a cyber fire department to keep risks
found on websites and services from spreading, says Google chief
Internet evangelist and ACM president Vint Cerf.”).
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ensure that people and enterprises are informed
about the risks and what can be done. In the spirit
of Franklin’s “penny saved is a penny earned”,
people who joined this network and acted on the
information could be rewarded with “safe
harbor” liability protections and insurance and
product discounts.
Franklin Cyber Hospitals: to offer trusted centers
for diagnosis and treatment of cyber-related
attacks and potential viruses, and to treat victims
and limit contagion risk. The centers would also
focus on preventive medicine and cyber surgery
innovation. The hospitals would further serve as
repositories for training, data, and innovation.
Patient confidentiality rules would be
implemented to encourage self-reporting and
facilitate treatment. Expenses could be
reimbursed privately or through insurance.
Franklin Cyber-Insurance Centers: to ensure that
necessary protections exist to cover the full range
of episodic and systemic risks to people,
property, and enterprises. The Center would also
help compile the actuarial data and risk models
for policies and pricing. Similar to existing
insurance industry platforms, the center would
also offer resources and guidelines for best
practices covering prevention, risk mitigation,
disaster and continuity planning, industry codes,
and sponsor product innovation.
Franklin Cyber Laboratories: to independently
test and certify the cyber safety and security of
products—similar to the successful model of
Underwriters Laboratories in certifying the
safety of our electrical devices since 1894. The
“Cyber Lab” would also help incubate products
and ideas to respond to the evolving nature of our
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risks—the lightning rods to safely diffuse and
ground the attacks, the “stoves” to offer greater
safety and efficiency in our connected lives, and
the bifocal glasses to help view the near and far
away risks.
Details of this initiative must be worked out—but
here are some starting points for a framework:
▪

▪

▪

The utility centers would be organized
horizontally, by industry, to best leverage
expertise, relationships, facilitate trust, and
respond to special needs. Acknowledged experts
(curators) with deep domain and industry
experience and proven records for collaboration
and problem solving-would lead. Analog models
include our specialty schools, hospitals, libraries
and research centers, and Wall Street’s model for
specialized banking and research coverage by
industry.
The government would incubate this effort to
give it a jump-start. Ownership and operation
would be shared, however, between the
government, private, and academic sectors on a
mutual basis. The centers would operate on a
wholly non-political basis. Oversight would
come from a duly elected board of directors.
Ongoing financial support would come through
government funding, member and industry
support, and strategic sponsorships (e.g.,
corporate and insurance).
Curated products would be made widely
available—preferably on an “open-source” basis,
to allow for broad input on improvements.
Research and distribution would be subsidized
where necessary.
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Evidence-based data would be collected to
understand the cost-benefits of our efforts—
where we were succeeding and where we were
failing. The effort would utilize social media to
communicate ideas and gain feedback in real
time.
Safe harbors would be an important objective.
These industry centers would provide codes of
best practices, inter-industry benchmarking, and
standards for ongoing care and review. No
different from the analog world of fire and
disease prevention, there would be liability
protections and favorable insurance rates for the
compliant, and fines reserved for those who are
not.
To encourage information sharing, mutual
confidentiality protections would be established
within particular forums similar to the Chatham
House Rule, attorney-client, and doctor-patient
privileges. Security clearances would be
available to provide special access to particularly
sensitive information and resources.
If a national crisis occurred, these centers could
be quickly mobilized to respond.
Opportunities for collaboration and scalability
would build upon (learn from) existing nonprofit, public-private sector information sharing
models such as:
o National Institute of Standards and
Technology (NIST) (formerly, the
National Bureau of Standards)45

Cybersecurity Framework, NAT. INST. OF STAND. & TECH.,
https://www.nist.gov/cyberframework.
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Infraguard
(FBI’s
private
sector
information-sharing partnership) 46
The District Attorney for New York
County and the City of London’s Police
Global Cyber Alliance (GCA) 47
Financial Services Information Sharing
and Analysis Center (FS-ISAC)48 e
Legal Services Information Sharing &
Analysis Organization | F49
E-ISAC | Electricity Information Sharing
& Analysis Center50
Underwriters Laboratories51

Conclusion
True security will never be found by signaling
through either words or actions that this national crisis is
different from the past. You are essentially on your own. It
is every person for themselves, and you are at fault if
victimized by well-armed, well-financed, and well-protected
global actors.
By drawing upon our nation’s foundational
thinking—and some of the ideas that followed—we can “go
back to the future” and recast our approaches to
cybersecurity with empathy, utility, and simplicity to offer
greater protections for the common good.

46

Infragard, https://www.infragard.org/
Global Cyber Alliance, www.globalcyberalliance.org/.
48
Financial Services Information Sharing and Analysis Center,
https://www.fsisac.com/
49
Legal Services Information Sharing & Analysis Organization,
https://www.fsisac.com/ls-isao
50
Electricity Information Sharing and Analysis Center,
https://www.esisac.com/
51
UL, http://www.ul.com/
47
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While many efforts are already underway within
both the private and public sectors, it is now time to
accelerate and scale the shared understanding of this threat
and the platforms for shareable solutions. Near and longterm solutions will require mutual trust and collaboration by
all sides—not stigma, shame, and regulatory schemes
focused primarily on punishment.
History rightfully delivers a harsh judgment for when
we fail to protect the public against known and consequential
harm—when the complexity of our risks is not reconciled
with the simplicity of shareable solutions. It is a single word
verdict that “mashes-up” the words “complexity” and
“simplicity”.
The word is complicity.
As in the past, we are all in this one together. Our
nation and democracy are under attack. None of us is truly
safe, unless all of us are. In reality, it’s the cybercrime and
its global sponsors—not our individual security failures—
that is our problem, “stupid”.
We must solve this one together.
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COGNITIVE ACTIVE CYBER
DEFENSE:
FINDING VALUE THROUGH
HACKING HUMAN NATURE
Peter Cooper*
ABSTRACT
In the cyber security battle with their adversaries it
could said that the defenders are losing. Despite record
investments in cyber security, the number, scale and impact
of breaches continue to increase with adversaries exploiting
both the technical and human elements of the defensive
system. This is leading to calls for defenders to conduct
active defensive measures. But not only are these measures
controversial, they are likely to be focussed on the adversary
*
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as a techncal entity, not the root cause: a decsion making
human. This dissertation explores the value of a legal Active
Cyber Defence (ACD) strategy that exploits the human
decsion making processes of cyber adversaries, synthesising
technology with psychological principles and not ‘hacking
back’ in its traditional sense. Semi-structured interviews
with cyber defenders were used to understand and baseline
how defenders consider the adversary as a human and then
explored the value and considerations of exploiting this
knowledge within the study ACD strategy. Interview
findings, analysed and triangulated through framework and
statistical methodologies, showed that there may be
significant value in exploiting the decsion making processes
of the human cyber adversary. The findings show that such
a strategy not only adds value to what the defender is
currently doing but expands the scope of where that value
can be realised.
Challenges and considerations to
employing such a novel strategy were also explored, these
included understanding risk perceptions and delivering
Return on Investment (ROI) within the current passive
cultures. Even though there are challenges, the concept
appears to have value at both enterprise and potentially
national level. This dissertation recommends that the
concept is further developed because it adds unique value to
defender capabilities.
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The gods had condemned Sisyphus to ceaselessly rolling a
rock to the top of a mountain, whence the stone would fall
back of its own weight. They had thought with some reason
that there is no more dreadful punishment than futile and
hopeless labour.1
I. INTRODUCTION
Current cyber security approaches are consigning the
defender to be a ‘cyber Sisyphus’ in the battle with the
adversary2. The often-used image of a cyber adversary is
that of a hooded human hunched over a computer in a
darkened room. Against this image, cyber defenders are in
an endless cycle of spending and losing a considerable
amount of money defending information systems from the
computer within that image. But a such a defensive effort
focuses on ‘beating the bits’, technology vs technology and
mostly overlooks the human sitting behind the keyboard. If
it were possible to build defenses that exploited the human
within the attacking system what value might this have to the
defender? This study will explore the adversary not as a
technical entity but as human with human fallibilities and
then examine what value this may bring to defender within
an Active Cyber Defense (ACD) strategy.
A. BACKGROUND - THE EVOLVING NATURE
OF COUNTERING ADVERSARIES
Against an increasing spend in global Information
Technology (IT) security spending, $65.5bn in 20133
1

ALBERT CAMUS, THE MYTH OF SISYPHUS (1955).
JEFFERY CARR, INSIDE CYBER WARFARE (2009).
3
Investec, CYBERSECURITY INSIGHTS BLOG (2015),
2
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forecast to grow to $170bn by 20204, the defenders appear
to be fighting a losing battle and budgets aren’t rising in line
with the threats5 even though financial and reputational
losses are becoming considerable6.
Adversaries are
prosecuting successful attacks that are increasing in scale,
complexity and impact with no paradigm change in sight.
From the historic simplicity of viruses such as Melissa7,
attacks are now leading to financial losses in the millions of
dollars8, database losses that impact national security9,
critical infrastructure disruptions that impact at a national
level10 and data dumps that cause the change of power at a

http://privateoffice.investec.co.uk/research-andinsights/insights/vision_cybersecurity.html (last visited Feb 15, 2016).
4
CSO, WORLDWIDE CYBERSECURITY MARKET CONTINUES ITS UPWARD
TREND CSO BLOG (2015),
http://www.csoonline.com/article/2946017/securityleadership/worldwide-cybersecurity-market-sizing-andprojections.html (last visited Nov 10, 2015).
5
Security Magazine, CYBERSECURITY BUDGETS NOT RISING IN LINE
WITH THREATS (2016),
http://www.securitymagazine.com/articles/87022-cybersecuritybudgets-not-rising-in-line-with-threats (last visited Apr 12, 2016).
6
The Guardian, TALKTALK COUNTS COSTS OF CYBER-ATTACK (2016),
https://www.theguardian.com/business/2016/feb/02/talktalkcyberattack-costs-customers-leave (last visited Apr 10, 2016).
7
US CERT, MELISSA MACRO VIRUS ADVISORIES (1999),
https://www.cert.org/historical/advisories/CA-1999-04.cfm? (last
visited Mar 15, 2016).
8
Reuters, HOW A HACKER’S TYPO HELPED STOP A BILLION DOLLAR
BANK HEIST REUTERS (2016), http://www.reuters.com/article/usa-fedbangladesh-typo-idUSL4N16I4A8 (last visited Mar 26, 2016).
9
OPM, CYBERSECURITY INCIDENTS OPM CYBERSECURITY RESOURCE
CENTER (2015), https://www.opm.gov/cybersecurity/cybersecurityincidents/ (last visited Mar 15, 2016).
10
SANS, CONFIRMATION OF A COORDINATED ATTACK ON THE
UKRAINIAN POWER GRID SANS ICS BLOG (2016).
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national level11. Against this background, it could be argued
that current approaches and technical defensive measures are
proving inadequate against a constantly evolving, innovative
and aspirational adversary. For even if technical defenses
prove challenging to an adversary, their exploitation of the
human nature ‘weak-spot’ within the defended system often
proves to give them the leverage they require to achieve their
goals12.
This situation is leading to calls for defenders to use
more active defensive measures to either pro-actively
mitigate an attacker through better positioning defenses or
acting against the adversary themselves13. But these active
measures are predominately discussed in the technical
solution space: defender technical capabilities ranged
against adversary technical capabilities. It could be argued
that such technical engagement promotes a never-ending
game of move and counter move where the defender will
struggle to keep up and eventually succumb. If we step back
from the problem what can we learn from the adversary?
The trump card for the adversary has always been
their ability to exploit the human within the defended
system. If the defender is now considering active defensive
11

Telegraph, PANAMA PAPERS: ICELAND’S PM QUITS OVER TAX
AVOIDANCE SCANDAL AS DAVID CAMERON INSISTS HE HAS “NO
OFFSHORE FUNDS” TELEGRAPH (2016),
http://www.telegraph.co.uk/news/2016/04/05/panama-papers-taxhaven-david-cameron-silent-on-familys-tax-affa/ (last visited Apr 5,
2016).
12
KEVIN MITNICK, THE ART OF DECEPTION (2003).
13
The Washington Post, CYBERSECURITY SHOULD BE MORE ACTIVE,
OFFICIAL SAYS THE WASHINGTON POST (2012),
https://www.washingtonpost.com/world/nationalsecurity/cybersecurity-should-be-more-active-officialsays/2012/09/16/dd4bc122-fc6d-11e1-b153-218509a954e1_story.html
(last visited Mar 11, 2016).
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measures, to only do this as a technical activity is akin to
permanently conceding the high ground to the adversary at
the start of the campaign. For whether attacker or defender,
fallible human nature remains the same, if the attacker
derives value from it in pursuit of their goals, can the
defender do likewise?
1. Current Situation
i. Stuck on the back foot - Attacker
wins?
Technical defensive solutions eventually succumb to
an attacker, even antivirus solutions at the enterprise level:
such solutions may be used by the adversary as a benchmark
of exploit success14 or contain the very vulnerability that
provides wider access15. The growth of security and risk
frameworks is seen to improve defenses, but defenders now
find themselves in a situation where proposed best practice
lies within compliance. Adversary ‘best practice’ is constant
evolution, innovation and a willingness to exploit the human
defender, wrapped up in a construct without fear of failure.
Evolving and exploiting technology will only get a defender
so far and, by and large, the adversary is using the same
underlying technologies. If defense is to shift onto the front
foot, the holistic approach may have to consider the

14

Wired, A GOOGLE SITE MEANT TO PROTECT YOU IS HELPING
HACKERS ATTACK YOU (2014), https://www.wired.com/2014/09/howhackers-use-virustotal/ (last visited Dec 18, 2015).
15
PC World, ANTIVIRUS SOFTWARE COULD MAKE YOUR COMPANY
MORE VULNERABLE (2016),
http://www.pcworld.com/article/3020327/antivirus-software-couldmake-your-company-more-vulnerable.html (last visited Mar 15, 2016).
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adversary as a human, because the human within the system
is the consistently reliable attack surface.
ii. The exploitable human
The human has always been considered the soft
underbelly of the technical system, Schneier16 highlighted
this when he proposed that “Only amateurs attack machines;
professionals target people”. Keven Mitnick17, who made
both a legal and illegal living from such an attitude, stated
that “you can have as much security as you want – but one
guy makes a mistake it gives a foot in the door and from
there access can be gained [to the whole network]”. An
attacker can exploit the human defender in a range of ways
from social engineering to how they configure their cyber
defenses in the face of a perceived threat. Adversary
interaction with the human defender and inducing them to
compromise themselves has such a high success rate (100%
for Mitnick)18, that it is often seen as the reliable shortcut to
the heart of the defending system19.
By layering exploits against both human and
technical vulnerabilities, the adversary creates unique
combinations and complexities that are not just difficult to
disrupt but to understand. Increasing focus is now being
16

Bruce Schnieir, SEMANTIC ATTACKS: THE THIRD WAVE OF
NETWORK ATTACKS SCHNIEIR ON SECURITY BLOG (2000),
https://www.schneier.com/crypto-gram/archives/2000/1015.html#1
(last visited Mar 15, 2016).
17
Kevin Mitnick, Opening Address - IPExpo, in ANTI VIRUS ISN’T
GOING TO SAVE YOU (2013).
18
Kevin Mitnick, MITNICK SECURITY (2016),
https://www.mitnicksecurity.com/ (last visited May 18, 2016).
19
CHRISTOPHER HADNAGY, SOCIAL ENGINEERING: THE ART OF
HUMAN HACKING (2011).
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directed to discover how defenders can transform this
situation by ‘actively’ countering the adversary.
iii. Getting on the front foot - Passive
Defender goes active
Instead of passively hoping to catch adversary cyber
arrows, defenders are now attempting to better understand
where the shots are going to hit, where they are coming from
and what can be done to ‘shoot the archers’. The term ‘active
defense’, traditionally used in a military context, is defined
by the US DoD20 as “The employment of limited offensive
action and counterattacks to deny a contested area or
position to the enemy”. But there is vast complexity and
controversy in how this concept reads across to cyber
security. The activity that could be covered under Active
Cyber Defense (ACD) is considerable, as a new concept it
means much to many.
iv. The concept of active defense
At a national level the US Department of Defense
(DoD)
discusses ACD as “synchronized, real-time
capability to discover, detect, analyze, and mitigate threats
and vulnerabilities” using “sensors, software and
intelligence to detect and stop malicious activity”. But such
National activity to “take aggressive, external offensive
21

20

US DoD, Department of Defense Dictionary of Military and
Associated Terms, 2001 US DEP. DEF. JT. PUBL. 1–513 (2015).
21
US DEPARTMENT OF DEFENSE (DOD), DEPARTMENT OF DEFENSE
STRATEGY FOR OPERATING IN CYBERSPACE (2011),
http://csrc.nist.gov/groups/SMA/ispab/documents/DOD-Strategy-forOperating-in-Cyberspace.pdf (last visited Apr 7, 2016).
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countermeasures”22 is outside the reach of many civilian
enterprises who can only legally act within the ‘near space’
of the ICT architecture that they ‘control and assure.’23
Lachow24 more reasonably bounds ACD to the
defender near space, focusing on actions once “adversaries
have deployed malware on a target”. This bounding is more
realistic for a non-nation state defender but arguably is
reactive: the adversary has already engaged. A true defense
is layered and extends away from the boundary, therefore the
challenge is not just protecting the ‘near space’25 but also one
of prediction and legally keeping the adversary at a distance:
dissuading or preventing them from achieving their aims.
Such a layered defense may be a stretch aspiration but within
it may lay opportunities to better understand or reduce risk.
Key to this challenge is not just one of countering the
equipment and infrastructure of the adversary but one of
countering the human behind the action.
2. What May Need to Be Addressed
Passive cyber defenses will only get a defender so far
and it could be argued solidifies their place on the losing side
of the technical arms race. Against this backdrop the one
22

Robert S Dewar, The Triptych of Cyber Security: A Classification of
Active Cyber Defence, in 6TH INTERNATIONAL CONFERENCE ON CYBER
CONFLICT 7–21 (P Brangetto, J Maybaum, & J Stinissen eds., 2014).
23
DCDC, CYBER PRIMER (2013),
https://www.gov.uk/government/uploads/system/uploads/attachment_d
ata/file/360973/20140716_DCDC_Cyber_Primer_Internet_Secured.pdf
(last visited Apr 7, 2016).
24
IRVING LACHOW, ACTIVE CYBER DEFENSE: A FRAMEWORK FOR
POLICYMAKERS (2013),
http://www.cnas.org/files/documents/publications/CNAS_ActiveCyber
Defense_Lachow_0.pdf (last visited Apr 7, 2016).
25
DCDC, supra note 23.
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constant is that the adversary is a human, a fact they are all
too eager to exploit in the defended system; it may now be
time to consider what a defender can do to exploit the human
within the attacking system.
Why now? Four developments have come together;
maturation of threat intelligence, predictive analytics /
Artificial Intelligence (AI), growing interest in techniques to
shape decision making and the appetite for ACD.
Synthesizing these concepts within an ACD strategy may
open up a new front against cyber adversaries. By looking
through the attacking technology to the human behind the
action, can value be found in exploiting the human aspects
of the adversary?
i. The human cyber attacker
Humans have been attacking each other for
millennia, across all of the domains, the growth of the cyber
domain simply continues this evolution.
Against a
constantly evolving technology landscape, it could be argued
that the human element is the only constant within the neverending struggle for advantage, because even if an attack is
automated and carried out by a computer, it was a human
that decided to create and launch it.
ii. Getting to the root of every action
Adversary motivation has rightly been identified as a
key part of understanding for the defender26. But while
motivations will shape their desired outcomes, it is adversary
26

Mark Rounds & Norman Pendgraft, Diversity in network attacker
motivation: A literature review, 3 PROC. - 12TH IEEE INT. CONF.
COMPUT. SCI. ENG. CSE 2009 319–323 (2009).
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decisions that drive their actions. An adversary may be
motivated by financial gain but must make decisions to
guide them through their choices within the attack; this
institution, this day, this technique, this server etc. It is
decisions that turn their choices into outcomes, and it is here
that within an ACD strategy that there may be opportunity,
for how humans make decisions and how these decisions can
be shaped or exploited has been a staple of psychology for
many years. Tversky and Kahneman27 demonstrated that,
through manipulating the way that information was
presented, ‘framing’, can alter decision making and
judgement about that information. Additional research by
Thaler and Sunstein28 showed how behavioral and social
science could be applied within a decision architecture to
cause people to change their behavior in subtle but highly
effective ways. By blending the psychological concepts of
shaping adversary decisions within an ACD strategy, is there
value for a cyber defender withering under a hail of cyber
arrows?
B. AIM AND OBJECTIVES – RESEARCH
QUESTIONS
This study will explore the value of an ACD strategy
that exploits the human decision making processes of cyber
adversaries. Is there a gap in defender cognition of the
adversary as a human and is there value in filling this gap by
synthesizing related research developments to exploit the

27

A Tversky & D Kahneman, The Framing of Decisions and the
Psychology of Choice, 211 SCIENCE (80-. ). 453–458 (1981).
28
THALER AND SUN RICHARD H. THALER & CASS R. SUNSTEIN, NUDGE
(2009).
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human adversary? To explore this, the study is broken into
three key questions which are amplified below.
1. What Are the Characteristics of the
Human Cyber Adversary and the Decisions
They Make?
To bring structure, this question will identify and
characterize how adversaries make decisions through the
end to end process of conducting an attack. This will explore
established psychological theories of decision making
layered in with cyber-attack methodologies.
2. How Might Adversary Decision Making
Be Considered and Exploited Within an
Active Cyber Defense Strategy?
This question continues from the previous one and
explores theories and strategies that may enable exploitation
of the human adversary in a manner that improves defender
understanding of, or reduction in, risk. This will include
discussion of legalities and ethics and explore initial
defender considerations.
3. What May Be the Value and
Considerations of an ACD Strategy That
Exploits the Human Decision Making
Processes of Cyber Adversaries?
The final question synthesizes the previous two
questions and then explores with cyber defenders the
considerations and possible value of the strategy. Interviews
with cyber defenders that conduct or are considering
elements of ACD, will explore; how they currently consider
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or exploit the adversary as a human and then discuss what
value may be had in focusing on exploitation of adversary
decision making processes across their entire attack
lifecycle.
C. OUTCOME
The study will identify the value and considerations
of exploiting the decision making processes of the human
cyber adversary within an ACD strategy. Where there is
value this will be explored in terms of how such
understanding can be exploited to achieve;
1. A Better Understanding or Reduction of
Risk
By mapping and understanding an adversary’s
decision making processes, defenders may be able to better
understand the ‘why’, ‘when’, ‘what’ and importantly ‘what
next’ of attacks ranged against them. This may improve risk
visibility and open up opportunities for exploitation in an
attempt to reduce risk.
2. An ACD Strategy That is not Purely
Driven by Technology
ACD strategies that look behind the technology to
the human adversary may have a greater longevity than those
with a pure technological focus. Layering methodologies
that counter adversary technology alongside exploitation of
their human nature may bring a synergistic effect that
increases effectiveness.
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3. Relevance / Rationale
A recent UK National Crime Agency (NCA) report
estimated that cyber-crime cost the UK economy billions of
pounds per annum. But in the same study they described the
problem as one where “the accelerating pace of technology
and criminal cyber capability development currently
outpaces the UK’s collective response”29.
That the
adversary and defender generally have access to and use the
same technology would suggest that there is something else
at play which is driving such an apparently imbalanced
struggle. It could be argued that for the defenders to center
the problem around technology misses the human element
that proves so valuable to the adversary. This study will
explore how that imbalance may be readdressed: defensive
strategies that are only developed around technology are
arguably incomplete strategies.
D. SCOPE
This study is predominately focused on targeted
attacks, where the human adversary, be they untrusted
outsiders or trusted insiders, guide themselves to a defined
goal. This will not disregard ‘spray and prey’ [sic] type
attacks, often conducted as an initial ‘shot’ to see what
comes back as compromised, but will consider where the
attacker has had to make a choice surrounding the attack, be
it initial selection for careful targeting, which compromise to

29

NCA STRATEGIC CYBER INDUSTRY GROUP, CYBER CRIME
ASSESSMENT
2016
(2016),
http://www.nationalcrimeagency.gov.uk/publications/709-cyber-crimeassessment-2016/file (last visited Jul 7, 2016).
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follow-up or how to traverse across defender network
architecture.
E. STRUCTURE
After setting the definitions that will bound the study,
a three-section literature review will critically explore
several relevant areas. The first section will develop
understanding of how human decisions drive actions with a
focus on the adversary. The second section will critically
explore defender requirements within such an ACD strategy.
The final section will then examine where opportunities for
insight and exploitation of adversary decision making may
be aligned with defender requirement.
Primary research will be in the form of interviews
with defenders that are currently facing such challenges.
The aim being to baseline the extent of which the adversary
is considered as a human (and to what degree) and then,
beyond this to test the value and challenges of the concept of
exploiting adversary decision making process within ACD
activity.
Findings and recommendations will subsequently
highlight the results and usefulness of the concept,
challenges to the concept, lessons learnt through the study
and suggestions for further study.
F. SUMMARY
The current status quo cannot continue because the
defender is losing. If becoming more ‘active’ is the next
evolutionary strategy to even up the battle between defender
and adversary, it cannot be won through technology alone.
Countering the technology of the adversary will only get a
defender so far, to truly counter the adversary, looking
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through the technology to the human decision maker may
open up new options to reduce risk and mitigate threats.
II. LITERATURE REVIEW
Hart30 described a literature review as the evaluation
of available documents on a topic in relation the research
being proposed. Due the synergistic nature of the study,
there is very little directly relevant a priori research on
exploitation of the human aspects of an adversary within
ACD. Arguably this points to a gap in current research: is
there a gap because the defender doesn’t perceive any value
in such a strategy? Exploring that gap as a precursor to the
primary research, this study synthesized related research
areas spanning behavioral and social sciences, advanced
technology (large data set analytics/AI), cyber security, and
influence/deception. For a literature review this aligns with
Silverman31“Has anyone done anything that is related?”.
But such breadth of research areas brought considerable
challenges. Well established research areas benefit from
agreed lexicons, much of this paper explores new areas of
research, defined by the protagonist viewpoint: no agreed
lexicon exists. Therefore, a systematic review that could
“comprehensively identify, appraise and synthesize all
relevant studies on a given topic”32 was a considerable
challenge. In a thematic structure, each relevant
30

CHRIS HART, DOING A LITERATURE REVIEW: RELEASING THE SOCIAL
SCIENCE RESEARCH IMAGINATION (1998),
http://www.sjsu.edu/people/marco.meniketti/courses/ARM/s0/Literatur
e-review-Hart.pdf (last visited Apr 30, 2016).
31
DAVID SILVERMAN, DOING QUALITITATIVE RESEARCH: A PRACTICAL
HANDBOOK (2013).
32
MARK PETTICREW & HELEN ROBERTS, SYSTEMATIC REVIEWS IN THE
SOCIAL SCIENCES: A PRACTICAL GUIDE (2006).
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multidisciplinary research areas were searched with varied
(& alternative) search terms through a variety of sources;
published papers (using Web of Science), vendor studies,
grey-literature and multiple online sources. This was the
only way to explore the breadth and depth of relevant areas
to this study. Results are presented thematically and
synthesized at the close of the literature review. The
following section explores the definitions that would be
guiding both the literature review and bounding the study.
A. DEFINITIONS
Around these topics, the variety of definitions vary
hugely considerably. Hacker, Cyber and ACD mean widely
different things to different people. For the purposes of the
study and to bring clarity to the literature review, these terms
are explored and bounded in the following section.
1. H@ck3r or Adversary?
The oft used term for an attacker within the cyber
realm is ‘hacker’ but this misses the possible complexity of
the actors involved. Request for Comment (RFC) 139233
proposed that ‘hacker’ relates to someone that “delights in
having an intimate understanding of the internal workings of
a system” whereas someone that “attempts to access
computer systems without authorization” are considered
‘crackers’34. An added complexity is that purely focusing on
33

NETWORK WORKING GROUP, RFC:1392 INTERNET USERS’
GLOSSARY (1993), https://tools.ietf.org/html/rfc1392 (last visited Jul 1,
2016).
34
TRACY LAQUEY PARKER & GARY SCOTT MALKIN, INTERNET USERS’
GLOSSARY (1993), https://tools.ietf.org/html/rfc1392#appendix-H (last
visited Apr 12, 2016).

74

Journal of Law and Cyber Warfare

[2017]

the term ‘hacker’ strengthens the perception of an actor that
purely exploits purely computers to achieve their aims. Such
a perception overlooks the key role of a malevolent social
engineer, achieving aims not by technological means, but by
exploiting the human using the technology. Additionally, as
attacks have increased in scale and complexity, to purely
focus on the hacker or social engineer at the ‘tip of the
adversary spear’ misses the surrounding enterprise.
The growth of the ‘hacker-for-hire’ and hacking as a
‘business enterprise’ has commoditized the actor carrying
out the activity35. It could be argued that there are at least
two models to consider, the self-motivated hacker using their
skills under their own volition for their own motivations or
a hacker who accepts tasking from within an organization or
outside third-party. The third-party may have desired
outcomes but either does not have the skills or desires to
maintain a degree of distance from the activity. Thus, they
take on the role of sponsor for the activity with the hacker
being the agent through which their motivations are realized.
It could be argued that decisions regarding target, outcome /
timings are made by the sponsor, decisions about techniques
/ methodologies are made by the hacker. This breadth of
actors exemplifies the complexity of the challenge; a single
moniker of ‘hacker’ belies the scale or abilities of the wider
enterprise.
An additional term, ‘insider threat’, has also been
coming to the fore in recent years. Described by CarnegieMellon CERT36 as a “malicious insider”, this has been
35

Dell Secure Works, THE UNDERGROUND HACKING ECONOMY IS
(2013), https://www.secureworks.com/blog/theunderground-hacking-economy-is-alive-and-well (last visited Apr 15,
2016).
36
DAWN; CAPPELLI, ANDREW; MOORE & RANDALL TRZECIAK, THE
CERT GUIDE TO INSIDER THREATS: HOW TO PREVENT, DETECT, AND
ALIVE AND WELL
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widely publicized by actions from trusted insiders such as
Edward Snowden37. A study by Intel & McAfee38 assessed
that 22% of breaches were a result of intentional insider
action. There is no doubt that it is a type of actor that
requires consideration, but it could be argued that an insider
threat has similar qualities of an external adversary that has
penetrated their way to a position of trust on the system.
Therefore, this study will consider the adversary agnostically
of starting location (insider/outsider) but will explore the
context surrounding them.
To cover this complexity, ‘adversary’ will be the
term used for this study. Adversaries may be of varied
ability, ranging from Advanced Persistent Threats (APT),
Organized Criminal Gangs (OCG) or capable individuals.
The unifying concept for this study is that they all have the
ability to compromise the cyber defender. The adversary can
be broken into two sub-roles; ‘hacker’ to cover the actor that
is conducting operational activity (be it technical or social
engineering) against the defender and ‘sponsor’ to capture
the actor that may be tasking or requesting outcomes from
hackers.

RESPOND TO INFORMATION TECHNOLOGY CRIMES (THEFT, SABOTAGE,
FRAUD) (2012).
37
BBC, EDWARD SNOWDEN: LEAKS THAT EXPOSED US SPY PROGRAM

(2014), http://www.bbc.com/news/world-us-canada-23123964 (last
visited Mar 15, 2016).
38
INTEL; MCAFEE INC, GRAND THEFT DATA. DATA EXFILTRATION
STUDY:ACTORS, TACTICS, AND DETECTION (2015),
http://www.mcafee.com/us/resources/reports/rp-data-exfiltration.pdf
(last visited Apr 26, 2016).
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2. Cyber Security Vs Information Security
Before discussing cyber defense, it is essential to
define and bound what it is that is being defended. The UK
Cabinet Office39 defined cyberspace as “an interactive
domain made up of digital networks that is used to store
modify and communicate information”, highlighting key
themes of interactive networks interchanging information.
Adoption of the term ‘cyberspace’ in its shortened form
‘cyber’ has now been widely accepted. But discussions as
to whether an activity is information security or cyber
security are ongoing. Von Solms and van Niekerk40 sought
to clarify this by splitting out sub and supersets around
information and Information Communication Technologies
(ICT). They espoused that not only is information accessed
via ICT but also accessed via the growing number of
connected devices, ‘things’. Their proposal highlights that
it is the vulnerability of ICT that is key to defining the
bounds of cyber security.

39

Cabinet Office, The UK Cyber Security Strategy Protecting and
promoting the UK in a digital world, (2011).
40
von Solms and van Niekerk From information security to cyber
security, 38 COMPUT. SECUR. 97–102 (2013),
http://www.sciencedirect.com/science/article/pii/S0167404813000801
(last visited Dec 17, 2015).
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Figure 2-1 Cyber Security Vs Information Security41
This aligns well with the previously discussed
Cabinet Office definition and also chimes with the definition
of cyber security from the Netherlands which “refers to
efforts to prevent damage caused by disruptions to,
breakdowns in, or misuse of ICT and to repair damage if and
when it has occurred”42, reinforcing the linking of ICT
vulnerabilities with cyber security.
Therefore, for this study, the terms cyber and cyber
security will be used to both bound and define the landscape
for discussion. Such a landscape, increasingly competitive
with high stakes, has seen an increasing level of active
measures being taken by defenders, no longer content with
the (in)security of their Maginot Lines.

41
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3. Active Cyber Defense
The continued successes of cyber adversaries is
increasing interest in active measures as a means of cyber
defense43, thus mitigating the perceived limitations of a
passive approach to reducing risk44.
But between
government and private sector there is no clear agreement on
the definition of ACD45, what the bounds of its activity may
be or how to maximize its effectiveness.
A private sector company conducting offensive attacks
outside their own networks, even to augment defense, may
be “playing with fire”46 and may cause unforeseen collateral
damage (No IP, 2014). Viewpoints range from the activity
being perceived as “irresponsible”47 to being the only way to
reduce the “threat to a nuisance”48. Such legal, ethical and
43

Ellen Nakashima, Cybersecurity should be more active, official says,
WASHINGTON POST (2012),
https://www.washingtonpost.com/world/nationalsecurity/cybersecurity-should-be-more-active-officialsays/2012/09/16/dd4bc122-fc6d-11e1-b153-218509a954e1_story.html
(last visited Mar 16, 2016).
44
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45
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WAR COLL. QUARTELY 105–113 (2013).
46
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or Sound Risk Management?, XX RICHMOND J. LAW TECHNOL. 1–41
(2014), http://jolt.richmond.edu/v20i4/article12.pdf (last visited Mar
16, 2016).
47
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visited Mar 15, 2016).
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moral challenges with ‘fuzzy’ boundaries between right and
wrong may lead to a reluctance to even consider ACD as an
acceptable strategy.
But the proposed strengths of ACD do not just lie with
offensive action. Using “home field advantage”49 within
legal and ethical boundaries may give the ability to exploit
active techniques such as denial and deception50 in an
attempt to slow and disrupt an attacker as they attempt to
compromise a network. But how can this be differentiated
from ‘normal’ or ‘passive’ defensive measures?
Lee51 discussed passive defense as “systems added to
the architecture to provide consistent protection against or
insight into threats without constant human interaction”.
Expanding that such defenses will eventually fail in the
battle against determined adversaries, he furthered that
active defense was “the process of analysts monitoring for,
responding to, learning from and applying their knowledge
to threats internal to the network”. This definition usefully
implies an interactive element to the activity: human
defender vs human adversary. Unfortunately, the definition
bounds activity to the defender’s ‘network’, firstly, this
belies the legal and practical complexities of activity across
cloud or hosted solutions and secondly does not consider
http://www.ipcommission.org/report/ip_commission_report_052213.pd
f (last visited Mar 16, 2016).
49
DARPA, ACTIVE CYBER DEFENCE (2015),
http://www.darpa.mil/program/active-cyber-defense (last visited Mar
15, 2016).
50
Kristin E. Heckman et al., Denial and Deception in Cyber Defense,
48 COMPUTER (LONG. BEACH. CALIF). 36–44 (2015),
http://ieeexplore.ieee.org/lpdocs/epic03/wrapper.htm?arnumber=70856
46 (last visited Mar 16, 2016).
51
ROBERT M LEE, THE SLIDING SCALE OF CYBER SECURITY (2015),
https://www.sans.org/reading-room/whitepapers/analyst/sliding-scalecyber-security-36240 (last visited Apr 25, 2016).
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what may be possible out-with the technical bounds of the
network.
These considerations show a broad complexity
around ACD borne from different, siloed viewpoints, none
of which encompass all aspects of the study. For its
purposes the study will therefore define ACD as follows:
Legal, proactive and interactive measures to
dissuade adversary activity or reduce the
risk from targeted attacks on your ICT
systems.
This highlights the previously identified key
challenges of ACD. Bounding action within legality of the
protagonist and not network infrastructure brings both
clarity (architectural complexity) and flexibility (freedom
of action) to the definition. This is not about ‘hacking
back’, but finding value within legal scope of the defender,
not only countering / reducing risk of adversary activity but
also dissuasion.
Although ACD may have usefulness as a strategy
against targeted attacks, its utility must be understood in the
wider context of the business environment. ACD is not the
level of activity that would be undertaken without having
already achieved a considerable baseline of maturity in
cyber defense. It must be seen as a “strategic end-state”52
at the pinnacle of an overall strategy, not the start of the
defensive journey.
52

EARNST YOUNG, ENHANCING YOUR SECURITY OPERATIONS WITH
ACTIVE DEFENSE (2015),
https://webforms.ey.com/Publication/vwLUAssets/EY-active-defensecybersecurity/$FILE/EY-active-defense-cybersecurity.pdf (last visited
May 11, 2016).

81

COGNITIVE ACTIVE CYBER DEFENSE [2017]

With a baseline of actors, environment and range of
activity it is considerably easier to contextualize the
environment. Around that environment, some rapidly
developing concepts are now creating the opportunity for
valuable synergies.
B. ENABLERS
If the defender is now starting to take their first
tentative steps into ACD, why could now be the time where
we can shift focus to more consider the adversary as a
human? The following section will highlight and review
relevant developments.
1. Increasing Maturity of Cyber Threat
Intelligence
Defender thirst for knowledge about threats across
the cyber landscape is driving the growth of a Cyber Threat
Intelligence (CTI) market that is forecast to be worth $1.5
billion in 201853. This investment has increased the nuance
of adversary understanding that is available to cyber
defenders. Post-breach analysis by CTI companies is
increasingly producing detailed output exploring adversary
objectives and techniques within defender ICT systems. But
to increase foresight, defenders are also exploring the dark
web in an attempt to observe adversary pre-attack planning
activity54. This is vastly increasing the understanding of the
53

Richard Stiennon, IT-HARVEST ANALYSIS: THREAT INTELLIGENCE
MARKET GROWING AT 84% CAGR. TO HIT $1.5 BILLION IN 2018 IT
HARVEST BLOG (2016), http://it-harvest.com/2016/03/16/it-harvestanalysis-threat-intelligence-market-growing-at-84-cagr-to-hit-1-5billion-in-2018/ (last visited May 16, 2016).
54
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adversary from attack conception to conclusion. The depth
and nuance of this analysis raises the possibility that such
knowledge be used to consider the psychology of the
adversary.
It could be strongly argued that as such
understanding matures, characterization of the adversary
will become richer. If such understanding could produce
CTI that characterized adversary psychology and predicted
likely behaviors it may open up opportunities for the cyber
defender that are already being realized in other
environments.
2. Predictive Analytics and AI
Forrester defined predictive analytics as “Software
and/or hardware solutions that allow firms to discover,
evaluate, optimize and deploy predictive models by
analyzing big data sources to improve business performance
or mitigate risk”55. The growth of predictive analytics fueled
by a commensurate growth in AI is supporting everything
from data driven marketing that drives triggers of how to
interact with customers56 to reducing crime. ‘Predicting’ the
future through analytics and AI to identify weak signals is
now gaining wide acceptance in crime prevention. By
directing the focus of police operations, it has been possible
(2016), https://www.anomali.com/newsevents/in-the-news/security-industry-should-embrace-the-dark-web-toroot-out-cyber-threats (last visited Feb 17, 2016).
55
Forrester, TECHRADARTM: BIG DATA, Q1 2016 TECH RADAR (2016),
https://www.forrester.com/report/TechRadar+Big+Data+Q1+2016/-/ERES121460 (last visited Jul 5, 2016).
56
LUMA Partners, THE STATE OF DIGITAL MARKETING DIGITAL
MARKETING SUMMIT (2015), http://www.slideshare.net/tkawaja/lumasstate-of-digital-marketing-at-dms-west-15 (last visited Apr 7, 2016).
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to reduce or dissuade criminal behavior57. By applying the
same techniques and principles to cyber adversaries it may
be possible to create similar opportunities to the cyber
defender.
But if it now becomes possible to predict adversary
behavior, how can the cyber defender exploit this
information? An emerging proactive approach may be
opening a new world of possibility.
3. Growth of Cyber Deception Capabilities
Although there had been a slowly increasing interest
in cyber deception techniques, that interest has seen rapid
development. From the early use of deception by Stoll58 and
papers on cyber deception on information systems by
Rowe59, it has not been until the growth of a market-place
for ‘cyber deception as a service’ that it has begun to gain
wide traction. The US Air Force moots that cyber deception
“is a deliberate act to conceal activity on our networks,
create uncertainty and confusion against the adversary's
efforts to establish situational awareness and to influence
and misdirect adversary perceptions and decision
processes”60. The focus on degrading adversary situational
awareness to ‘influence and misdirect’ their decisions at first
57
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CRIME FORECASTING IN LAW ENFORCEMENT OPERATIONS (2013),
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59
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information systems, in IEEE FIRST SYMPOSIUM ON MULTI-AGENT
SECURITY AND SURVIVABILITY, 2004 21–30 (2004).
60
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glance seems coherent and objective, with roots in historical
physical operations, but much like the active defense
definition of Lee61, it could be argued that it is incorrectly
bounded by ‘networks’.
A more holistic approach would be shift the focus
from reactive activity within networks to incorporate
proactive measures before the adversary even
conceptualizes the attack. But to do this requires an
understanding of the adversary as a human across the entire
attack lifecycle from conception to goal.
C. THE ADVERSARY AS A HUMAN AND THE
DECISIONS THEY MAKE
It isn’t very often that a face is put to an adversary,
compared to the amount of activity; arrests62 and unmaskings63 tend to be the exception rather than the rule. To
most defenders, the adversary is interpolated through their
technical actions which, it could be argued, has slanted
responses and considerations to be technical. Such onesided activity creates a multitude of issues, not least that of
attribution64. But lessons from cognitive and behavioral
sciences are now starting to be applied to cyber security.
Examples include understanding the adversary inside the
61

Robert M Lee, The Sliding Scale of Cyber Security, SANS READING
ROOM (2015), https://www.sans.org/readingroom/whitepapers/analyst/sliding-scale-cyber-security-36240 (last
visited Apr 25, 2016).
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64
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system65, incorporation of behavioral science into system
design66, the long running ‘Hacker Profiling Project’67 and
the projects being run by the Research Institute in Science of
Cyber Security (RISCS) which are blending defender
technology and applied psychology68. But little academic
discussion has explored the exploitation of a human
adversary. Creatively exploring such opportunities may lead
to tangible defensive activity that is rooted in the very heart
of the attacking system – the human, not the computer.
1. Motivations Decide the Destination
Gudatis proposed that profiling the human attacker
and understanding their behaviors and motivations helps get
to the “root of the problem”69. Such understanding of the
adversary, seeing yourself “ . . . through the eyes of a

65
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in information systems security: the insider threat, 18 EUR. J. INF.
SYST. 101–105 (2009).
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597–611 (2012), http://dx.doi.org/10.1016/j.cose.2011.12.010 (last
visited Mar 13, 2016).
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visited Mar 23, 2016).
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17, 2016).
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hacker”70, can help in understanding the likely first question,
‘why us?’: what motivated the adversary to attack?
“To be motivated means to be moved to do
something”71, such a statement highlights the concept of
inaction changing to action with a goal. Within the complex
cyber environment, understanding the adversary goal
permits focused defense around the object of adversary
desires.
The Hacker Profiling Project72 proposed the key adversary
motivations as being; money, entertainment, cause, entrance
to social group and status. For a defender, understanding
adversary motivations within this context is useful because
it permits correlation between what the defender has vs
likely adversary motivation; ‘what do they want?’, ‘where
do they want to get to?’.
But if motivation defines the adversary destination, and
strength of motivation indicates the degree of determination,
neither of those things define how the adversary will get to
that destination. For after the destination has been chosen,
the adversary has to decide upon the route.

70
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2. Decisions Define the Route - The
Psychology of Choice

Tversky and Kahneman73 defined a decision problem
as “acts or options among which one must choose, the
possible outcomes or consequences of these acts, and the
contingencies or conditional probabilities that relate
outcomes to acts.” They further situated the problem within
a ‘decision frame’ which related the decision maker’s
perceptions around a particular choice, the frame being
shaped by both the problem and the characteristics of the
decision maker. Considering the adversary decision frame
in the defender/adversary relationship, the adversary
decision maker brings their characteristics as to how they
make decisions about a problem; the defender is the
problem. For a defender, such understanding brings value,
for how they present themselves to the adversary shapes how
they are perceived as a problem. Understanding how they
are perceived may not only facilitate a better understanding
of risk but also create opportunity to influence the decision
making of the adversary.
In his survey of the risk propensity and rationality of
computer hackers, Bachman74 discovered that hackers with
a strong preference for rational decision making conducted
preparation, reconnaissance and routines that they assessed
to have a greater success rate than hackers with a less rational
approach. Bachman emphasized the importance of this
rational choice perspective and the adversary deliberately
weighing the outcomes of alternative actions. Such
73
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rationality it could be argued, aligns the adversary with the
Rational Choice theory of Becker75. This characterizes that
individuals will always choose the most preferable of
options by assessing which one provides maximum benefit.
But this assumes that the individual is able to equally weigh
the options without uncertainty, an unlikely situation in the
real world. Such decision making arguably better aligns
with the Expected Utility Theory (EUT), of how to make
optimal decisions under risk. In this theory, the individual
weighs the expected values of possible outcomes by
factoring the possible value of each outcome with each
probability76. But the EUT crucially misses a reference point
around which gains and losses can be assessed, the starting
point for Kahneman and Tversky’s77 Prospect Theory. No
reference starting point of how much an individual relatively
perceives a loss or a gain means that each assessment is
subjective. Previous analysis by Kahneman and Tversky78
had showed that individuals responded more to the risk of
losses than to corresponding gains. Such thinking broke the
rational weighting model and highlighted that something
else was at play.
Kahneman79 proposed that decisions could be either
intuitive / involuntary, ‘system 1’, or deliberate / voluntary,
‘system 2’. He espoused that where many people may think
of themselves as rational ‘system 2’ thinkers, much decision
making happened in ‘system 1’ with ‘system 2’ acting as a
75
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rational check or balance to the “marvelous but flawed”
intuitive decision80. The nature of these intuitive decisions
was expanded upon by Klein81 who showed that not only did
they have value, but that they may not even be recognized as
decisions by those that make them. Such decisions were
based on heuristics, simplifying the decision making
calculus or pattern matching from previous experience to
select an option followed by ‘evaluation and monitoring’82.
These decision processes involved the use of tacit
knowledge underpinned by pattern recognition, the ability to
sense typicality and internal representations of how things
work (mental models). Applying such a concept to how a
human adversary makes decisions seems reasonable because
the underlying commonality is the human.
Such complexity in how humans make choices under
uncertainty may seem to be a considerable barrier to
understanding how humans make decisions but Thaler and
Sunstein83 think otherwise. They argue that the concept of
the human “thinking or choosing unfailingly well” without
bias (unreasonable inference) is unrealistic because human
decision making is inherently biased and therefore can be
shaped.
Bias generation from decision maker heuristics or
pattern matching may be introduced when the decision
maker observes what is presented to them and then orients
themselves in order to make their decision84. For it is within
80
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the stages of observe and orient where the adversary selects
their decision from the possibilities and it is here that there
may be value for the defender. As has been discussed,
contrary to their perception of making rational ‘system 2’
decisions an adversary is likely to reside in ‘system 1’
thinking where there are not only inherent biases but a
defender may creatively and intentionally introduce decision
bias. If this is the case, what opportunities may there be for
the defender?
3. Decision Making – Finding Opportunity
and Exploiting Error
This section explores how the exploitation of flawed
adversary decision making may bring value to an ACD
strategy. Firstly, it may give the defender a cognitive ‘focuspoint’ against which they can holistically consider the
human adversary. Secondly, such a focus point permits
consideration of not just technical, but cognitive effects
against the adversary which are not bounded by the technical
borders of either the defender or the adversary. This greatly
broadens the opportunities where actors or adversaries may
be influenced to the advantage of the defender: a desired
outcome throughout the entire attack life-cycle from
conception to outcome.
Alteration of the ‘decision frame’ in which the decision
maker “conceptualises the acts, outcomes and contingencies
associated with a particular choice” could lead to alternative
decisions being made by the adversary even though the
underlying information is the same85. The power of such a
frame is that the decisions may be controlled by an “utterly
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inconsequential feature of the situation”86 and “seemingly
small changes could have big effects”87. This is important
because it could be argued that what an enterprise externally
presents to an adversary is a strong frame. Understanding
this frame could better link externally observed business
decisions to possible triggers of adversary behavior,
modifying that frame may modify likely triggers.
But such framing may also work within the defenders
architectural ‘near space’88 of their own networks. It could
be argued that although a defender designs their networks to
their own use cases, that design is also the architecture that
an adversary will be observing, orienting and subsequently
making decisions within. This makes the defender the
‘decision architect’89 of how options are presented within
their systems.
Being in such a position may bring
opportunity to exploit the variety of heuristics and biases
inherent within adversary decision making.
But exploiting adversary decision making may not be
the only value to be had, understanding adversary decision
making within an ICT system may also bring advantages in
characterization and identification. Cognitive authentication
is currently being researched as a means of identifying and
authenticating users based upon how they behaviorally
interact with technology. The premise being that the
cognitive fingerprint left by a user of the technology may be
enough to identify them90. Currently this is being researched
86
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as a means of authenticating users on the defended system,
but what if the same principles were applied to identifying
the adversary? Not only may it be an opportunity to
highlight adversary behavior, but one of also characterizing
their decisions to the extent of identifying them. Although
the technical challenges to this may be considerable,
notwithstanding the initial identification of the adversary;
with enough observation, it could be argued that such
adversary cognitive fingerprints could be generated.
If the human adversary, guided by their motivation,
decides upon strategic intent or outcome, then the decisions
and operational action to satisfy that intent is the route to that
outcome. To understand how adversary decisions may be
observed, characterized, understood and exploited is to
understand their end-to-end process, parallel to which a
defender may explore measures to dissuade the adversary.
4. Bounding Adversary Decision Making
Decisions guide every stage of the adversary journey,
from deciding illegal action and strategic intent at a ‘tipping
point’91 to choosing how to traverse across the defender’s
network92. In consideration of that spectrum, two decision
making areas became apparent as a useful framework;
Strategic Intent, adversary decisions regarding desired end
91
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state and formulation of initial plan and Operational Action;
adversary execution of their plan and interaction with the
defender. This delineation appeared useful in structuring
both adversary and defender considerations and will be
explored in the following sections.
i. Strategic Intent
Actors may be motivated by a variety of factors such
as illegal gain or a sense of injustice, but only a proportion
of them will decide to act on that motivation, become an
adversary, choose a target and goal and then work towards
it. The study of why an actor may choose to become an
adversary varies. For politically motivated attacks, Moran93
proposed a cyber early warning model with 5 stages ranging
from latent tensions leading to a cyber-attack.

Figure 2-2 Stages of a politically motivated attack94
In his model at Figure 2-2, latent tensions lead to a
degree of preparation / reconnaissance until an initiating
event after which the attack is realized. This concept of
precursors followed by an initiating event, or ‘tipping
point’95, is not only a key stage for a politically motivated
attack, it also has read across to other adversaries. Attacks
such as Anonymous vs Sony in 2011 were triggered by Sony
attempting to prosecute a hacker96. When H.B Garry
93
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announced that they were about to un-mask the hacker
collective Anonymous, their servers and email systems were
compromised and embarrassingly released97. A company
declaring a new process or unique intellectual property may
trigger interest from adversary groups such as ‘Morpho’ or
‘FIN4’ who specialize in stealing corporate value for
profit98.
The concept of precursor to leading to tipping point and
attack decision is also applicable to insider threats. The
CERT Insider Threat Centre studied a number of past real
cases of insider threats and discussed that identification of a
tipping point, although challenging, proved a useful event to
identify and could be characterized by a change away from
behavioral precursors to technical precursors99. This
concept not only highlights indicators of likely activity to the
defender, but also opportunity to shape and influence
(overtly or covertly) the decision making processes around
such threats.
Useful though the concept of an adversary centric
trigger is, it may not exist or be evident in all cases. For
example, with financial motivation an adversary may
NEWS (2011), http://arstechnica.com/techpolicy/2011/04/anonymous-attacks-sony-to-protest-ps3-hacker-lawsuit/
(last visited Apr 10, 2016).
97
ArsTechnica, WITH ARRESTS, HBGARY HACK SAGA FINALLY ENDS
(2012), http://arstechnica.com/tech-policy/2012/03/the-hbgary-saganears-its-end/ (last visited Mar 15, 2016).
98
Reuters, HACKERS OF APPLE, FACEBOOK SEEN AS INDEPENDENT
GROUP SEEKING MONEY TECHNOLOGY NEWS (2015),
http://www.reuters.com/article/us-hacking-financialidUSKCN0PI1IR20150708 (last visited Jan 10, 2016).
99
WILLIAM R CLAYCOMB ET AL., CHRONOLOGICAL EXAMINATION OF
INSIDER THREAT SABOTAGE: PRELIMINARY OBSERVATIONS (2012),
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=52387
(last visited May 5, 2016).
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subjectively select on the basis of the assets involved. A
highly successful DDOS on BBC services turned out to be a
capability test where the BBC was selected purely because
of the size of their online presence100. The breach of RSA is
assessed to have been carried out in order to facilitate an
attack on Lockheed Martin101. The adversary goal was
Lockheed Martin, compromising RSA was the critical
enabler. If through the services it provides, a company may
be a pivot to another, then there is a requirement to look
outward for possible triggers.
After the trigger and selection of the end-state, the
adversary then has to formulate an initial plan for achieving
it. Likely informed through adversary reconnaissance of the
defender, knowledge of what may be found by such activity
may help indicate where an adversary may attack.
Whoever the actor, whatever the motivation, a
decision is made regarding target and outcome, even if it is
not discernible, a reasonable assumption is that one was
made. Therefore, assuming, looking for and characterizing
such decisions may give a defender not just an awareness of
risk but also create opportunities to shape the triggers and
subsequent reconnaissance. But once an adversary switches
to operational action, greater granularity of understanding
and opportunity may be possible due to the initiation of
interaction.
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BBC, “ANTI-IS GROUP” CLAIMS BBC WEBSITE ATTACK
TECHNOLOGY NEWS (2016), http://www.bbc.com/news/technology35213415 (last visited Jan 2, 2016).
101
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ii. Operational Action
Once an adversary has selected an end goal and
developed an initial plan, operational action is the route to
achieve the goal. The adversary may be ‘fortunate’ to
compromise the defender on the first attempt, or it may take
a number of attempts, but once the defender is compromised,
the adversary has to select between options of how to move
to their objective. These interactions between the defender
and adversary may bring opportunities to characterize and
learn about the adversary at a maturity level that permits
exploitation.
Contextualizing adversary attack processes around their
decision making brings value in understanding how an
adversary may move from actor to adversary and realizing
of objectives. This brings benefits to understanding what
decisions may be made by the adversary but doesn’t assist in
understanding the lifecycle of how they will make those
decisions.
5. Attack Lifecycle of the Human Adversary
Adversary cyber activity to compromise a defender
is often discussed as a route or model with a beginning,
middle and end. An initial methodology for conceptualizing
this came from Schneier102 who developed a simple model
based on attack trees, mapping adversary attack stages as
tree like nodes and choices.

102

SCHNEIER, infra note 103.

97

COGNITIVE ACTIVE CYBER DEFENSE [2017]

Figure 2-3 Attack Tree103
Such an attack graph concept assists the defenders in
understanding the possible attack pathways and can be
useful in measuring progress. An evolution of this concept
that expanded to adversary stages is the Lockheed Martin
Cyber Kill Chain ® 104which aims to identify “what
adversaries must complete in order to achieve their
objective”.

103

Schneier
ATTACK
TREES
(1999),
available
at
http://tnlandforms.us/cs594-cns96/attacktrees.pdf (last visited Apr 27,
2016).
104
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Figure 2-4 Lockheed Martin Cyber Kill Chain®105
Although the structure of the Cyber Kill Chain ® is
a useful framework, a challenge to the model centers on its
focus and imbalance of weighting across the model.
Engel106 successfully argued that stages 1 – 6 are purely
based on intrusion (gaining a foothold) and that stage 7,
‘actions on objectives’ is the stage where the attacker may
spend months or years choosing how to conduct lateral
105

Hutchins, Cloppert and Amin Intelligence-Driven Computer Network
Defense Informed by Analysis of Adversary Campaigns and Intrusion
Kill Chains, in PROCEEDINGS OF THE 6TH INTERNATIONAL CONFERENCE
ON INFORMATION WARFARE AND SECURITY 113–125 (L Armistead ed.,
2011),
http://www.lockheedmartin.co.uk/content/dam/lockheed/data/corporate
/documents/LM-White-Paper-Intel-Driven-Defense.pdf (last visited Apr
30, 2016).
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READING
(2014),
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(last
visited Mar 9, 2016).
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movement and privilege escalation. This study is centered
on the entire decision making process of the human
adversary, starting with strategic intent: selection of the
target and outcomes, this contrasts with the Cyber Kill Chain
® which starts at reconnaissance. Therefore, although there
are strengths to the Cyber Kill Chain ®, it is not complete
when considering the human adversary from attack
conception to completion.
An alternative is the Diamond Model of Intrusion
Analysis107 which explores the interrelationships between
core features of adversary, capability, infrastructure and
victim. These elements are edge connected in the shape of a
diamond and develop groupings and linkages which are
related to the Meta-features to better understand the
adversary and their approaches.

Figure 2-5 The Diamond Model of intrusion analysis108

107
108

CALTAGIRONE ET AL., infra note 108.
Caltagirone THE DIAMOND MODEL OF INTRUSION ANALYSIS (2013).
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The model is a useful analyst’s tool to understand
and predict adversary behavior and has synergies with both
the Lockheed Martin Cyber Kill Chain® and attack graphs.
For not only can interrelationships be modelled, they can
also be conceptualized onto the 7-stage model as seen in
Figure 2-6. This shows the actual and potential
adversary pathways to their objectives, assisting in the
defender in conceptualizing likely adversary decisions.

Figure 2-6 Activity-Attack Graph example109
Although in considering adversary decision making
there are strengths of blending the Lockheed Martin Cyber
Kill Chain ® and the Diamond model they were not
considered suitable for this study. Primarily because when
considering the human adversary, this study proposes that
the observable attack process starts at the precursor to
trigger, not the reconnaissance phase.
109
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The conclusion from the literature review of
adversary attack processes was that conceptually, they did
not adequately consider the human decision making
elements of the process. Therefore, this study, building on
the findings of the review, will use the following developed
framework that permits the consideration of adversary
decision making through the attack process from strategic
intent to operational action.
Table 2-1 Cognitive Kill Chain (CKC)
Adversary Strategic Intent
Activity where the adversary
conceptualizes and plans the
activity against the defender – no
direct interaction between the
defender and adversary

Adversary Operational
Action
Adversary actions that interact
with defender systems. This
can be external (probing or
DDOS) or internal
(compromise of defender
systems)

Trigger
Decision on
targets and
outcome –
moving from
entity to
adversary

External
Adversary
activity
external to
defender
systems. Inc.
DDOS

Reconnaissance
Adversary
planning of the
route to their
objective

Internal
Adversary
activity inside
defender
systems
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The overarching elements of the Cognitive Kill
Chain (CKC) model are adversary Strategic Intent and
Operational Action. Within Strategic Intent, the actor makes
a choice to become the adversary by deciding on a target and
outcome. Reconnaissance on the target and what is
discovered then presents choices about how the adversary
intends to conduct action against the defender. Within
Operational Action, the adversary executes their chosen
actions against the defender until they achieve their
objective. This activity is subdivided into 2 sections;
External (actions before breach) and Internal (actions after
breach). Actions before breach are adversary instigated
interactions with the defender to cause or facilitate a breach.
Finally, actions after breach is the stage where the adversary
has (or believe they have) compromised the cyber security
of the defender and are working towards their goals.
It could be argued that the model is simplistic in its
presentation of the adversary processes but the intent is to
identify key decision areas that a human adversary will use
through their entire attack process. In this way focus can be
maintained on the adversary decision making processes.
Human adversaries make decisions like any other
human, they have goals, assess risks and are subject to biases
and framing errors. There is an identifiable path from the
choice to become an adversary to achieving their objective.
They are not defined by the computers that they use – they
are defined by their actions which are in turn guided by their
human nature. It is understanding and exploiting these
considerations within an ACD strategy that may bring value
to a defender, but what might be the considerations around
such activity? Using the CKC as a structure, the following
section presents a review and findings of relevant literature
to adversary decision making and ACD.
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D. CONSIDERING AND EXPLOITING
ADVERSARY DECISION MAKING WITHIN AN
ACTIVE CYBER DEFENSE STRATEGY.

This section is an initial exploration of possible
defender considerations that may be applicable within an
ACD strategy focused on exploiting the decision making of
the human adversary. This will initially explore the legalities
and ethics around the topic and then explore the interrelationship between this activity and deception. Finally,
using the CKC as a framework, potential activity that may
add value will be explored to contextualize the end to end
process.
There may be many ways to exploit the decision
making of the human adversary as part of an active defense
strategy. As has been seen in the previous sections, their
decision making is not only subject to strengths and
weaknesses such as biases and framing errors but how they
make decisions may also be used for characterization and
identification. But employing such ACD measures across
both strategic intent and operational action, is not just about
finding worthwhile value for the defender but doing it within
legal and ethical norms.
1. Legalities & Ethics
A key element of the ACD definition for this study is that
the activity must be legal. To illegally ‘hack-back’ opens a
defender to not only a range of potential national or
international sanctions but also the possibility of adversary
retaliation. Even if legal authorization is gained for
disruptive activity against an adversary, error in execution
can cause repercussions impacting reputation and
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relationships110,111. This is where the real advantage of
exploiting the decision making of the adversary may lay
because influencing behavior within and without defender
systems may not be so legally fraught. Care although will
have to be taken in how that influence is carried out, so as
not to either not infringe terms and conditions of, for
example social media sites, or to misrepresent the enterprise.
Although an activity may be legal, whether it is
ethical is another matter. Ethics can be defined as “the moral
principles governing or influencing conduct”112, there may
be a risk that influencing actor or adversary behavior may be
considered skirting with the bounds of acceptable ethics.
Such challenges have been explored within the concept of
libertarian paternalism, where shaping people’s decisions to
improve their lives may be considered acceptable113.
Activity to exploit the decision making of the adversary is
anchored in making life better for the defender by
influencing an actor that may be considering or conducting
un-ethical and/or illegal activity. This may indicate that
there are useable bounds of acceptable ethical activity that
the defender can operate within.
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2. Deception

It could be argued that a great deal of the potential
activity against adversary decision processes could be
characterized as deception. Heckman et. al114 described
cyber deception as providing “misleading information and
stimuli to actively create and reinforce the target’s
perceptions, cognitions, and beliefs”. Its precepts have
demonstrable value in attempting to counter the adversary,
evidenced by the growing demand for cyber deception
solutions115. It could be argued that such activity is a
maturity step forwards to counter the adversary but it could
also be argued that the current main focus is activity internal
to the network, this study is looking wider than internal
network activity all the way to shaping the adversary trigger
for action. To call all such activity deception may be too
strong. Thaler and Sunstien116 don’t espouse deception, their
concept is that of designing a choice architecture that shapes
how people make decisions. Exploiting adversary decision
making may incorporate elements of deception or elements
of choice architecture but it is not exclusively focused on one
or the other. Widening the where, when and how the
adversary may be dissuaded or disrupted in this way also
requires an exploration of defender considerations and
possible options within this new construct.
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3. Strategic Intent
During this stage the adversary is choosing the target,
outcomes and forming their plan of how they are going to
engage with the defender. Within context of ACD centered
on the decision making processes of the adversary, what
considerations and outcomes might the defender have at this
stage?
The definition of ACD highlights the desires of
reducing motivation, dissuasion, reducing risk, gaining
greater awareness of risk. Within the CKC stages of tipping
point and reconnaissance what might the defender being
attempting to achieve within the proposed ACD strategy?
i. Tipping Point
This stage of the CKC centers on the actor deciding
to become an adversary with a desired outcome and the
defender in the frame. Reasonable defender objectives may
be to increase understanding of risk by gaining awareness of
actors approaching tipping point or becoming aware of the
end goal of those that are already adversaries.
The practicalities of a cyber defender finding value
in this may not be so clear cut. To do so may need a good
understanding of how their enterprise is perceived by the
actors; a holistic understanding of sentiment. But useful
though such an approach may be, it is reactive in its nature.
A better solution may be foresight, where the enterprise
anticipates how their actions may cause changes in
perceptions and sentiment before it happens. In principle, a
simple concept, but across a large, siloed enterprise this may
prove difficult. Both options are accepting the ‘as is’ but the
pinnacle of exploiting adversary decision making is to shape
it to the defender’s advantage.
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By purposefully altering the frame of how the actor
or adversary perceives the defender it may be possible to
alter the decisions surrounding the trigger. This may take
the form of attempting to shape negative sentiment to
positive sentiment or announcements that aim to distract or
confuse activity away from a trigger. The challenges of
doing this may not be inconsiderable, but shaping the actor
or adversary at this stage in the CKC may be a unique way
to reducing future adversary activity.
ii. Reconnaissance
In this phase, the actor has become the adversary
with an intended outcome. They may still be ‘downselecting’ their priority targets but their goal has been
selected. For a ‘rational’ cyber adversary the reconnaissance
phase is an important initial path in understanding how to
compromise the defender117. What value might the defender
be able to derive from this stage?
It could be argued that if at this stage the adversary
is motivated towards their goal, defender objectives may be
to demotivate and misdirect progress. But slowing or
misdirecting an adversary isn’t the first challenge, being able
to understand what an adversary may be looking for and
what they may find is the first challenge.
Defenders quite rightly identify what is of value to
them, but what a defender finds valuable may not be the
same as the adversary, e.g. to an adversary, a database may
not be as important as gaining administrator credentials.
Therefore, identifying what is of value to the adversary
during this phase brings opportunity to shape that
117
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information. Causing the defender to generate the wrong
conclusions and therefore decide on a sub-optimal course of
action may be possible through modifying the data that is
presented. Conflicting information, incorrect information or
a simple lack of information will all contribute to the aim of
slowing and misdirecting.
If an adversary is determined, a challenging
reconnaissance phase may not deter them and could
embolden them in the ‘thrill of the chase’. In accepting this,
the nuanced value may be had in influence or misdirection,
feigning progress where there is none. Eventually it may be
required to misdirect their chosen point of compromise to
one that is preferred by the defender. Such a point may be
constructed in such a way to appear to be a compromise but
actually is not. After this, the defender may not only have
visibility of where the adversary is but what they may be
doing. So although this phase may not have any direct
interaction between the adversary and the defender,
opportunity may be had in shaping how the adversary
decides to conduct operational action. The next phase, sees
the adversary initiating their plan and is explored in the
following section.
4. Operational Action
During this stage the adversary starts interacting with
the adversary with the objective of compromising the
defender and achieving their goals. Crucially this creates
opportunity to collect quantitative data about the adversary
and how they are interacting with the defender, but within
the study context, what might the defender seek as value?
It could be argued that slow, misdirect and identify
remain valid objectives, dissuade has failed or may never
have worked, now defender objectives may be to deny /
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shape adversary movement towards critical assets.
Thwarting the adversary so that they ‘give up’118 or keeping
them distracted in activity away from real critical assets may
be possible throughout the Operational Action phase.
The traditional approach of protecting the
Confidentiality, Integrity and Assurance (CIA) of
information and awaiting attacks may be augmented by
shaping the environment to the defender advantage.
Fernandez et al119 described this as forcing the enemy into
certain courses of action. It is a concept that has been used
in warfare for millennia and may permit the defender to
dodge the bullet instead of having to catch it.
i. External
Early adversary attempts to compromise the
defender may be difficult to identify in the noise of normal
activity, but such activity is rich and valuable data for the
defender. Identification of social engineering or malicious
network probes may help understand what the adversary is
attempting. A defender may then be able to restrict or shape
adversary interaction to a controlled environment that is not
the real enterprise. This way the adversary is kept external to
what the defender is really attempting to protect. But
eventually an adversary may compromise defender systems,
118
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once they enter this internal ‘near space’120 defender
opportunity to shape adversary decision making goes up
exponentially.
ii. Internal
Adversary objectives after the initial compromise
may include assuring their access, moving to their objectives
and, if required, exfiltrating information. To achieve this,
they need to not only remain undetected to the defender but
also understand the defensive decisions of defender. All of
this activity is within defender terrain / architecture, the
importance of which was understood all the way back to Sun
Tzu121. But not only does the defender control the terrain,
they can shape it to the detriment of the adversary, the cyber
equivalent of making trees denser and mud thicker122. But
although making it harder for an adversary to move around
may be of value, there may be more value through
exploitation of their decision making.
But if spotted, altered or incongruous information
presented to the adversary may be perceived as attempts to
shape or deceive them. Detection of such ‘glitches’ risks
shifting the adversary from the biased, automatic thinking of
system 1, to the more rational system 2. System 1 maintains
a model of the world, when something violates that world,
system 2 is mobilized to increased effort to work out what
120
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may be wrong123. Therefore, it could be argued that keeping
the adversary within their system 1 ‘comfort zone’ is
advantageous to the defender because this is where errors in
decision making are more prevalent. In some cases it may
be that if the adversary became suspicious they may
withdraw124 but there may also be a risk of a low and slow
adversary becoming disruptive if they suspect they are being
‘played’. Ploys to give ‘excuse’ for deception type activity
may reduce adversary suspicion125 but there must be a focus
on maintaining coherency as to what is presented to the
adversary.
If the objectives are to shape the adversary from the
critical to the non-critical, understanding what choices they
‘prefer’ assists in channeling this path. But shaping such
presented choices may have to consider adversary
perception of success and failure. If their intent is
consistently blocked by failure there is a risk that their
suspicions may be raised, therefore reasons for adversary
failure126 must be developed so they are considered and
interpreted as ‘within reason’.
Space precludes the exploration of how multiple
biases in decision making may be applied in this concept but
for context a couple will be mooted. The availability
heuristic is the mental rule of thumb where the likelihood of
risks is modified by how readily relevant examples come to
mind127. If an adversary is anticipating a honey pot (an
123
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electronic decoy128), once they have spotted one and they
understand its sophistication, it could be argued that they
will likely make an assumption that others may be of similar
sophistication. A considerably more sophisticated honey pot
in their path may be not even be considered as suspicious.
Another example may be that from interactions with the
defender, the adversary can readily find examples of poor
defender skill level and repeated errors. If this mind-set is a
false perception fueled by a defender of a considerably
higher skill level, it could be argued that this creates
opportunity to exploit and shape adversary decision making
in a powerful way.
Understanding the psychology of the adversary and
acknowledging that their decision making can be not only
observed but shaped may bring value for the defender. This
section has explored the concept of the human adversary
decision maker through their entire attack life-cycle
alongside a strategy seeking to exploit such knowledge.
Although the legalities and ethics of exploiting such activity
may be unfamiliar, there is scope for value being added to
the defense that is not based purely within the technical
space but also the cognitive space of the adversary.
E. SUMMARY
In the contest between the cyber adversary and
defender, the defender is losing. For the adversaries, any and
every means of achieving their aims, technical or cognitive,
are considered ‘fair game’. For the defenders, literature
points to this contest predominately discussed as one of
128
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technology; server against server, end-point against endpoint. It has been argued that this mismatch between the
defender and adversary is one of the aspects that is keeping
the defender on losing side. The maturing of CTI, predictive
analysis/AI and increasing discussion of ACD are improving
the ability to understand and counter the adversary.
Alternative research strands highlight established
psychological theories of flaws in decision making and how
these can be shaped or ‘nudged’129. Exploring these findings
within the framework of the CKC highlight possible
synergies that may add defensive value, not least by helping
the defender to better understand what is available to them.
The lack of available literature on the synergy of the
topic initially leads to the conclusion that the defender may
not be thinking like this even though it could have value.
Advances across multiple research fields may, if synthesized
together, help exploit the value of understanding the
pathway; the actor becoming the adversary and decisions to
their objectives. By defining this as the available spectrum
of opportunity to counter the adversary, it shifts the defender
away from a static, technical defense to one which is
bounded by the cognition of the adversary. Opportunity
within this cognitive space may be unfamiliar to defenders
but it may be possible to remain within legal and ethical
bounds and create value. Exploring how much defensive
value there may be, and the considerations around the
activity is explored through the primary research. How that
research was conducted is laid out in the following section.
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III. RESEARCH METHODOLOGY
A. CONSTRUCTIVIST ONTOLOGICAL
PHILOSOPHY
When considering the philosophical nature of this
study, apart from the researcher there are two main
protagonists: the adversary and the defender, each
attempting to obfuscate their actions and goals from the
other. Therefore, their perception and construct of the world,
based upon what they can observe is not only subjective but
constantly limited, not just due to such things as physics or
network connectivity but also by the deliberate actions of the
other actor.
Such a situation marries with an ontological
philosophy which discusses that what we know of the world
is an interpretation based on our experiences130. That both
protagonists observe and react to contrasting realities within
a construct that prevents an objective ‘God’s eye view’131
creates a strong argument that constructivism is a useful
theory of knowledge for the situation. Raskin132 also
proposed that within constructivism, protagonists have a
structure of knowledge and experience which observes
events and assimilates into their existing structure of
experience. If the event reinforces the current construct it
preserves equilibrium, if the event is unsuccessfully
130
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assimilated then adaptation takes place which amends the
structure in finding a ‘viable path’133. This evolutionary
process, comparing and contrasting observations with
adaptation on deviation, aligns well with the move / counter
move relationship between defender and adversary. For
unlike a game of chess, a defender does not see the
opposition pieces but has to interpret their location through
interaction supposition.
B. INTERPRETIVIST EPISTEMOLOGY
Epistemology, “the theory or science of the method
or grounds of knowledge”134 drives the selection of the
method of enquiry. For this research, the viewpoint of the
defender is being explored in respect to their relationship
with the adversary, but both the defenders and adversaries
have individual perspectives and cultural backgrounds
within a complex social, interactive situation. That each of
the protagonists are creating meaning from what they
understand and experience is by definition ‘subjective’135
and at odds with the positivist view espousing that reality is
objective136. Layered alongside this is the role of ‘outside
researcher’137 in the role of observer, interpreting the
interpretations of the participants. Such subjective cultural
133
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and contextual differences align themselves well to an
interpretive epistemology that is being driven by human
interest138.
Adopting the interpretivist stance in both collecting
and extracting value from the data requires consideration of
how to prevent the introduction of researcher bias. To
mitigate this risk a number of strategies were employed
across both data collection and analysis and will be explored
in more detail in following sections.
Primary research data was predominately qualitative
centered on the participants, exploring their experiences and
perception of value. This permitted capture of rich and
complex contributions that could answer ‘what is’, ‘how’
and ‘why’ questions139. But to have only have qualitative
data increased risk of researcher confirmation bias during
analysis, an unacceptable risk when a key aim was to explore
participant consideration of a value proposition. Therefore,
a mixed method approach, qualitatively driven but
supplemented with a quantitative aspect as suggested by
Johnson et al140 was added to the interview. This took the
form of a 5-point balanced Likert scale capturing participant
perception of the ability to exploit the human aspects of the
adversary. Framed against the CKC, the initial presentation
of the question assessed the ‘as is’ situation. Then, after
discussion of a possible strategy centered on exploiting the
138
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decision making processes of the adversary the question was
presented again. It could be surmised that a positive delta
towards the second question could be interpreted as the
concept being perceived as adding value to current practices.
A neutral score would indicate that the concept was
considered to have no impact, a decrease may indicate that
the concept may make it harder to defend against the
adversary. Blending qualitative with quantitative approaches
in this manner aligned with Brewer et al141 who discussed
the increased robustness of results by complementing the
strengths and weakness of the approaches.
C. INDUCTIVE APPROACH
This is an exploratory piece of research that aims to
“build broader themes and generate a theory interconnecting
the themes”142 which lends itself to an inductive research
approach. Such an approach, moving from a speculative
hypothesis to observation and development of themes143,
permits exploration of defenders perception but risked the
possibility of confirmation bias by the researcher.
Mitigations of such inductive errors were tackled through a
combination of accurate data baseline generation, an open
data analysis strategy and mixed-methods triangulation.
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D. DATA ANALYSIS STRATEGY
The objective for the research, was to explore the
value of exploiting the human decision making processes of
our cyber adversaries. Fundamentally this is about the
considerations and possible value that such a concept may
have to cyber defenders. Therefore, the collected data had to
not only glean how the defenders consider the adversary but
also permit a value comparison of the ‘now’ to a possible
future where such an exploitation strategy exists.
1. Framework Analysis
As the research is based on defender perceptions,
data collected was likely to be rich in value and wide in
experience. Framework analysis, a qualitative method is
well adapted to “specific problems, a limited time scale, predesigned sample and a priori issues”144 which aligned with
many of the qualities of this study. After data collection,
there are 5 stages to employing framework analysis145;



144

Familiarization. Understanding the ‘range and
diversity’ of the data to identify ‘key ideas and
recurrent themes’.
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Indexing then systematically applies the data to the
developed thematic framework.
Charting then builds up an impression of the data as
a whole but re-arranges it according to the identified
thematic reference.
Mapping and Interpretation finally ‘returns to the key
objectives’ and marries them to the themes and
associations that have emerged from the data.

The complexity and breadth of both technical and
psychological scope with participants of varied backgrounds
highlighted that rigorously applying the framework analysis
process manually could be challenging. With the use of word
processing or spreadsheet programs possibly proving
‘unwieldy and problematic’146 in such a situation, the
decision was taken to use a Computer-assisted Qualitative
Data Analysis Software (CAQDAS) package.
2. Use of Computer-Assisted Qualitative
Data Analysis Software (CAQDAS)
The use of CAQDAS permitted the generation of
codes and themes to take place within a specifically designed
program. A misnomer in its title is that the software does not
carry out the analysis but permits the researcher to better
manipulate and visualize the data and subsequent analysis147.
146
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As such, the ease with which codes could be generated,
modified and explored across the entire data-set permitted
extensive experimentation for a comparatively low effort vs
hand-coding. A considerable benefit, particularly because as
well as the highlighted complexity, the study was a crosssectional analysis of a longitudinal process.
E. TIME HORIZON
The study was cross sectional by design but explored
the longitudinal end-to-end processes of the human cyber
adversary. A cross-sectional study permits comparative
study of current defender perceptions, but adversary
compromise of a defender system is a longitudinal affair,
sometimes taking months or many years. Therefore,
although cross-sectional in nature the study had to reflect
defender considerations longitudinally.
F. DATA COLLECTION
The overall requirement was to explore the concept
of exploiting the adversary and what may be of value to
cyber defenders, therefore generating an accurate data
baseline was essential for rigor, reliability and prevention of
researcher bias.
1. Semi-Structured Interviews
The most suitable method of collecting rich data of
personal insight is arguably through interview; a key way to
access the knowledge of the participants148. To achieve
(last visited Jul 8, 2016).
148
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robustness across the study, the interviews had two main
semi-structured elements. After initially bounding the
interview around the study ACD definition and CKC, the
first element baselined current participant viewpoints on
their activities, particularly exploring how they considered
the adversary as a human. The initial stage of the CKC, the
trigger, was omitted at this stage as it is entirely focused on
the adversary deciding on target and outcome. To discuss it
at this stage of the interview may have compromised the
ability to measure the perceived value of exploiting decision
making as a concept. To conclude the first interview
element, the participants were invited to rate their current
ability to exploit the human aspects of the adversary on the
Likert scale.
The second element of the interview introduced the
concept of exploiting the decision making processes of the
adversary across the entire CKC, including a ‘trigger’
decision. Various considerations of how this exploitation
may be realized were explored and the participants were
invited to comment, critique and consider the value that such
a strategy may bring. Finally, the participant was invited to
rate against the same Likert score that “if such a strategy
were adopted, what would be their future ability to exploit
the human aspects of the adversary?”
Capturing the two quantitative Likert elements
permitted capture of positive, neutral and negative
feedback149 around the concept. Although it could be argued
that the quantitative date was qualitative in nature, it
320–330 (2006), http://www.palgravejournals.com/ejis/journal/v15/n3/full/3000589a.html.
149
Rob Johns, LIKERT ITEMS AND SCALES SURVEY QUESTION BANK:
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permitted clear analysis of changing perceptions around the
value of the concept without interviewer interpretation,
reducing risk of bias and strengthening findings through
mixed method triangulation.
For consistency, every interview was conducted via
telephone and recorded with participant permission.
Intelligent verbatim was then used to create interview
transcripts. Although strict verbatim would have been
preferred, practicalities precluded this, therefore contextual
richness and accuracy was maintained by synergizing the
intelligent verbatim transcript with written notes and audio
of the recording. Finally, all interview transcripts were
forwarded to the participant for a validation ‘member
check’, permitting a cross-check of contribution for error or
omission.
2. Sampling
A variety of non-probability sampling was used to
select participants. Due to the specialized nature of the
study, eligibility was bounded by 3 main tenets; experience
in a defensive role against cyber adversaries, consideration
of using active defense measures to mitigate risk and
exploitation of threat intelligence to counter the adversary.
Although the final tenet does not appear as directly relevant
as the first two, it was chosen as an indicator of more
advanced thinking about the adversary. Purposive
sampling150, was used to select the first tranche of
participants. Snowball sampling151, was then used to
increase the sample set.
150
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Participant demographics were captured where
possible; role, industry sector and geographic area, this
enabled breadth of participant experience to be understood.
For some participants within niche roles, such information
aggregated to risk the anonymity enshrined within the ethics
of the study. Therefore, representative obfuscation was used
to protect their identities whilst still materially contributing
to understanding the sample set of the study.
The sample size for the study had to be large enough
that the findings had credibility without being oversaturated
with data. How many samples were required to achieve this
would “depend”152. This was expanded upon by Wolcott,
who suggested enlarging the sample set “for as long as you
are getting different answers”. Such a focus on finding the
range of responses fitted well with framework methodology.
When added data fitted into established themes it could be
mooted that saturation was achieved. This saturation concept
aligned with Glaser and Strauss153 where no additional data
contributes to theme development.
But an initial sample size estimate permits planning.
Warren154 proposed that the number of interviews required
to have a qualitative study published range between 20 and
30. Therefore, an initial sample of 10 was targeted after
which snowball sampling was employed to expand the
sample.
152
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G. Ethics
To explore the perceptions between adversaries and
defenders it would be ideal to engage with both parties, but
to engage with adversary actors would be problematic. As
much adversary action is illegal, the complexity of ethically
engaging with such actors could not be understated, not just
from legal but technical aspects and the time required to
build trust. There may also have been a risk of selfaggrandizement in boasting of their abilities.
As the study was an exploratory one, the focus was
therefore chosen to be one of exploring the value and
considerations of the concept with defenders. Although this
approach only explores the study concept from a single
protagonist viewpoint it was considered that this would be
sufficient for the study objectives.
The study followed all of the 11 underpinning ethical
principles identified by Bell and Bryman155. Due to the
potentially sensitive nature of participant data, key principles
were informed consent, protection of privacy,
confidentiality, anonymity and the avoidance of deception.
For the study author, the key principles related to honesty,
transparency and avoidance of misleading or false reporting
of research findings. Multiple measures were taken to
robustly follow all ten principles and are expanded upon in
the following sections.
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1. Informed Consent

Participants were supplied with an Information and
Signature sheet that clearly stated the nature and limits of
their participation in the study. This followed the guidance
of Bowen by containing a brief description of the study and
procedures, researcher’s identity, voluntary nature of the
study, the right to withdraw, confidentiality and the benefits
and risks of the study.156 Additionally, the creation and
handling of interview transcripts was highlighted to ensure
agreement on data protection. This also included offering
participants a copy of the NDA set up between the researcher
and transcription service.
2. Anonymization
There was an anticipation that defenders would be
sensitive in discussing their defensive processes and
strategies. To ensure that defenders felt empowered to
contribute, all were offered anonymization of contribution as
a default with increased obfuscation of detail if requested.
This only became relevant a handful of times where, at the
instigation of the interviewer and approval of the participant,
the interview was stopped and restarted with sensitive
information omitted.
In practice, many participants were generously
candid but this led the researcher to modify how some
elements of data were captured and presented. Initially, the
full name and organization of the participant was on the
156
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recording that was then transcribed. Although steps had been
taken to protect this data through either technical measures
(strong passwords etc.) or process (NDA) the researcher
concluded an increased level of abstraction may increase
resilience. Therefore, it was subsequently decided to capture
the name and organization of the participant before the
recording started, increasing the level of abstraction.
H. RESEARCH METHODOLOGY CONCLUSION
The aim of the study was to explore a possible gap in
defender cognition of the adversary as a human and the
possible value of filling that gap by developing ACD
strategies that focus on exploiting the adversary as a human.
Rigorously capturing and analyzing the complexity and
breadth of such considerations was a challenge. The value of
participant contribution could not be allowed to be reduced
through researcher bias. Therefore, multiple strategies were
employed through all stages of data collection and analysis
to maintain not only the integrity of the data but rigor in its
analysis.
IV. ANALYSIS AND RESULTS
With cyber adversaries exploiting the human within
the defensive system and the growth in interest around ACD
it was seen that there may be a gap in understanding what
value there may be in considering the adversary as a human:
the study aimed to explore that gap. This was contextualized
within an ACD strategy and framework that focused on the
decision making processes of a cyber adversary. The value
and considerations of the strategy were then to be explored
with cyber defenders facing these challenges.
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A. FINAL SAMPLE

Sample aspiration was between 20 to 30 participants.
Through a mix of purposive and snowball sampling, around
30 participants responded as willing to contribute. In reality,
this resulted in 20 completed interviews with the shortfall
due to competing priorities. Although a sample size of 20
was at the lower end of the aspiration it was not felt that it
adversely affected the results due to the breadth of role, the
experience of the participants and similar themes becoming
apparent across all of the interviews. The participants all
aligned within the bounds of the desired sample.
Participants encompassed a wide spread of industry
verticals, spanning enterprise defense of high profile or CNI
entities, to cyber security vendors with a mix of seniorities
including CEO. Throughout results and analysis, participant
quotes have been used to bring their contributions to the fore
and these will generally be attributed to the anonymized title
of the participant. But when a participant was specific about
their ACD techniques this will be discussed but not
attributed, even to the anonymized title. After their
considerable candor, this is to provide an extra layer of
protection to the participants.
During the primary research stage the theme of legal
bounds appeared on a number of occasions. From a data
collection viewpoint, the initial sample set excluded expert
comment on such challenges. Therefore, efforts were made
to interview a specialist in legal issues surrounding ACD and
emerging study themes but unfortunately it couldn’t be
completed in the time available. As a result, a requirement
to explore legal concerns has been captured and highlighted
as an aspect of next steps. Although only numbering 20, this
breadth and depth of participants combined with the study
being an initial one leads to the conclusion that sufficient
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data was collected for the results to be valid and to answer
the questions posed.
B. REFLECTION TO THE AIM AND QUESTIONS
Reflection on the aim, questions, review and
methodology would normally be collated later in the study.
But with the nature of the reflection around the aim,
questions and conclusions thereof, value is to be had in
separately reflecting on the aim and questions at this stage.
A key tenet of the study was to synthesize the
concept of ACD with that of behavioral psychology,
exploring how the human aspects of the adversary could be
exploited, using the work of Kahneman and Tversky157 and
Thaler and Sunstien, was a way 158of adding focus. But
although there may be value in this synthesis, it meant that
all these concepts had to be structured and presented in a
coherent way during the interview stage, a considerable
challenge considering the underlying complexity. Topics
could have been split up and tackled as separate studies, but
it would not have explored the potential value of a
synthesized whole. Therefore, although challenging in
breadth, complexity and novelty there was value in
exploring the synthesis.
The complexity around that synthesis and aim was
not broken out enough in the primary research question. It
was implicit within the subsequent explanation and narrative
but the sub-questions should have been more explicit. That
the interviews were structured to collect the implicit subquestions means that the outcome of data collected and
analyzed is unchanged, but to better signpost the findings of
157
158
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the study, the sub-questions will be broken out and used to
frame the analysis and results. The aim of the study is to
identify the value and considerations of exploiting the
decision making processes of the human cyber adversary
within an ACD strategy. The interview questions that
explored that aim were as follows:




Within ACD type activities, how do they currently
consider or exploit the cyber adversary as a human?
What may be the considerations around a strategy to
understand and exploit adversary decision making
processes across the entire attack lifecycle?
What may be the value of such a strategy?

Explicitly breaking out the interview questions used
to gather the data brings more structure to the analysis in the
following sections, with reflection on the literature review
and methodology to be explored in a later section.
C. ANALYSIS AND TRIANGULATION OF
RESULTS
This section will present the findings from the
interviews and triangulate the qualitative interview data with
the quantitative Likert data. To headline the findings, every
participant considered defensive effort as overly biased
towards technical aspects and that the concept of
synthesizing ACD with a focus on adversary decision
making was one that would add value but be challenging in
execution. The following sections explore those narrative
findings from participant contributions and concludes with
the triangulation from both the narrative and Likert Scores.
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1. Within ACD Type Activities, how do they
Currently Consider or Exploit the Adversary
as a Human?
The output of this question frames the ‘now’, and two
key themes became apparent which will structure the results
of this section; how the defender viewed the adversary and
how they viewed themselves. Although it may seem
incongruous to discuss the defender when answering a
question about the adversary, the reason for this is that
understanding why and how the defender viewed themselves,
gave considerable insight to the way they were approaching
adversary.
A theme that repeatedly occurred throughout this
question was how the adversary was being considered:
technical entity or human? Findings highlight a possible gap
in that the adversary is predominately considered as a
technical entity. Although there was a desire to understand
the adversary as a human, if conducted, this translated
mainly into understanding motivations and methods, not
exploitation. Therefore, the concept of exploiting the
adversary as a human was very much a new one to many of
the participants. With few exceptions, there was also limited
use of ACD measures against the adversary but where they
had been used they had been successful.
i. The Adversary
Although the concept of exploiting the human
adversary may have been new to most of the participants, the
participants considered that exploiting the human is not new
to the adversary. The adversary values the rich seam of
exploitative opportunity created by humans within the
defending system and it has given them considerable
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experience in understanding and exploiting the human
within the defending system. As Participant P stated, 'the fact
that phishing, spear-phishing attacks are so successful is
because the people doing that attack understand what pushes
the buttons of the people they're attacking'. But such
understanding wasn’t mirrored by the defense; “are we
thinking about them as human or not? The answer is no. We
tend very, very quickly to get focused on technologies,
which is quite dangerous” (Participant R)
Although there was growing interest around the
human nature of the adversary, Participant U mooted, “we're
still thinking about it in terms of technical capabilities of that
person, rather than how they're employing their technical
capabilities”. Even CTI was seen as having a very technical
focus, “they're still looking at data elements and things,
rather than tracking the human behavior side of it”
(Participant B). This could be driven by a number of reasons.
The challenge of attribution within the cyber domain makes
it difficult to understand or learn who the adversary may be
and that the traditional interaction of the adversary with the
defender is a technical one, “I think that we've felt that this
is a technical skill set that just needs to be dealt with by
technical people, it isn’t”, (Participant G). Unfortunately,
that the adversary skill-set is able to exploit technical or
human elements of the defensive system while the defense
predominately focuses on the technical isn’t the only issue.
Against a persistent human adversary, there was no
answer to the question of how much was ‘enough’ to
successfully defend an ICT system. It’s not a question of
being more secure than similar organizations, due to the
element of persistence “there is no running faster than your
mate” (Participant E). Even if a defender successfully spots,
stops or removes a compromise, the human adversary will
learn and increase their level of sophistication until
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successful.
“Threat actors don't approach networks with their
best tool set... They approach it with their worst
tool set… …throwing somebody off at the
bottom of their skill set just means they go up a
level and they might go up a level where you can't
match them…”
Participant G

This rolling ‘overmatch’ creates a situation which is
almost one of accepting the adversary ‘C team’ or being in a
position to not spot the ‘A team’. The complexity this brings
(risk, culture etc.) will be broken out in later sections but
many participants discussed that maintaining visibility and
observation of the adversary brings considerable insight. An
example of how this may help, is understanding their
objectives. Although for some defenders, adversary
objectives may be obvious, Participant D put it that the
adversary may attack due to who the defender is, what the
defender has, or what the defender may be running in the
form of services or software, therefore the motive and endstate may not be obvious. Such ambiguity then makes it
harder to understand what to defend or how to shape the
adversary as an element of ACD.
That the human adversary employs technical activity
towards their aims brings opportunity to characterize their
“individuality” in how they use that technology as
Participant F put it. Capturing such characterization may not
only assist in establishing a degree of identification without
attribution to source, but also begins to highlight and
synthesize human behavior from technical actions and
permit nuance in response. But to capture such data requires
observation:
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“If you kick them off straight away you don't
know what damage is being done. You don't
know what has been lost. You can also turn it [not
kicking them off] into an opportunity. You might
be able to analyze them…”
Participant C

Though the consensus was that there is benefit to
better understanding the adversary, the perceived risks of not
‘kicking them off’ mean that it is not the predominant
defender approach. Very few participants gave examples of
maintaining visibility, but those that had, gained
considerable insight to the adversary.
Overall there is a gap in perception, with the
adversary being considered through a technical lens giving
very little insight to the human behind the attack. The flaws
in such an approach meant that adversaries remain “skeptical
about the security industry and security vendors’ capabilities
because up until now, we’ve done a really **** job of
defending and protecting organizations” (Participant K). If
current defender efforts have only resulted in making the
adversaries ‘skeptical’ it could be said that there is a
considerable way to go to close that gap.
ii. The Defender
Against this backdrop it could be argued that the
enterprise is also becoming increasingly skeptical of
defender capabilities. The cost of a breach may increasingly
start becoming an anticipated norm, “just an operating cost,
a cost of doing business” (Participant N). Defender
objectives are to defend their system within acceptable risk
and ROI, but there was complexity in how this was
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perceived. If remediating compromise is the defender
priority, there may be little ‘interest’ in learning about the
adversary (Participant U) or conducting ACD activity
because it may be perceived as a Law Enforcement (LE) task
(Participant Q). Many participants offered comments around
the perceptions of acceptable risk and metrics for defender
success. Currently success is very much seen as “blocking
technical attacks so that you can show that you are defending
the system, what you are not doing is really addressing the
source of the issue.” (Participant B). If the source of the issue
is the adversary seeking ‘overmatch’, and defender focus is
on technical measures and metrics, it can be easy to forget
that “Cyber security is people, process, and technology
and you shouldn't just be focusing on the technology, it’s
unbalanced - completely”, (Participant P).
That the risk calculus and its underlying metrics may
be based off an unbalanced perception of success points to
situation where, “first response is different to longer term
strategic thinking on the response”, as Participant D put it.
But this puts the defender in a quandary, if first response
‘kick-off’ is increasingly seen as a short term response of
limited success, current metrics of how risk is measured may
be challenged.
“If you assume compromise, and you don't know
where those compromises are, then you're in a
worse position, I would argue, than assuming
compromise and knowing where at least some of
those risks are”
Participant L

This wasn’t the defender accepting a compromised
network but about having a greater understanding of true risk
through observing and understanding the adversary. This
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may be anathema to defenders who measure success and risk
against what they can’t see and is arguably a considerable
shift from the acceptable norm. But “it normally takes a
company to be breached multiple times before they realize
that they're playing whack-a-mole” (Participant N).
Generally, ‘active’ actions against the adversary
were very much seen as internal remediation, with only one
proffered instance of shaping adversary activity away from
critical infrastructure. Very little ACD activity took place
outside defender networks but what had been conducted was
considered valuable activity to reduce risk. Although these
cases were the exception rather than the rule it demonstrated
that legal ACD activity was not only possible but effective,
inside and outside the defender network.
Persistence is a human trait, but whilst the human
adversary is persisting until success, it was argued by many
participants that the defender is persistently pursuing a
flawed, technically focused, strategy against such an
adversary. This aligns with the initial consideration of the
study that there is a gap in defender cognition of the
adversary as a human.
2. What may be the Considerations Around
an ACD Strategy to Understand and Exploit
Adversary Decision Making Processes
Across the Entire Attack Lifecycle?
When participants were invited to start considering
the value of ACD activities that could be undertaken to
exploit adversary decision making, the first action was to
expand out their perception of what could be considered
possible within the bounds of the defender and their ‘access’
to the adversary. This was done through the CKC and not
only did participants explore the concept, it also served to
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highlight what activity they had previously overlooked but
which may align with the concept. Much of the following
section will use the CKC to frame and explore the findings,
but bringing focus on the adversary as a decision making
human brought up some interesting observations that are
worth initial exploration.
i. Finding value in exploiting
the adversary as a human
As highlighted in the literature review, finding value
in understanding human nature and the decision making
process straddles multiple research pillars. This resulted in a
number of the participants drawing parallels between what
they had seen in other domains and what was occurring in
the cyber domain. The relationship between the adversary
and the defender was seen as an adversarial one, therefore
parallels were drawn with physical conflict. Highlighted
was the perceived tactical successes of kinetic attacks that
run counter to strategic aims vice the strategic successes of
influence operations that focus on the human aspects of the
adversary (Participant B). From this a parallel could be
drawn with the value of ‘hacking back’ vice attempting to
influence the adversary.
Participant G mooted that the original concept of
defense-in-depth had a desire to dissuade the human
adversary and became mature with the concept of Situational
Crime Methodology during the 1970’s. This aimed to
dissuade terrorist activity and his conclusion was that
although people talk about defense-in-depth, “People do not
understand that methodology. They do not understand the
nature and the characteristics of the operating environment
or the adversary and therefore they do not understand why
their defensive strategy isn't working.”
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Both of these parallels gave foundational insight to
the study, firstly that other domains have had strategic
successes in influencing and shaping the human adversary
and secondly that defense-in-depth cannot arguably be
achieved without considering the human element. The next
section explores that consideration during the Strategic
Intent phase.
ii. Strategic Intent – Trigger
The Strategic Intent stage of the CKC was defined as
‘where the adversary conceptualizes and plans the activity
against the defender’, with no direct interaction between the
defender and adversary. The trigger was defined as
‘Decision on target and outcome – moving from entity to
adversary’. Discussion around this stage highlighted actual
or possible defender and adversary activity either side of
these triggers. It was noted that this stage was very much a
“a play of mind between humans” (Participant J), which, if
value could be extracted there may be considerable benefit
to better understand or reduce risk.
Although most participants made efforts to better
understand threat actors during this phase, the perceived
value of the output varied. As for looking for triggers
Participant Q stated, it’s “kind of useful, kind of not useful,
because actually, if you were [financial sector] then you're
going to get targeted anyway”. This contrasted with a
participant that actively looked for such triggers, “we have
to be really aware of what people are saying”. This was
further amplified by a participant whose efforts included
“maybe to try and get into some of the [hacker] forums
where decisions are made”, but on the whole, “the challenge
that we have, though, is that our understanding of what the
business is doing is not thorough enough”. This challenge
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required synthesizing all aspects of how the enterprise was
perceived and the communications that drove that
perception; the problem is that “you cannot do [this] purely
from a cyber perspective” (Participant J). Awareness,
synthesis and second order thinking across the enterprise
was required to gain understanding of possible triggers.
Participants valued the understanding that a conceptual
trigger brought, but had challenges in viewing or predicting
them let alone shaping or influencing the perceptions that
might drive them.
There were examples of “correlations” (Participant
N) between enterprise activity and triggers that aligned with
the literature review but had additional perspective and
potential value. On the spectrum of actors across the hacker
community are the ‘post-trigger’ black-hats and the ‘greyhats’ on the boundary of a decision. The literature review
explored the value of not causing an adverse decision but did
not explore the value of promoting a positive decision.
Participant N raised the potential value that the grey-hat
community could offer the defender if they were engaged in
a positive manner. This was discussed in the form of a
boundary, negative engagement “could quite easily swing
them the wrong way”, acting against the defender. Positive
engagement through activity such as valuing responsible
disclosure and supporting the community was considered
“fairly low ‘bang-for-buck’”. This then characterized that
an enterprise had the opportunity to influence not only
potential adversaries but potential allies in their quest to
better defend themselves.
Although not quite aligning with the trigger
definition, Participant G offered up an interesting insight to
the value and context of a trigger whilst compromised. If a
defender had already been compromised by an adversary
that was being ‘covert’, there was value in looking for

139

COGNITIVE ACTIVE CYBER DEFENSE [2017]

indications of when they may decide to become disruptive,
“by understanding the wider context, either enterprise or
geopolitically, it may be possible to be more discerning
about when to throw them out”. Set against the context
raised in the previous sections of defenders almost accepting
a degree of compromise, this means that the value of looking
for a trigger decision has value at both ends of the CKC. But
initially, once an actor becomes the adversary due to a
trigger decision, they move into the next phase of the CKC.
iii. Strategic
Intent
Reconnaissance

–

After the adversary had decided on the target and
outcome, the reconnaissance phase was defined as the
‘Adversary planning of the route to their objective’. It was
telling that Participant N stated, “one of the first things they
want to do is to be able to map out the people... …They'll
map out the technology, but often the technology gives you
limited attack surface”. This aligned with the premise of the
study that the adversary considered the human element
considerably more than the defender. During this stage
though, it was very much seen that the primary objectives
were to slow and misdirect, this required understanding of
what the adversary was observing and concluding about the
defender. Basic activity at this stage was seen to be
restricting what the adversary could learn about the
defender, but social media poses a problem. “Depressing the
social media footprint, reducing the social media footprint,
has to be attempted, but I don't think it can be done
successfully. It's already out there.” (Participant D).
But such a problem also creates opportunity within
an ACD strategy. Honey pot social media profiles were
mentioned by a number of participants as useful to highlight
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the Tactics, Techniques and Procedures (TTP’s) of the
human adversary. At a basic level these gave insight; at a
more advanced level they permitted shaping and exploitation
of the adversary. But the value surrounding this type of
activity was not restricted to social media and at least one of
the participants had successfully misdirected and shaped
adversaries within a hacker forum that was discussing the
best ways to attack his organization. But such activity was
considered effective against adversaries that “were easily
distracted”, but against “bigger adversaries” such activity
“would be hard to do because they have probably gathered
so much information already”. That such techniques have
varied effectiveness depending on the adversary makes
sense and helps to better understand the limits of the concept.
Through discussions with the participants, exploiting
this stage to shape adversary decisions of how they planned
to compromise the defender was increasingly seen as an
opportunity gap, as Participant R put it “Nope, people don't
think like that at all”. But “it’s absolutely valuable and
possible” (Participant S), and that focusing on adversary
decision making made the concept one of ‘signposts’;
“Not too obviously, but signpost an entry route
into your ‘enterprise network’, like Alice in
Wonderland. Just keep on sucking them in further
and further. Don't make it easy for them. Make it
a challenge, but so they've got so far, they've
spent so much time, they've invested so much and
it's a dead end. Dishearten them because it's, as
we've been talking about, it's individuals. Make
them just want to throw the keyboard out the
window when they realize they've just been
sucked into this black hole.”
Participant U
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But realistically, even though some adversaries may
become disheartened, it doesn’t mean they will stop. A
proportion of them, hopefully albeit smaller, will continue to
the Operational Action phase.
iv. Operational
External

Action

–

This is the stage where the adversary instigates
interaction with the defender. Following on from the
previous section, any success making the adversary follow
‘false signposts’ has value to the defender because the
adversary is “wasting time and effort and it gives you a
longer time to shore up other defenses” (Participant K). That
interaction is generally technical in nature, or facilitated by
technology, and was thought to provide an opportunity to
better characterize the actor by observing their interaction.
The challenge was breaking out signal from noise, or normal
from abnormal in a sea of data, because “we're capturing a
huge amount of data at the moment . . . but people aren't
doing anything with that data. If they are doing something
with that data, then they're not doing it in an effective way.”
Having a wealth of data is an advantage because it provides
hope that characterization can occur if the correct focus is
given.
v. Operational
Internal

Action

-

By this stage, the adversary has compromised the
operational ‘near’ space of the defender. There was a lot of
discussion around the consideration and value of directing
the adversary away from critical data. For instance, should
the defender learn about the adversary or eradicate them?
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But this choice, and finding value within it, very much
depended on how the defender had configured their network.
“There's certainly value, …if they're in the ‘near
space’, and they're on your enterprise, excuse
my language, but their *** should belong to
you. It's now up to you to shape and direct their
movement. Provided of course, you can actually
track them along the architecture.”
Participant E

Having the enterprise architecture configured to better track
and shape the adversary, aligned with the decision
architecture discussion of the literature review. Participant
opinions around the value of such configuration changes
varied. There was a viewpoint that the network was in place
to enable the business and facilitate profit, and modifying the
architecture to permit shaping an adversary was not
considered “commercial.” This is an understandable
viewpoint because if the concept was to find value, it had to
demonstrate value and Return on Investment (ROI).
Participants did offer two examples of ROI and value being
derived from shaping the adversary within their architecture,
but mooted that due to the sensitivity of the techniques and
outcomes, such successes were unlikely to be publicized.
With agreed obfuscation of detail, the first instance was an
assessment through threat intelligence analysis, where it was
believed that that an adversary had removed an organization
from a commoditized malware target list because the data
being exfiltrated could not be monetized. The second
example related to a company that observed a compromise
by a persistent adversary. After the adversary objectives
were understood, a representative but false network was
created, which contained many of the adversary objectives.
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When the adversary discovered the representative network,
a decision was observed where the adversary pivoted away
from the operational network into the false one. It could be
argued that wider knowledge of such successes may make
ROI easier to calculate and demonstrate.
But an enterprise decision to conduct such shaping
activity is not just one of ROI, but of risk as well.
Temporarily ignoring ROI, the risk was seen as worthwhile
for the value only if the appropriate architecture, processes
and personnel were in place. Without such supporting
elements in place, it was mooted that not only would such
activity be difficult, but would be considered an
unacceptable risk. But with insider threats, an interesting
paradigm became apparent. It was considered that
enterprises were prepared to take “slightly longer to
investigate” (i.e. monitor unauthorized activity), compared
to an external threat (Participant K). Such a paradigm may
be driven by the perception that in the case of an insider
threat, the enterprise has more ‘control’ of the situation. This
indicates that if risk can be balanced there is a perceived
value in such monitoring.
Exploiting the psychology of the ‘overmatch’
seeking adversary by feigning a lower defender skill set than
reality was also explored. This got to the heart of the study
concept where the synthesis of psychology, technology and
ACD came together. It was introduced by the example of
honey pots of differing sophistication, where one may be
spotted and circumvented, then a more advanced one may
not be anticipated. Most participants saw value in such a
synthesis, including one noting that “this is the first time I've
ever even considered taking sort of relatively advanced
psychology and applying it to cyber defense. That right there
is a brilliant example of how the two can work hand in hand”
(Participant U). One participant saw value in the concept,
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and described it as a “good plan” and within “the skills of
the people that we have here.” But the novelty of the concept
was highlighted by others “as being beyond what the
industry is able to do at the moment” (Participant N).
Further exploration of why this may currently be
beyond the industry rested on the skill sets of the defender
team. Whereas the current focus is very much on technical
skills to analyze the adversary, if “you got a, almost a
criminal psychologist on the case, he'll probably tell you
what [the adversary] is going to do without even knowing
much about computers. He could talk his language and from
that, you'd be able to draw from it, right, this is probably
what [the adversary] is going to do in our system”
(Participant U). But having such skill sets (i.e. psychology,
behavioral science, etc.) on the defender team is not the
default, which is another reason why there may be a gap in
understanding the adversary as a human.
The aim of this study was to explore potential gaps
in how the defender was considering the human adversary,
and the value of exploiting that knowledge. It could be
argued from the above findings that such a gap exists and
there may be value in exploiting it. To highlight the
considerations, the following section explicitly captures
participant comment on the value of the concept.
3. What may be the Value of Such a
Strategy?
All defenders strive for acceptable risk in the defense
of their systems. How they achieve this task reflects the
threat, risk appetite, ROI, and a multitude of other factors. It
was raised that the ‘how’ of this task has had various
evolutionary phases, and that having psychology layered
into the defense is now the next likely shift.
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If it were possible to improve understanding of
adversary psychology, one could better predict what they are
going to do and how they are going to do it. Therefore, “if
you can understand that, you can be blocking them at almost
every turn,” (Participant U) and that “would be enormously
valuable” (Participant S).
From the interview narratives, there seemed to be
agreement that consideration of adversary psychology and
decision making increases exploitation opportunity, which is
not restricted to technical measures. “At the end of the day
we want to get as far back down the kill chain as you possibly
can. The further you can get down the kill chain, the more
that you can place challenges and blocks … then you're
mitigating an attack earlier” (Participant V). But narrative
interpretation of perceived value risked the introduction of
bias from the author. Therefore, the following section will
triangulate this positive narrative response with the response
from the Likert scores.
4. Triangulation of Interview Narrative With
Likert Scores
From the interviews, participants expressed that the
study concept had value with caveats around the challenges
of maturation and deployment. The aim of using a Likert
score was to permit a standalone but triangulated
measurement of how the participants perceived the value of
the concept with considerably less risk of bias or
interpretation from the author. If perceived value could be
triangulated across both the interview findings and Likert
scales, it would significantly increase confidence in the rigor
and validity of the results.
The participants were asked to score their current
ability to exploit the human aspects of the adversary and
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then, after discussing the study concept, they were asked to
score the future ability to exploit the human aspects of the
adversary. In an ideal world, each participant would give a
single Likert score for each question, but some participants
could not decide between two. Therefore, two sets of results
are shown. The first figures show a pessimistic interpretation
of the results by selecting the high scores in ‘current’ and
low scores in ‘future.’ The second set of figures applies the
ruling the other way to show an optimistic view. From the
Likert scoring, all participants declared that the concept
increased value to the defender. In all but one case, the
increase was by at least a point on the scale. The single score
that did not increase was a current score of ‘fair’ to a future
score of ‘improving fair to good’. Although this is still an
improvement, the pessimistic improvement score was
classed as zero and the optimistic score was classed as an
improvement of one point.
In addition to the averaging and graphical assessment
of added value, dependent-samples t-tests were run against
both sets of results. This was to assess statistical
significance as well as visual significance. The dependentsamples t-test (Equation 4-1) was chosen because the Likert
scoring forms a before and after situation with the first
question reading a dependent baseline across the
participants. Two key problems for successful use of
dependent t-tests, low sample size (<30) and outliers, were
not relevant in this case due to the normal distribution of all
data and there being no outliers.159 The null hypothesis (H0)
was that the concept added no value, and the alternative
hypothesis (Ha) was that the introduction of the concept
increased the value scoring.
159

Janez Demšar, Statistical Comparisons of Classifiers over Multiple
Data Sets, 7 J. MACH. LEARN. RES. 1–30 (2006).
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Equation 4-1 t-Test Score

Where:
 X1 and X2 are the sample means
 µ1 and µ2 are the population means
 S1 and S2 are the data standard deviations
 N is the sample size
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Table 4-1 Pessimistic comparative value of the concept

Table 4-2 Optimistic comparative value of the concept
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Table 4-3 Comparative statistics between pessimistic
and optimistic results
Pessimistic Scores

Optimistic Scores

Current Mean

2.15

1.9

Current Mean

Future Mean

3.9

4.1

Future Mean

Increase in Mean

1.75

2.2

Increase in Mean

2.2 to 1.3

2.62 to 1.78

0.75 / 0.64

0.72 / 0.55

t-value

8.1

11.0

t-value

p-value

<0.01

<0.01

p-value

95% Conf level
Std Dev
(Current /Future)

95% Conf level
Std Dev
(Current /Future)

Tables 4-1 and 4-2 visually show an increase in value
between both questions. Table 4-3 adds detail to this,
comparing the pessimistic and optimistic results. Even on
the pessimistic scores there was a significant difference in
the before (M=2.15, SD=0.75) and after score (M=3.9,
SD=0.64) conditions with t(19)=8.1, p=<0.01. These results
not only reject H0, but by conventional criteria show that the
difference is extremely statistically significant. Triangulated
with the thematic interview analysis, these findings
demonstrate a strong correlation between both qualitative
and quantitative data sets, and create a high degree of
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confidence in the reliability and validity of the data. It also
adds confidence that author bias was not introduced in a way
that affected the results.
Although there appears to be a strong perception of
value within the strategy, to add rigor and expunge any
chance of perceived bias, specific effort was made to identify
and explore challenges raised by the participants. These will
be considered in the following section.
D. CHALLENGES OF AN ACD STRATEGY
CENTRED ON THE HUMAN ADVERSARY
Although value was identified, there are many
challenges to maturing such a strategy.
Wherever
participants either challenged the concept, or highlighted
difficulties in employing the methodology, it was crucial to
fully explore their commentary. The following themes
emerged.
1. Perception of Risk
On discovering a compromise, two options emerged,
which were to either observe and learn about the adversary
or to eradicate immediately. The complexity of risk around
that decision was considerable, but for most participants
eradicate was the preferred action because understandably,
the risk is seen to reduce if the adversary is removed. If the
concept of ACD is to be successful, it will have to
demonstrate how it reduces risk. On first presentation, the
concept of not immediately eradicating the adversary creates
a nervous reaction until the possible value is understood.
But one participant discussed nuancing the risk in terms of
‘red lines.’ It may be possible to direct an adversary away
from critical areas, but if they approach a critical ‘red line’
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over which the risk is untenable, then that is the point at
which they are stopped. Currently, the common enterprise
‘red line’ is discovering an adversary on the network. For
this concept to be successful it will require a more nuanced
understanding of these ‘red lines’ and how risk is perceived.
Enterprise perception of risk is important because
that perception prioritizes how it will be mitigated with
commensurate resources. But even after those resources are
allocated, the mitigation has to demonstrate adequate ROI.
2. Return on Investment
Compared to a defender having to prove a ROI on
‘nothing’ happening, an adversary has a distinct advantage
in that ROI is considerably easier to calculate, speculate and
demonstrate. For the ACD strategy to be successful, it would
have to demonstrate ROI, which is a challenge that many
participants raised. Against ‘doing the basics’ such as
modernizing architecture, the participants saw the concept as
a “pinnacle activity,” which tied into the literature review
findings. It became apparent that many participants saw
ACD activity in the Strategic Intent phase as being relatively
‘cheap’ and effective. The larger challenge came in the
Operational Action phase. During this phase, for the concept
to work an appropriate architecture is necessary to be in
place that enables observation and shaping. But for
enterprises this is not the typical architecture because
development to accommodate ACD would require clear
articulation of the ROI. Specifically, many enterprises have
embraced the cloud or several managed services to improve
ROI, but arguably multiple providers bring complexity to
conducting ACD.
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3. Creating Time Within Complexity
The study concept may create time and opportunity
for the defender to better understand the adversary.
Exploiting this knowledge may challenge traditional
timescales and processes of how defensive decisions are
made, and will require maturation and practice, not just
within the traditional cyber security team, but throughout the
enterprise. It was raised by the participants that the current
complexity of providers across the typical enterprise
architecture will be a hindrance to conducting ACD.
To shape an adversary within the enterprise will
require coherency across all the service providers that may
be affected. Achieving agreement on how this could be
accomplished would be a considerable challenge to timely
and nuanced activity against an adversary within an ACD
strategy.
4. The Role of Law Enforcement and
Regulations
As discussed in the literature review, predominant
defender activity can be classified as reactive or passive.
This plays to a widely-held perception that understanding the
adversary is a law enforcement role because they may have
the power to subsequently interdict them. Two underlying
considerations may be drawn from this perception. These
include first whether law enforcement is able to observe and
interdict all adversaries, and second since this ACD concept
is a new one, it is a challenge to visualize what may be
achievable by the defender. This was summed up by a
participant bounding their role as being one of defending the
network - not pursuing adversaries.
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But if who pursues adversaries may be a discussion
point, the regulations that defenders must stay within are
most definitely not. Initially, discussions of regulations were
raised in relation to difficulties in increasing protection
around Merger and Acquisition (M&A) negotiations. Some
participants offered that because such discussions are highly
compartmented due to regulations around stock market
manipulation, it makes it a challenge for the cyber defense
team to deliver enhanced protection. Such consideration of
how regulatory challenges impacted the defenders
introduces a new dynamic. If the defender is to observe and
shape the adversary within their network, accepting a degree
of compromise in a controlled manner, how do they respond
to regulations that require notification of when a breach has
occurred? Additionally, if a defender is subject to Freedom
of Information (FOI) regulations, they might be able to
conduct elements of deception, but then how do they answer
FOI questions on the topic? These are external challenges
that will require more detailed future exploration, but it is the
final two challenges that reside at the heart of the enterprise.
5. Communications - Achieving Second
Order Thinking
In the event of a breach, an impression gained from
some of the participants was one of reluctance to share
knowledge of the breach due to perceived embarrassment.
This was at odds with the value of communicating and
sharing knowledge about the human adversary and their
activities, and the notion that “you can't do this on your own”
(Participant G). Arguably, the more information shared, the
better a psychological profile that could be built up of the
adversary and how they make decisions. To accelerate value
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being found in the concept, a way of increasing collaboration
is required.
However, sharing knowledge of the adversary is only
one element of communication. The value of shaping how
the enterprise externally communicates or presents itself was
not questioned by the participants, but the ability to alter this
shaping for ACD purposes was. Many elements of the
enterprise that are responsible for how the enterprise is
perceived; senior leadership, strategic communications etc.
may not be aware of how external perception could shape
cyber risk. It was thought that proactively shaping those
communications to reduce risk or positively engage would
require a degree of second order thinking that is currently
not in place. Only if the enterprise had such thinking
inculcated as a culture would it be possible.
6. Developing an ACD Culture
Many of the correspondents saw the value of the
concept but then followed up with comments such as “we
just don’t ‘think’ like this.” Defender culture drives how they
approach the adversary problem. To conduct ACD centered
around the adversary as a human will require a culture
change, not just within the enterprises that may be
conducting it, but across the wider regulatory frameworks.
A majority of the participants offered that achieving such
change would be a challenge, not just from the difficulties of
the activity, but the variety of skill sets that would be
required to promote and conduct it. In addition to
psychology and behavioral sciences, a ‘soft’ skill that was
also mooted as missing was being able to think like an
adversary and not just as a defender: too many “gamekeepers” and not enough “poachers” (Participant F). This
consideration of poacher was not from a ‘Red-Team’
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perspective, but one of using that mind-set to counter the
adversary. Achieving such cultural change through all levels
of the enterprise will take time.
E. ANALYSIS AND RESULTS SUMMARY
Currently, participants believe that countering cyber
adversaries is predominately seen through a technical lens,
but there may be opportunity in considering and exploiting
their human aspects. Although this gives credence to there
being a gap in defender cognition, there were many
challenges in bridging that gap and exploiting the human
adversary.
F. REFLECTION OF THE REVIEW AND
METHODOLOGY
Before moving onto the discussion and conclusions,
it is worth at this stage to reflect and critically evaluate the
rigor and outcomes of the review and the methodology. This
is essential because the aim of the study is to identify a
possible gap in understanding and to explore the value of a
novel concept that might exist. The confidence level of the
findings has foundations in the rigor of both the literature
review and methodology. Although the strengths and
weaknesses of the ACD definition and CKC will be explored
in a later section, their creation was essential to bound and
structure the concept. The following sections will critically
examine the process that led to the conclusions.
1. Evaluation of the Outcome and Process
There was alignment between what was discussed
within the literature review and what was discovered during
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the primary research. The concept of weaving ACD with
behavioral psychology focused on the adversary is one that
synthesized considerably disparate research pillars. This
made the literature review challenging with the breadth and
depth of what may be relevant. Author concern was that this
may have led to relevant areas either being omitted or
lacking a depth of critical analysis, but the correlations
between the literature review and interview findings seem to
allay this concern. The ACD definition set the bounds of the
study, and the CKC created a framework within which ACD
could be discussed. The author was aware of a fine line
between their use to bound and discuss the concept, without
straying into the development of theory. In hindsight, such
complexity of bounding the study, reviewing the literature,
and developing the synthesis was a considerable task that
may have had mixed success.
To prevent bias being introduced in the literature
review and analysis, additional focus was given to
challenges raised by the participants. It can be argued that
doing this added a layer of rigor and balance to the study and
may also mitigate any gaps in the literature review.
A key element of the study was the Likert scale,
which increased the validity of the results through
triangulation. An identified weakness was that the second
question relating to a possible future state did not have a
timescale. This increased subjectivity and variance of the
results. Although from a data collection perspective this
made analysis difficult, it provided a valuable discussion
point about the journey to derive value from the concept.
2. Cognitive Kill Chain
With critical reflection, there are a few aspects of the
CKC that could be improved. It could be argued that
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interaction between adversary and defender is a poor way of
demarcating Strategic Intent and Operational Action. If there
is value for the defender to dissuade, shape or exploit the
adversary across the entire life-cycle of the CKC, then
proactive and possibly interactive defender activity is likely
to be desired during the Strategic Intent phase. Removing the
reference to ‘interaction’ within Strategic Intent phase and
clarifying the Operational Action phase as one of ‘adversary
instigated activity’ improves the overarching structure.
The Reconnaissance phase was defined as the
adversary planning the route to their objective. But the
process is one of reconnaissance, followed by decisions and
the production of a developed plan. It could be argued that
there is more utility in considering the outcome of the phase,
which is a formulated plan. Changing the title to the
Planning phase brings clarity without the definition having
to change.
In addition, during the interviews, delineating the
boundary between Operational Action, both Internal and
External proved challenging. The issue is created when a
defender manages to successfully get an adversary into what
the adversary thinks is internal, but is an ‘external’
segmented portion of the architecture, away from critical
elements. Therefore, a clarification is that ‘external’ is taken
to mean that the adversary remains off ‘real’ defender
systems and are residing within falsified systems.
Additionally, ‘DDOS’ was removed as it added little to the
definition. These modifications are incorporated into a
revised CKC (Table 5-1) for use during the discussions and
conclusions.
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3. Review of the Initial Plan and Deviations
From it
The dissertation proposal captured the key elements
of the study but initially focused on how to exploit the
motivation of the adversary and underestimated the
complexity of the synthesis. In subsequent attempts to find a
tangible and exploitable aspect of motivation, it was realized
that decision making was considerably more useful as a focal
point and may be a more tangible metric. There was also a
desire to interview psychologists to create a baseline of
applicable psychological theories. This was subsequently
discounted as the study is an initial one of defender
consideration around the value of the concept. The
psychologist interviews may also have distracted from the
primary aim and added complexity in an already complex
study. Therefore, the plan was modified to solely interview
cyber defenders, which increased focus on the key aim of the
study.
V. DISCUSSION
The aim of the study was to explore the value of an
ACD strategy that exploits the human decision making
processes of cyber adversaries. This required exploring a
possible gap in defender cognition of the adversary as a
human, and subsequently exploring the value of filling this
gap through an ACD strategy that exploits the adversary
decision making. This aim was underpinned by secondary
research into the characteristics of the human cyber
adversary and their decision-making processes, alongside an
understanding how such characteristics may be considered
and exploited within an ACD strategy. This research found
a growing maturity in threat intelligence, predictive
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analytics/AI, understanding and shaping decision making,
and ACD considerations. With a focus on legal ACD
measures that may be accessible and legal to the enterprise,
the following ACD definition was developed for the study:
Legal, proactive and interactive measures to
dissuade adversary activity or reduce the
risk from targeted attacks on your ICT
systems.
Adversary attack processes were then considered through
the viewpoint of their decision-making. This highlighted that
current ways of considering the adversary attack process did
not fully cover the decision-making aspects of the adversary.
This led to the development of a Cognitive Kill Chain
(CKC), encompassing the entire adversary decision making
life-cycle.
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Table 5-1 Revised Cognitive Kill Chain (CKC)
Adversary Strategic Intent

Adversary Operational
Action

Activity where the adversary
conceptualizes and plans the

Adversary instigated actions

activity against the defender

that interact with defender ICT
systems

Trigger

Planning

External

Internal

Decision on

Adversary

Adversary

Adversary

targets and

planning of the

activity

activity inside

outcome –

route to their

external to

defender

moving from

objective

operational

operational

actor to

defender

systems

adversary

systems

At this stage, primary research was conducted to
explore how, within ACD type activities:
 Defenders currently consider or exploit the cyber
adversary as a human, and
 Their considerations around a strategy to understand
and exploit adversary decision making processes
across the entire attack lifecycle.
This is in addition to a narrative assessment of how they
perceived the value of the strategy, a direct assessment was
made using a comparative Likert score. The triangulation of
the narrative comment and Likert results add considerable
rigor to the study.
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The following sections will discuss and draw
conclusions from the results. The primary research questions
and perceived value is used to structure the initial sections,
which are then followed by a discussion on the significance
of the findings and a range of practical suggestions for the
future.
A. THE BASELINE OF THE NOW AND A VIEW
OF A POSSIBLE FUTURE
The two primary research questions baselined how
participants considered the adversary as a human and then
explored how a focus on adversary decision making may add
value from that baseline. Only with an initial capture of the
current would it be possible to find the delta with a possible
future and the considerations around moving from one state
to another. This section will synthesize these research
questions to give insight to the whole.
Across the participants there was considerable
variance of what ACD activity they conducted and the extent
that they considered exploiting the human elements of the
adversary. At one end of the scale, some participants are
proactively interacting with the adversary throughout the
phases proposed by the CKC. This activity ranged from
misdirecting the adversary during the Strategic Intent phase
to directing the adversary away from critical nodes through
enticements within the Operational Action phase. At the
other end of the scale, some defenders are reluctant to
interact with adversaries. This reluctance is grounded in risk
perception and that there is no obvious ROI for shifting to a
proactive or ACD approach.
But why was there such a variance across the
participants? To an arguably small degree, it could be
explained by the role of the participant as the closeness of
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their involvement in such activity may lead to an element of
availability bias. Arguably though, a more likely explanation
is that how they currently approach the defensive challenge
is based on the adversary they have been facing and the
culture of their defensive team. Those facing APT or OCG
type groups may have struggled and failed to find sufficient
value in a purely passive defense, and instead seek additional
defensive value through other means.
The dominant theme throughout this question was a
perception of defensive measures being overly focused on
technology at the expense of valuable alternative
contributions, including behavioural psychology. The only
way of widening this focus will be to broaden what are
considered essential skill sets of the defender team and to
demonstrate the value they may bring.
In addition to skill sets, it was considered that
attitude and soft-skills were also of relevance. Defensive
activity is seen as predominately passive, and although
actively testing defenses by ‘Red Team’ activity is growing,
there is little focus on how active measures can be conducted
against the adversary. Changing this culture will take time
and creation of demonstrable value.
There was also a perception of ACD being a law
enforcement role, and not one for the enterprise. Arguably,
like the physical world, there is not a police officer on every
street corner, and when going outside, an individual would
take reasonable legal measures to not become a target or if
they were targeted, ensuring it was on their own terms.
Cyberspace has similar characteristics, as was highlighted by
crime prevention methodologies. With the scale of the
adversary threat and defensive space, law enforcement
support may not always be available.
Restricting the study ACD definition to legal activity
was done to not only prevent the perception of ACD being
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one of ‘hacking back,’ but to widen what may be considered
‘in scope.’ Although participants gave multiple examples of
how enterprise activity or communications had impacted
cyber risk, they saw no conscious linking of what may be
possible through modifying what was being presented. This
limits opportunity for pre-emptive, second and third order
thinking around the framing of the enterprise to shape the
adversary.
Understandably, such considerations are driven by a
perception of what actions are required for the delivery of
acceptable risk. Across the entire CKC, but primarily in the
Operational Action ‘near space,’ there was concern about the
risk of observing vice removing the adversary. Again, this is
understandable because it is not only a technical challenge
to observe the adversary, it is also a technical and
psychological challenge to shape them away from critical
data. It must be understood that shaping activity only adds
value if it does not increase risk to critical data. If the
adversary has already achieved a position where risk is
considered untenable, the priority is to protect the data. The
strength of shaping comes during the phase when the
adversary is attempting to find that critical data. Through
shaping their decisions, it not only brings the ability to move
them to a more controlled network environment, it also
permits the development of granular knowledge about their
strengths and weaknesses (Participant E).
Overall, the study aim was to find the value of
exploiting adversary decision making and the ability it
brings the defender in reducing risk. The following section
specifically explores this value.
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B. THE VALUE OF ACTIVE CYBER DEFENSE
CENTERED AROUND THE EXPLOITATION
OF ADVERSARY DECISION MAKING
It may be possible to understand how the defender
currently considers the adversary as a human within their
ACD activities. To then exploit this and add value brings
numerous complexities. The participant feeling was that the
current defensive solution overly focused on technical
solutions and missed the human aspects of the adversary.
Very few participants characterized their ACD activity as
targeting the human aspects of the adversary. It could be
argued that for the majority, the study interview was the first
time they specifically considered exploiting the human
element of the adversary. To then ask them to additionally
consider exploitation of adversary decision making across a
new attack timeline (CKC), understandably stretched their
imagination a considerable way from where they are now.
Nonetheless, both the narrative and triangulation all point
towards participants believing the concept has value. It may
be that nuanced activity such as exploiting heuristics and
biases are a number of steps further down the road of
maturity, but the overall concept of predicting,
characterizing, shaping and exploiting adversary decision
making across the entire CKC has value.
That value is not just a case of synthesizing
technology and psychology, it is one of synthesizing all
aspects of the enterprise that may contribute to the concept.
The literature review pointed to the value of understanding
the link between how the organization was framed by the
adversary and subsequent risk. This value was correlated
during the interviews, but it additionally highlighted that the
value of such framing does not just lie in ‘countering bad,’
but also ‘promoting good’. It could be argued that actively
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and positively engaging with the white and grey hat
communities is not ACD. But words within the ACD
definition counter this; proactive and interactive activities in
the Strategic Intent phase are agnostic of actor or adversary.
That in this exploratory study, additional and unforeseen
value is already being identified by those considering the
concept is significant, but achieving maturity and synthesis
will be challenging.
Risk and ROI drive what are considered acceptable
measures for cyber defense. If an organization is to mature
this concept into one that adds value, the concept must
demonstrate how it reduces risk and delivers an ROI that
arguably has a better return than current practice. Multiple
participants highlighted the value of shaping or blocking an
adversary as far left on the CKC as possible. To do so was
considered cost effective, but to gain additional funding to
layer it upon what is already in place will require careful
explanation of the value. The value of activity in the
Strategic Intent space is that it is predominately one of
shaping how the enterprise is presented, how the enterprise
is perceived and if required, misdirection of the adversary. If
successful, it could be argued that ROI would be significant.
In the Operational Action phase the effort to achieve ROI
may be higher but so are the stakes.
Within the Operational Action phase, the concept is
underpinned by what the enterprise architecture will allow.
Designing, building and running such an architecture is
already a budgetary and organizational challenge. Finding
value against an acceptable ROI will be a challenge because
current architectures and organizations are not designed
around exploiting an adversary; they are instead designed
around operating the business. Therefore, it will not be an
overnight transition, but one where incremental
developments are to be expected. The participants that have
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already had success believe it is advantageous to accelerate
maturity of the concept, but the challenge will therefore
become one of communicating and discussing that success
with other defenders. This will need balancing, as the value
of such techniques is entwined with the requirement to keep
such activity confidential from the adversary.
The more that the defenders share knowledge of the
adversary and their successes against them, the easier it will
be to develop a rich picture of their psychology. With full
maturity this would be developed into a sharable ‘cognitive
finger print’ of the adversary that would be considerably
useful in identifying and shaping them. One defender may
find value in the concept, but multiple defenders working
together could exponentially find value in the concept.
Multiple defenders working together to exploit the human
adversary across the entire CKC would be a considerable
step change from where the defense currently resides.
C. SIGNIFICANCE OF THE FINDINGS
This research has identified a gap in cognition and
knowledge that can be bridged through a synthesis of ideas,
which in their own research areas have added considerable
value. Bringing them together with a focus on exploring how
they can exploit the previously unexploitable has arguably
opened a new front in the cyber struggle. Considering the
human aspects of the adversary and exploiting their decision
making now enables the enterprise to legally and proactively lean forwards in their defense. The beauty of the
strategy is that it cognitively reaches into the heart of the
attacking system, not technically. Therefore, not only is the
strategy accessible at an enterprise level but also at a national
level. This ‘cognitive’ ACD strategy brings an extra layer
of capability that sits between a technical ‘offense’ and a
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passive defense. As an additional layer of capability, it not
only brings increased nuance and flexibility of response, but
it critically brings the ability to be pro-active. This is a desire
at both the enterprise and national level.
D. RANGE OF PRACTICAL SUGGESTIONS
But as much as the concept may have value at both
the enterprise and national level, millions of servers around
the internet contain fading ideas that could improve cyber
defense. The following practical suggestions are seen as
those that may help progress the real-world maturation of
this strategy and improve defender ability to find value
within it. To gain appeal, realize value, and be considered a
worthy ROI, this strategy will have to mature through its
novelty. This will require incremental steps in a multitude of
areas and an increase in second and third order thinking to
exploit the entire spectrum of adversary decision making.
These suggestions are therefore presented and
prioritized under the headings of people, process, and
technology because all of the findings point towards activity
being required in these areas if value is to be realized.
1. People


Create cyber defense teams that have a variety of
hard and soft skills. The current culture of cyber
defense being a technical problem with technical
solutions, must evolve to incorporate additional skill
types and solutions. The vast majority of participants
considered that the current cyber landscape was one
where the defender is predominately focusing on
technical solutions and missing the value of other
skills, such as behavioral psychology, influence, and
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deception, among others. Multi-skilled teams can
creatively look for ways their varied expertise
synergizes value. From this, defenders may start to
create unique ACD combinations and complexities
that are not just difficult for the adversary to
overcome, but also to understand.
2. Process






Examine how current or planned regulations impact
execution of such an ACD strategy and where
possible, create opportunity for defenders to conduct
it. Appropriate regulations that permit legal and
reasonable ACD activity of the type explored within
this study would bring clarity that the activity is
bounded and supported by higher authorities. It
would also be a strategic message to both defenders
and adversaries that such activity has value and that
the defensive landscape is changing.
Facilitate and promote confidential sharing of
information relating to the adversary as a human.
Once a ‘zero day’ exploit is discovered and
understood it becomes a ‘known’ exploit. Only
through sharing information relating to the
identification and characterization of the adversary
as a human will they become ‘known.’ This would
make it possible for multiple defenders to shape their
ACD strategy based on who might decide to attack
them.
Better protect and obfuscate defender decision
making. If the defender now starts finding value in
understanding, exploiting and shaping adversary
decision-making, it is reasonable second-order
thinking to expect the adversary to look for similar
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value. Therefore, action must be taken to prevent
them finding such value and mitigating the benefits
of this strategy.
3. Technology


Develop enterprise network architecture that can
highlight adversaries, accommodate compromise
and enable shaping of the adversary away from
critical data. The adversary would continue to
compromise the defense, which would escalate their
skill sets and capability until overmatched, but
repeated compromise could be expected. A defender
will only be able to reduce risk within an ACD
strategy of this type if a suitable network architecture
with demonstrable ROI and metrics is in place.
Current architectures are unlikely to be designed in
this manner.
4. Suggestions for Further Academic Study

That this was an exploratory study and a novel
synthesis between multiple research areas means that there
could be a multitude of directions for further academic study.
The suggested priorities are as follows:
 What are the identifiable characteristics of adversary
(actors, individuals or groups) decision-making
throughout the CKC and how can these
characteristics be codified? As the participants
discussed during the study, any lack of
understanding is not caused by a lack of available
information. Therefore, to better exploit this
information we have to find the identifiable
characteristics of the adversary. Doing this
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significantly leverages data into valuable, contextual
information that if codified, brings the ability to
share such information.
What cultural, organizational and process changes
are required by the enterprise to exploit adversary
decision-making within an ACD strategy? The
current culture of technical and passive defense
being the predominant means of defense has
limitations and is inculcated throughout the
enterprise. To realize the value of ACD, culture will
have to develop away from purely passive defense,
which will require support from the top of the
organization.
What alterations to current network architectural
design standards better facilitate the identification,
shaping and containment of an adversary within an
ACD strategy? Realization of an ACD strategy that
exploits the adversary as a human will require an
enterprise architecture that accommodates both
operational and ACD requirements. This architecture
will require demonstrable ROI and metrics,
otherwise an ACD strategy will not be a palatable
proposition.

VI. CONCLUSION
The aim of the study was to explore the gap in
defender cognition of the adversary as a human and the value
of filling that gap by developing ACD strategies that focus
on exploiting the adversary as a human. The defender is
arguably losing the technical battle with the adversary, who
is equally at home exploiting either defender technology or
human nature to achive their goals. This is akin to the
defender only being allowed to play technical ‘whack-a-
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mole’ whilst the adversary can use anything they think will
help them win. Such an imbalance is leading to perceptions
from both the defenders and adversaries that defender skills
will always be overmatched and succumb to a persistant
adversary. By studying this imbalance, it became apparent
that the defender was not exploiting that which was so
valuable to the adversary: human nature. Increasing research
is showing that human nature and the decisions surrounding
it can be exploited and shaped across various scenarios at
scale. Weaving AI in with behavioural analytics and
increasing consideration of ACD type activity creates the
conditions for novel synthesis and added defensive value.
This value is not just in what may be possible against the
adversary,but where it may be possible.
By considering the adversary attack lifecycle as a
cognitive one, centered around the types of decsions the
adversary was making, it has been possible to expand where
and how the defender may choose to add value through
interaction. Making this strategy considerably more
accessable than the contentious one of ‘hacking back’.
The overwhelming participant view is that although
novel, the concept adds value. In the Strategic Intent Trigger
phase, it opens up the ability to pro-actively engage with
potential adversaries prior to a possible trigger point and not
just counter bad behavior, but promote good behavior. In the
Strategic Intent Planning phase, it permits the shaping of
adversary attack plans through alteration of what they
percieve. In the Operational Action phase, it permits nuance
of response, which if acceptable risk levels permit, enables
the shaping of the adversary away from critical data and
better classification of their identifiable characterizations.
As a cohesive concept, it adds value by not just focussing on
the cognitive aspects of the adversary, but creating another
layer of defensive opportunity.
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But where there is value there are challenges. Even
though a gap in defender cognition exists, utilizing this
strategy to bridge and exploit it will be difficult. As an
unproven and theoretical concept, demonstrating value
against ROI will require incremental progress and cultural
change of how the enterprise views and conducts cyber
defense. Participant opinion was that of seeing value in the
concept, but struggled to identify the path to maturity.
Employment of this strategy requires full use of people,
process and technology across the enterprise, looking at the
defensive problem through multiple lenses for pro-active
solutions, and shifting out of the technical solution ‘filter
bubble’ we currently reside within.
A truly coherant cyber defense strategy is one that
embraces diversity in methodologies, along with passive,
proactive and interactive activity to reduce the risk from the
adversary. By projecting this strategy out from the defensive
castles we live within, we increase not only what we can see,
but what we can do. The cognitive ACD strategy proposed
by this study is not the whole answer to the cyber security
challenge, but it is unique, transformative and arguably adds
considerable value in the fight against the adversary.
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HUNT: SECURING THE
COMMERCIAL SECTOR SINCE
2013
Eric Hipkins, John Harbaugh,
Michael Morris & David Aucsmith*
The current approach of cybersecurity is not
working. This has been made abundantly clear by the media
reports of a multitude of recent events and breaches (and
*

Eric Hipkins is founder and CEO of root9B, a leading provider of cyber
defense services to corporations and governments globally. An accomplished
cyber and intelligence professional with more than 25 years of specialty
experience in advanced cyber and technical intelligence operations. He is
professionalized by the National Security Agency as an Cryptologist
Intelligence Analyst and Adjunct Faculty.
* John Harbaugh is the COO of root9B, a leading provider of cyber defense
services to corporations and governments globally. He has over 25 years of
diverse experience within the cryptologic and intelligence community as both a
member of the US military and Senior Executive in the federal government. He
was one of only a small number of NSA certified Master- ‐level operators with
expert skills in cyber and network operations across multiple disciplines.
*Michael Morris is the CTO of root9B, a leading provider of cyber defense
services to corporations and governments globally. He has over 13 years of
experience in intelligence operations, specializing in advanced Offensive and
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He has developed the program of record for Advanced Cyber Tactics, and
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Hunting and Offensive operations for the Department of Defense.
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“As the organization that first introduced proactive HUNT operations to the
commercial space in 2013, root9B has developed and refined its proprietary
capabilities and methodologies to create the necessary shift from the current
dependence on automated passive technologies.”
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other incidents not publicly reported). The damage caused
by these events has affected every business sector: energy,
retail, manufacturing, finance, medical, insurance, private
and public.
These victims have adhered to the regulatory
requirements and implemented industry accepted standard
practices. These efforts have had little to no impact on the
adversary’s ability to successfully breach their network. 1 In
many cases, the adversary continues to maintain access to
the victim enterprise in excess of 140 days.2
The current landscape of cyber victims is not
negligent or unsophisticated. In most cases victims adhere to
all compliance, regulatory, and industry standard practices.
While these defensive measures are important, they are
inadequate, especially when pitted against a patient, wellresourced Advanced Persistent Threat (“APT”) whose
sophisticated techniques far outpace standard automated
solutions. The issue is less about the organization’s cyber
investment, capability, or security infrastructure than it is
about the current defensive practice used for cyber defense.
Today’s network defenders rely on traditional passive
defense and automation. That said, adversaries are applying
advanced techniques, orchestrating attacks, and actively
targeting victims.
Adversaries find and exploit the gaps in defenses that
rely solely on automated tools. Firewalls, security sensors,
telemetry tools, and post-incident response protocols are no
match for them. The only effective counter is another human
being who stands in opposition to the APT’s malicious
1

For example, please see AP, “JPMorgan Discloses Data Breach Affected
Millions,” CBS News, October 2, 2014, accessed March 16, 2016,
http://www.cbsnews.com/news/jp-morgan-chase-discloses-massive-databreach-at-new-york-based-bank/.
2

Microsoft Advanced Threat Analytics, MICROSOFT,
https://www.microsoft.com/en-us/cloud-platform/advanced-threat-analytics.
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activities. This trained and equipped defender must serve as
the centerpiece of the organization’s cyber defense strategy.
This defender must occupy the center of cyber defense while
leveraging advanced technology to meet and defeat the
human adversary residing in the uncontested network space.
This requires a significant shift in current
cybersecurity protocol: bringing the human defender back to
the center of cyber defense while leveraging advanced
technology to meet and defeat the human adversary.
The HUNT3 technique has been honed through cyber
operations and training both within the Department of
Defense and commercial community. These operations, and
related training, include Network Defense Operations,
HUNT missions, and the implementation of state-of-the-art
defensive network designs. This new active defense,
Manned Information Security, is currently being adopted
across the Department of Defense, finance, retail and
industrial control markets. The model is focused on
identifying the adversary and its tactics, implementing
pragmatic, cost-effective mitigation strategies, and
understanding the client’s business context (understanding
what is most important to them) to pre-emptively defend
against cyber-attacks. This is an operationally focused,
human enabled model distinctly different from the often
exploited, technology-driven passive defense protocols
employed within most enterprise networks.
The current cybersecurity play-book is an inherently
passive model. It is passive in that it relies on static
hardening of the organizations’ infrastructure and
deployment of monitoring sensors around its network
boundary to detect malicious code or intent. The defensive
cyber sensors are configured to identify known artifacts or
other predefined adversary indicators. Guidance on how to
3

“HUNT” is the term used by root9B to denote intelligence driven active
manned information security, as in to “hunt” the adversary.
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implement this cyber defensive structure abounds. Current
cybersecurity best practices guide how cybersecurity
professionals should harden their infrastructure and what
their passive technologies should monitor. A broad
assortment of organizations,4 industry forums,5 and even
security vendors6 publish supplemental cybersecurity
standards and best practices. However, all of the best
practices contain essentially the same three elements:
reducing the organization’s attack surface, identification and
neutralization of malicious code, and the detection of
anomalous behavior:




4

Reducing the Organization’s Attack Surface: Best
practices recommend technology and processes to
isolate the organization, to the extent feasible, from
the world at large and the steps that should be taken
to reduce the possible points of attack. These
recommendations are based on well-established and
sound security principles such as least privilege,
separation of privilege, audit, minimal number of
open ports, services etc.
Identification and Neutralization of Malicious
Code: Standard practices tend to focus on
technology and processes for identifying malicious
code and intrusion techniques. This includes
malware signature identification of attack tools (e.g.,
antivirus technology) and rapidly remediating any
vulnerability targeted by malicious code (e.g.,

For example, the NIST Cybersecurity Framework, see NIST, “Cybersecurity
Framework,”
NIST,
accessed
March
17,
2016,
http://www.nist.gov/cyberframework/.
5 For example, the Payment Card Industry Security Standards, see PCI Security
Standards Council, “PCI Security Standards,” PCI Security Standards
Organization, accessed March 4, 2016, https://www.pcisecuritystandards. org/.
6 For example, Microsoft’s Enterprise Security Best Practices, see Microsoft,
“Enterprise Security Best Practices,” Microsoft, accessed March 4, 2016,
https://technet.microsoft.com/en-us/library/dd277328.aspx.
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patching). It requires the collection of network
traffic and the identification of indicators of
malicious activity.
Detection of Anomalous Behavior: Best practices
recommend the installation of various automated
anomaly detection mechanisms. These include
network intrusion detection systems (IDS) and
computer log scanners. These systems function by
matching observed activity with rule sets that
correspond to anomalous or known adversarial
patterns. Keying on these rule sets allows these
systems to identify and stop known bad events.

Unfortunately, these same published standards and
practices provide the adversary a play-book of what they can
expect from their target network. Through experience, the
adversary also has a reasonable expectation that it will not
face an active human defender in a cybersecurity landscape
filled with automated technologies, published standards,
antiquated best practices, and compliance requirements.
They know that if they breach the network’s boundary, they
will most likely have freedom of movement within the
victim’s uncontested network interior.
The current state of today’s cybersecurity programs
reflect the learned best practices developed through dealing
with the attack tools and techniques used in the past. Those
responsible for cybersecurity have developed these best
practices to try to deal with the ever-changing panoply of
network worms, viruses, and malicious code. These best
practices continue to be necessary to deal with some amount
of these types of attack tools and techniques, but are not
sufficient when facing an actively engaged adversary
targeting a network with motive and purpose.
The failure of the current defensive strategy lies in its
static nature. Attack tools and techniques that employ
advanced breaching techniques and polymorphic malware
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have evolved well beyond the capacity of static and passive
defenses. The new model for attackers, particularly highly
sophisticated or focused APT adversaries, is to execute
targeted reconnaissance and intelligence of the victim’s
network defenses. Attacks are customized, unique, and
adapted by a thinking, active, human adversary. If there is
any hope of preventing this caliber of sophisticated attack,
an active human defender must be involved.
Adversaries carefully develop the intelligence
necessary to know what sensors and capabilities the defender
has deployed. Adversaries train against those defenses and
develop new and unique attack tools, techniques, and
procedures that even the best practices of a static defense
will not detect. Historically, no static or passive defense will
long remain secure against an adversary who has freedom of
initiative and movement.
In its simplest form, todays’ cyber defense against an
active adversary is a human conflict in cyberspace. The
man-against-man struggle fits very well within the “OODA
loop” (Observe, Orient, Decide, and Act) model of conflict
theory developed by Colonel John Boyd between 1977 and
1992.7 Boyd’s theory of conflict is well suited for analyzing
conflict in cyberspace, as it is more temporal than physical
and spatial.8 It focuses on the uncertainty created in an
adversary who, while being significantly slower at
processing situational information, is far more adept and
resourceful at bypassing blocking defensive obstacles.
William Lind summed up Boyd’s theory as:
Conflict can be seen as time-competitive
observation-orientated
decision-action
cycles. Each party to a conflict begins by
observing. He observes himself, his physical
7

John Boyd, “Patterns of Conflict,” Project White Horse,
www.projectwhitehorse.com/pdfs/boyd/patterns of conflict.pdf.
8 Robert B. Polk, “A Critique of the Boyd Theory - Is It Relevant to the Army?”
Defense Analysis 16, no. 3 (2000): 258.
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surrounding and his enemy. On the basis of
his observation, he orients, that is to say, he
makes a mental image or “snapshot” of his
situation. On the basis of this orientation, he
makes a decision. He puts the decision into
effect, i.e., he acts. Then because he assumes
his action has changed the situation, he
observes again, and starts the process anew .
. .With each action, the slower party’s action
is inappropriate by a larger time margin.
Even though he desperately strives to do
something that will work, each action is less
useful than its predecessor; he falls farther
and farther behind. Ultimately, he ceases to
be effective.9

Unfortunately, a static defense will always lag
behind an active attacker in processing situational
information. It is inevitable. As the cyber attacker adapts in
real- or near real-time to the tools, techniques, and
procedures employed by static defensive measures, the
attacker will always prevail. The only effective counter to a
skilled, thinking, active attacker is a well-informed, thinking
active cyber defender. That is, a defender who can compete
with, and surpass, the attacker in Boyd’s OODA loop.
The current cybersecurity defense model assumes
that the network is secure until an alarm sounds. When this
occurs, an appropriate team investigates and resolves the
issue. This approach is always a forensic or incident “after
the fact” response event and is most likely too late to prevent
the adversary from achieving its goal. This is a static defense
that reacts to an identified threat and then initiates forensic
analysis and remediation. The initiative is with the attacker.
9

William S. Lind, Maneuver Warfare Handbook (Boulder, Colo.: Westview
Press, 1985), 5-6.
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The current approach provides the adversary the freedom of
action and the opportunity to conduct some or all of its
offensive operations prior to the activation of the defender’s
countermeasures. In a best case, this results in a reactive
response. In many cases, however, this is a catastrophic loss
of network sovereignty for the defender.
A defensive strategy that incorporates an active
cyber defender to proactively hunt for, and preemptively
engage the adversary within the organization’s proprietary
network is needed to counter the evolving cyber threat. This
new approach – Manned Information Security, or HUNT –
pits an active, thinking defender against an active, thinking
attacker.
The man-against-man defensive concept is a familiar
and proven approach in the physical landscape. The use of
manned guards has become all too familiar in the sensitive
areas of both commercial and government organizations.
Guards are present to inspect the current physical security
infrastructure and maintain the integrity of their responsible
spaces. The defender in the physical space leverages
technology (fences, alarms, cameras, locks, etc.) to augment
or supplement his or her ability to rapidly engage an
adversary attempting to breach the perimeter or operating
within the protected space. Should the guard identify a
breach, he or she is equipped with appropriate defenses to
actively secure the physical space and take action. The key
is that guards are not (or should not be) static, but instead
present an unpredictable variable to the adversary. These
human defenders, are actively patrolling and investigating,
cued by technology where there are indications of a breach
in their space. Best practices in the physical security space
encourage the guards to be neither routine nor predictable;
thus, the adversary cannot anticipate the defender’s actions.
In the cyber domain, an active adversary usually
gains access to an organization through tailored tools,
techniques, and procedures developed through good
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reconnaissance and intelligence gathering. The adversary
exploits gaps in the network defenses using advanced tools
or other techniques such as a phishing attack, waterhole
attack, or other socially engineered path. Once inside an
organization, the adversaries create redundant, stealthy
capabilities to maintain their undetected presence and
persistence. Eventually, they will attain their objective
whether it is access to key corporate information,
client/customer data, proprietary material, financial
material, or other corporate “critical information.” Once the
adversary has unfettered access to these items, it will hide
the exfiltration within legitimate communications. The theft
is rarely observed and the adversary will remove any
residual evidence of the operation. At this late stage,
traditional passive scanning and detection tools will have an
extremely difficult time detecting the adversary’s tactics or
tools. As a result, many organizations remain compromised
in excess of 140 days before recognizing the network breach.
This sobering metric is a testament to the challenges passive
security defenses and technologies face against the human
adversary.
To counter today’s advanced cyber threat, the
cybersecurity industry must continue to evolve to a Manned
Information Security approach that applies a human
defender armed with advanced detection and proactive
response technology. This approach includes a human-based
active adversary pursuit, or HUNT, environment where
human defenders actively maneuver through their networks
and systems to identify indicators of a network attack and
preemptively counter these threats. This new defender needs
accurate, relevant, specific intelligence to hunt for the
adversary actively targeting their network. The tactics,
techniques, and procedures of the adversary – their tradecraft
– are constantly evolving. It requires dedicated resources
with sophisticated means to remain cognizant of the
adversary. It also needs to be comprehensive enough to
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understand what is important and what is not. This implies a
dedicated intelligence capability that studies the adversary
and develops specific tools, techniques, and procedures to
counter the adversary. The new cyber defender can then
localize this intelligence through an array of sensors
deployed within an organization in accordance with industry
standards and best practices. As noted, the old paradigm is
still necessary; it is just no longer sufficient and needs to be
supplemented by a Manned Information Security model.
The combination of these efforts will create the necessary
counter to today’s elite human adversary.
The historical, highly published cyber-attacks
underscore the weakness in a defensive approach that
exclusively focuses on protecting networks with automated
sensor systems and signature driven defenses.
The implicit assumption in this new defensive
approach is that network defenders will know how to look
for and recognize the adversary, deal with them when found,
and leverage actionable threat intelligence to prevent the
breach in the first place. The defender must understand the
adversary’s mindset, motives, tactics, tendencies, and
exploitation techniques.
They must be well-trained,
intimately familiar with both their adversaries, as well as the
tactics and techniques employed by these threat actors. They
must understand not only their adversary, but also the
vulnerabilities and potential targets within the organization
they are defending. All of this must be backed by business
context driven, specific, and actionable threat intelligence.
This new cyber defense protocol of active, Manned
Information Security, informed by relevant and specific
threat intelligence, is necessary to halt the adversary’s
current freedom of maneuver in the defender’s networks.
This will empower network defense teams to expose and
predict network attack vectors that currently go undetected
by automated and passive security technologies.
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CYBERSECURITY GAMES: BUILDING
TOMORROW’S WORKFORCE
Monica Ricci and Jessica Gulick
PROLOGUE
Cyber competitions are venues, both physical and
online, where participants perform in closed environments
to defend the assets of an Information Technology (IT)
network. Like any competition, cyber competitions are both
instructional and gratifying for its participants. Within the
National Initiative for Cybersecurity Education (NICE) of
the National Institute for Standards and Technology (NIST),
the Competitions subgroup (NICEWG) set an objective in
early 2016 to explore the concepts, design strategies, and
pursue actions that advance the role that competitions play
in cybersecurity education, training, and workforce
development.
To explore and capture the concepts behind
competitions and envision how they might be expanded, 29
stakeholders with significant knowledge and experience in
both competitions and cybersecurity were interviewed.
Among the diverse opinions offered by the contributors, a
consensus emerged: the current and projected workforce
needs must be met not only by training more cybersecurity
personnel, but also by raising the bar on their skills, aptitude,
and ability to collaborate. Cybersecurity competitions can
play a critical role in this mandate: in raising awareness,
developing skills, and supplying the expanding workforce
needs of organizations of every type – private and public,
large, and small – to effectively defend themselves against
cyber threats.
Stakeholders interviewed for this discussion
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included representatives involved in cybersecurity and cyber
competitions from the Department of Homeland Security
(DHS), the NSA, NIST NICE, CyberPatriot, Raytheon,
Northrop Grumman, BAE Systems, Leidos, the MITRE
Corporation, GE, BT, the University of Maryland,
University of Texas San Antonio, California State
Polytechnic University, Accenture, the SANS Institute,
(ISC)2, FireEye, CyberCompEx.org, Facebook, Katzcy
Consulting, Women’s Society of Cyberjutsu, Lifejourney,
Sherman Consulting, Zeneth Tech Partners, Ninjajobs, and
Secure Decisions.
INTRODUCTION
Whether hacking critical infrastructure like utilities
and financial institutions, disrupting political campaigns,
stealing intellectual property, or robbing citizens of their
identities and sense of security, cyber attacks increasingly
threaten industries, government agencies, and both the
public and private lives of individuals. The 2016 Verizon
Data Breach Incident Report catalogued over 100,000
incidents and 3,141 confirmed breaches, up from 79,790
incidents (>25% increase year over year) and 2,122
confirmed breaches the previous year (48% increase year
over year)1. To defend the nation, its industries and its
citizens against existing and emerging threats, the US
National Security Strategy is predicated on expanding the
skilled workforce to perform duties relating to information
security.
Of concern is the shortage between the number of
workers with cybersecurity defense skills and the number of
1

2016 Data Breach Investigations Report, VERIZON (2016),
http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/.
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open job requisitions, in both private enterprise and
government. The federal government faces the greatest
challenge with 83% of hiring managers struggling to find
and employ qualified candidates.2
For commercial
enterprises, a skilled workforce is imperative; yet experts
forecast a demand for 6 million cyber workers by 2019 and
a shortfall of 1.5 million.3
To produce this paper, the NIST NICE
Subcommittee for Competitions interviewed more than 25
thought leaders from government agencies, defense
contractors, other private industry entities and academia. All
participants are actively engaged in cybersecurity. They
shared their perspectives on this looming issue and the role
that cyber competitions might play in raising awareness,
enhancing education, attracting capable resources to the
field, and addressing the skills gap. The interviews sought
to understand:
 How effective are current competitions at all levels
— secondary, university and professional — at
developing and demonstrating skills, generating
awareness and a pipeline of current and future
professionals in the cyber defense field?
 What are the challenges and opportunities for
expanding competitions beyond current levels to
2

Martin C. Libicki, David Senty & Julia Pollak, H4CKER5 WANTED:
An Examination of the Cybersecurity Labor Market, RAND (2014),
http://www.rand.org/content/dam/rand/pubs/research_reports/RR400/R
R430/RAND_RR430.pdf, at 28.
3
Steve Morgan, Cybersecurity job market to suffer severe workforce
shortage, CSO ONLINE (Jul. 28, 2016),
http://www.csoonline.com/article/2953258/it-careers/cybersecurity-jobmarket-figures-2015-to-2019-indicate-severe-workforce-shortage.html.
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reach larger audiences, generate more skilled
resources, and elevate the skill levels of the cyber
defenders in the workplace?
Who might take the lead in elevating the scope of
competitions across government, academia and
private industry?

Competition stakeholders expressed diverse and
sometimes contrasting opinions about the priorities in each
of the above areas. Their experiences fuel numerous debates:
 Are technical skills or soft skills more important in
producing a strong cyber defense?
 Does skilled cyber defense require individual or
group effort?
 Should cyber training and competitions emphasize
offense, defense, or both?
 Does the responsibility for addressing the workforce
shortage and skills gap fall primarily to public
agencies or private industry?
 How should investments in education prioritize
between short-term and long-term workforce
requirements?
 When does standardization of the competition and
education process enable scale, and when does it
hinder the creativity and agility needed in a rapidly
shifting area?
Competitions, both as games or as skills
development tools — could be improved through
standardization and through expanding the competitive
arena. Standardization could slow the pace of growth;
however, if left to develop organically, competitions may not
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address the growing needs of the cyber workforce in either
the short or the long term.
Among the diverse opinions expressed, one core
belief was shared by virtually every stakeholder: the cyber
workforce shortage is so critical that it demands an artificial
injection, an impetus, to attract greater interest and
participation that will accelerate skills development. The
arena of cyber competitions can serve as a significant
contributor. Cyber gaming appeals to younger generations,
representing both immediate and future cyber workforces.
An organized collaboration among key stakeholders can:
 Raise public awareness of the world of cyber
competition.
 Exponentially multiply the number of cyber games,
sponsors, and participants.
 Inform and restructure academic curricula.
 Transform and popularize specific cyber training
strategies.
 Aid recruiters in identifying talent.
Cyber competitions are believed to be highly
effective in skills development by providing hands-on
experience in simulated, real-world situations. What makes
these competitions unique is that the social and gaming
aspects of the playing field incentivize participants to be at
their most innovative and productive.
When discussing the standardization of cyber
competitions, interviewees frequently made comparisons to
sports. To the uninitiated, cyber competitions, seem nothing
like sports. There are few cyber stadiums,4 few superstar
4

The National Cyber League is an example where stadium-like
environments have been created. National Cyber League,
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players with recognizable names and faces beyond this
specific realm,5 no cheerleaders, no endorsement contracts,
and no standard rules of the game. Yet, the essence of
competition is the same: participants strive to be the best, to
excel by recognizing and focusing their talents and to
develop winning strategies.
Professionalizing cyber
competitions can mirror the structure used by large sports
leagues that have achieved breadth and scale: those have
rules, team roles, organized games, audiences and fans,
awards, marketing, and funding through sponsorships and
advertisers. The main difference between cyber and athletic
competitions underscores the importance of this white paper:
a real-world cyber arena exists, where bad actors with
malicious intent are inflicting damage upon individuals,
corporations, and nations.
 For students, competitions are held at the middle
school, high school and collegiate levels and
complement classroom teaching and laboratory
assignments with hands-on work in a social/gaming
environment that fosters learning in entirely
different ways. Parents, teachers, and other mentors
introduce children to the competitions so that
students will hone their abilities, learn teamwork,
and have fun while exploring avenues for applying
their talents in the future.
 For cyber professionals in the private sector,
competitions develop and demonstrate skills,
evaluate the abilities of a job candidate, raise
awareness among a business leaders, and boost
morale and productivity.
https://www.nationalcyberleague.org.
5
We acknowledge that cyber competition superstars do exist today.
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For industry and certification bodies, competitions
are increasingly accepted as work experience that
qualifies for recertification.
For governments, competitions generate skills
needed to defend the nation, its industries, and its
citizens against the growing cyber threat.
Competitions complement tabletop war games used
in training. Cyber threats are a growing focus of
national policy and regulation around the world.
Investments encourage collaboration among all
stakeholders to develop and expand the workforce,
and to that end, there are a growing number of
cyber competitions where nations compete against
each other to develop a workforce, and to
demonstrate skills and share knowledge (e.g., at the
EC-Council’s Hacker Halted).
And for the cybersecurity field in general,
competitions foster innovation: innovation in
tactics and techniques, both offensive and
defensive, where learning is shared and drives the
advancement of processes, technology, knowledge,
and skills among the competitors.

The contributors’ opinions, case studies and
anecdotes captured demonstrate that cybersecurity
competitions raise awareness, develop, and demonstrate
skills, and expand the pool of human resources recruited into
government or private sector jobs. The social and gaming
aspects are seen as particularly compelling for up-andcoming generations of potential workers, and the
stakeholders participating in this white paper yearn for cyber
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competitions to achieve what sports leagues have with
publicity, followership, sponsorship, and participation.
They wonder how all aspects of an athletic league, like
baseball or football, could be adapted and utilized to both
accelerate and broaden the adoption of cyber competitions.
This paper makes recommendations on not only continuing
but also fast-tracking this discussion, and expanding it to
include all interested parties.
I.

COMPETITIONS: AN OVERVIEW
The history of cyber competitions spans more than
two decades. Mr. Jeff Moss, the founder of DEFCON,
created the inaugural event in 1993 to bring together
knowledgeable BBS (bulletin board system) hackers to
speak, practice and share hacking skills.6 Shortly after, this
initiative attracted participation from industry and law
enforcement in the hopes of developing better cyber
defensive tactics and strategies.
Cyber competitions today come in a few different
flavors. Many are events where individuals or teams play
defense or offense to protect or attack assets in an Internetconnected computer network, or to solve forensic or other
cyber-related challenges.
 “Capture the Flag” (CTF) competitions can involve
Jeopardy-style questions or hands-on offensivedefensive activity on a network.7

6

Helpnetsecurity, The Story of DEFCON, YOUTUBE (Jul. 30, 2007),
https://www.youtube.com/watch?v=lg6bQMTjHCE.
7
Tim Harmon, Cyber Security Capture The Flag (CTF): What Is It?,
CISCO (Sept. 14, 2016), http://blogs.cisco.com/perspectives/cybersecurity-capture-the-flag-ctf-what-is-it.
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In a Jeopardy-style CTF, teams are scored and
advance by answering questions on topics in
various cyber categories including cryptography,
steganography, physical security, forensics, and
scanning.
In offensive-defensive CTF, while battling
competitors, players endeavor simultaneously or
alternately to defend their assets and infiltrate their
opponents’ network to assets to reach their
objective.
Operational competitions evaluate teams and award
points not only in the technical areas of defending a
network and maintaining continual service, but also
in business challenges related to an IT security job
function (e.g., researching technology or presenting
to management). In these types of competitions, a
“red team” of expert volunteers perform as hackers,
and attempt to break into the network and disrupt
service.
Forensics competitions task students to solve
forensic challenges either in a standalone event8 or
as part of a larger cyber competition.
A research paper competition sponsored by the
“National Security Agency Science and Security
Program” recognizes the best scientific
cybersecurity paper from the previous calendar year
published in a peer review journal or presented at a
conference. Described by Dr. Adam Tagert,

Cyber Forensic Challenge, https://cyberforensicschallenge.com/.
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director: for four years, this initiative has
recognized researchers who have demonstrated
lasting impact to the science of cybersecurity. The
competition promotes the validity of their research
and encourages more quality research in this field.
Policy cyber competitions, such as the Atlantic
Council’s Cyber 9/12 Student Challenge, provide an
opportunity for students across academic disciplines
to interact and compete to achieve a deeper
understanding of the policy challenges associated
with cyber crisis and conflict. Using an interactive
learning experience with a competitive scenario,
exercise teams respond to a realistic, evolving cyber
attack and analyze the threat it poses to national,
international, and private sector interests.

Competitions may be executed in controlled
environments9 under the supervision of cyber experts from
academia, government and private industry who construct
the playing field ecosystem, design the scenarios, and
usually act as the attackers and role play characters during
the simulation to best approximate real-world business,
government, and strategic situations.
Competitions can be conducted entirely online, but
the most common type of competition discussed by our
stakeholders is a team competition, played in rounds, in live
environments where competitors, organizers, judges,
educators, and sponsors are present. Most competitions
score competitors as teams, but a limited few also score
9

H. RES. 1244, Recognizing the National Collegiate Cyber Defense
Competition for its now five-year effort to promote cyber security
curriculum in institutions of higher learning, (June 29, 2010), available
at https://www.govtrack.us/congress/bills/111/hres1244/text
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individual contributions.
Competitions come from many sources: the
brainchild of a single individual or the work of a large,
organized group. Their operating budgets are either selffunded or financed by corporate sponsors and government
grants.
II.

A BRIEF INVENTORY OF COMPETITIONS
Over the course of over 25 interviews for this paper,
stakeholders described their involvement with and the
operation of many competitions at the secondary school,
collegiate and professional level. Sixteen competitions and
competitive platforms were discussed by one or more
interviewees. Day-Con X, DEFCON, BlackHat and SANS
NetWars are examples of professional competitions.
CSAW, the National Collegiate Cyber Defense Competition
(NCCDC) and the National Cyber League are examples of
collegiate competitions. CyberPatriot, GE’s GhostRed and
the Cyber 9 ½ Challenge are examples of high school
competitions. These are just a few examples. At least 38
competitions across all levels are included in common
inventories. CyberCompEx.org maintains a list of active and
archived competitions in the USA.

III.

WHY COMPETITIONS?
Sporting metaphors are frequently used to inform
everyday discussions on topics from business to education
to politics.
With terms like “Monday morning
quarterbacking,” “knocked it out of the park,” and “full court
press,” the language of athletic competitions has bled into
the lexicon of everyday life.
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The conflicts within a competition make for great
storytelling. Tension and interest are created as athletes and
spectators eagerly await the outcome of the contests, equally
ready to laud the winners and criticize the losers. There’s a
common desire to prevail and learn from the contests,
uncovering the reasons behind a defeat and understanding
the strategies that led to a win.
Professional sports are fed by an extensive structure
of leagues where plays are introduced to, learn and perfect
their skills. Youth leagues, such as those for baseball,
football, or soccer, introduce young children to the game,
and they learn fundamental skills, strategies and teamwork
required to compete more effectively at higher levels.
Competitions held at the middle school, high school and
collegiate levels provide further opportunities for
individuals to get involved, allowing thousands of young
adults to try their hand at these sports and for fans of all ages
to engage as they cheer on their hometown favorites. The
professional leagues and their championship games are at the
pinnacle of these competitive ladders. And the professional
championships have large viewership, attracting sponsors
who pay premium rates for advertising to those audiences.
Cyber competitions tap into the tradition of pitting
one side against the other. Youth competitions offer
participants a chance to learn the fundamentals of
cybersecurity in a fun, engaging format and provide an entry
point into the professional workforce.
“On the playing field, as in the Security Operations
Center, skills matter,” says Jessica Gulick, CEO, KATZCY
Consulting. “But trust, communication and teamwork matter
more. Cyber sports teach security professionals to think
critically and creatively about offense and defense, about the
measures and counter-measures associated with every
move.”
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The NICEWG contributors believe that cyber
competitions are a valuable learning opportunity for
participants, regardless of skill level. “Cyber as a sport” is a
growing trend in high schools; the number of high school
teams that participated in the Air Force Association’s
CyberPatriot doubled in a two-year period from over 2,200
in 2014 to over 4,000 in 2016.10 Educators increasingly
recognize cyber competitions demonstrate and develop
planning, leadership, collaboration, and communication
skills and offer a compelling alternative for students of all
ages who are less likely to compete or excel at physical
sports.
Competitions also provide safety, security, and
enjoyment. When practicing both offensive and defensive
maneuvers in a typical competition environment, players are
encouraged to practice and hone cybersecurity skills in a
controlled, real-world environment where no harm can come
to the competitors. Finally, cyber competitions are a forum
for networking, team building, and information sharing.
IV.

THE MANY FACES OF CYBER COMPETITIONS
In today’s advanced societies, many youth have
never experienced a world without computers, cellphones,
and other Internet-enabled devices. And whether they enjoy
Candy Crush Saga or multiplayer games, according to one
estimate, the average “21-year-old has spent 10,000 hours
gaming – about the same amount of time he’s spent in school
10

The number of teams registered in 2016 has reached record levels, as
reflected in Cyberpatriot IX Registered Teams, AIR FORCE ASSOC.,
http://www.uscyberpatriot.org/Documents/CPIX%20Current%20Regist
ered%20Teams.pdf.
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from 5th to 12th grade.”11
The social and gaming aspects are attractive to
younger generations, making cyber competitions a valuable
tool in recruitment and workforce development. The need
to expand the cyber security workforce is behind considering
how standardization and professionalization can accelerate
the growth of cyber competitions in terms of number, size,
reach and stature? The stakeholder community is at odds
over how best to address the cybersecurity workforce
shortage. As cyber competitions grow and evolve around
the world in an effort to keep pace with market changes, their
relative novelty and expanding adoption create a study of
contrasts. The following sections describe key topics where
our cyber competition experts held differing opinions on
cybersecurity, competitions, and the way forward for each.
This paper’s contributors listed many skills than can
be developed through cyber competitions. Leadership,
teamwork, and communication were most frequently cited.
Increased self-confidence was another important benefit.
“The teams who perform well assign roles to team
members. One member might focus on firewall and intrusion
detection systems. One person might build operating
systems and harden them... But frankly, we’re looking for
leadership: who is leading, motivating, helping them
overcome when they’re ready to quit, because they’ve been
hacked.” – Joseph Krull, Security Principal Director,
Accenture.
Communication is essential “to make very
compelling arguments as to why certain issues are important,
and to determine who can identify consequences, who can
11

Nick Shore, Millennials Are Playing With You, HARV. BUS. REV.
(Dec. 12, 2011), https://hbr.org/2011/12/millennials-are-playing-withy.
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make decisions for prioritization and the like.” – Greg
Touhill, Deputy Assistant Secretary, Cybersecurity and
Communications, Department of Homeland Security (DHS).
Competition builds “self-driven research skills — in
these competitions. You’ve got to have the initiative and go
out and look for things…find out how to use an exploit to
help the team… or run a command. Ultimately, it’s a
confidence builder.” – Lisa Jiggetts, CEO, Women’s Society
of Cyberjutsu.
V.

TECHNICAL SKILLS VS. SOFT SKILLS
This paper’s stakeholders believe that skills
development is a critical outcome of cyber competitions.
Many contributors cited the importance of teamwork and
soft skills as much as they emphasized technical skills
improvement. Many believe that cyber competitors and
workforce professionals benefit most from technical
training. Computer science and computer engineering are
often cited as the most desired majors for college students
being recruited into the cybersecurity workforce.
Competitors and cybersecurity professionals alike must have
at least a basic knowledge of “how things work,” including
networks, threats, and malware. Technical emphasis
corresponds to the predominance of computer science and
computer engineering students at cyber competitions.
But the soft skills of leadership, communication
(translating technical subjects into business terms),
critical/analytic thinking, teamwork, and creativity were
frequently identified as desirable characteristics in a
cybersecurity role. Several competition observers described
team formation, team dynamics, leadership and
collaborative problem-solving as characteristics in high
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demand. Recruiters prefer these traits and sponsors
regularly offer jobs to competitors, often during the
competitions themselves.
The workforce requires both technical and soft skills,
and these diverse needs are reflected in the NICE
Framework and in certification organizations. As (ISC)2’s
Dan Waddell, regional managing director for the North
America region, observes “If you put [all certification
bodies] in one room and map our certifications to the NICE
Framework, it covers the gamut. It covers hard-core
technical skills, but also softer leadership/managerial skills,
as well. You need a blend.”
Although, says Laurin Buchanan, principal
investigator at Secure Decisions, “[Competitions remain]
focused on high school and college level students, who may
or may not be studying computer science and computer
engineering – which, from my point of view, is entirely
useless to hire someone as a cybersecurity engineer. They
don’t understand networks; they don’t understand threats
and malware.”
Contributors note that both technical and soft skills
are on display during a cyber competition. Rodney Petersen,
director of NICE, notes: “When I walk around the
competitions and observe, I quickly notice the teamwork and
how small groups of people are working together. I pick up
on non-verbal behavior, leadership skills. From monitoring
the activity, you can ascertain someone’s technical
proficiency, and then their speaking ability, as it comes up
in the competition. And employers can do the same thing by
walking around and observing them.”
Cyber education is regularly associated with STEM
(or STEAM) education (science, technology, engineering,
art, and math). Whether this association helps or harms the
goal of strengthening and expanding cyber skills education
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is unclear. Linking cyber education to STEM may not
adequately support the development of soft skills. The
historical concern that sparked an emphasis on STEM
education was the USA’s declining rank on the global stage
when it came to technology skills. The current impetus – to
defend our nation, our industries, and our citizens -is more
critical because of the intensifying threat. Therefore, cyber
education must be addressed and deployed more rapidly and
more widely than STEM.
VI.

INDIVIDUAL VS. TEAM SKILLS (AND MIXEDGENDER TEAMS)
The stakeholders express different and contradictory
opinions about the role of the individual versus the role of
the team in cyber competitions and, more broadly, within the
cyber workforce.
In hiring an employee, the individual is typically evaluated
as an individual, and subsequently progresses through his or
her career in the same fashion. But modern cybersecurity
professionals are expected to contribute as a team. The soft
skills of teamwork and knowledge of the larger business
environment were cited as frequently by contributors as
individual technical skills.
“There are no lone eagles; this is a team sport.” –
Greg Touhill, Deputy Assistant Secretary, Cybersecurity
and Communications, DHS.
One of our contributors posited that the image of a
white knight or the lone cyber warrior may be conjured by
Hollywood (as seen, for example, in the television program
NCIS). However, other contributors were quick to point out
that security training and certification programs focused on
the individual could reinforce the notion of being an army of
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one. In contrast, Mike Cameron, director of business
development at Leidos, reminds us, “If you look at the cyber
competitions, the ability to succeed is driven not just by
individual skills, but how well they communicate as a team
to deploy those software skills and team behaviors and
function. You’re not just training, but you’re doing
workforce development: you are developing teams as well
as people.”
In the face of the forecasted skills shortage,
developing and testing team skills in real-world scenarios is
imperative. Evaluating individual skills and overcoming
challenges of scoring (discussed later in this paper), stem
from the inherent nature of cybersecurity, requiring both
individual warriors and well-coordinated teams.
A note on gender and education: one contributor
relayed a particularly poignant anecdote about high-schoolaged girls who participated in an all-girls robotics
competition. Upon completion, the young women were
invited to participate in a cyber competition and were asked
to choose between a mixed-gender competition and an allgirls competition. One responded that if she had been asked
before the robot program, she would have chosen to be on a
team with all girls. But now that the team had proven what
they could do, they had confidence and would choose to be
in a mixed group.
Women are gaining ground in the cyber arena,
including in competitions; 2016’s Brigham Young
University team at the National Secretary, Cybersecurity and
Collegiate Cyber Defense Competition (NCCDC) notably
included four female members.12 Stakeholders believe that
12

Valentina Zaraya, How These Mormon Women Became Some of the
Best Cybersecurity Hackers in the U.S., FORTUNE (Apr. 27, 2016),
http://fortune.com/2016/04/27/mormon-women-cybersecurity/.
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targeted outreach to girls and women, and a focus on
teamwork and soft skills that are often evident there, are
necessary considerations for expanding the cyber
competition and workforce arena.
VII.

OFFENSE VS. DEFENSE
One of the most debated subjects among
stakeholders is whether cyber education and cyber
competitions should include the study of offensive skills: the
role of the attacker or hacker. Most of the contributors who
organize and/or sponsor secondary school and collegiate
competitions believe that the scope of the game should be
limited to defensive capabilities.
In the era of WikiLeaks and state-sponsored hacking,
some stakeholders feel it is too much to expect competitions
to teach the complex ethical issues of hacking alongside the
technical and soft skills required of a cybersecurity
practitioner. And there is a lingering bias that practicing
offensive skills encourages the wrong talents.
This stance, however, runs counter to the beliefs of
stakeholders who consider the cyber arena to be a
battleground.
In warfare, understanding offensive
techniques is as critical as pitting might against might. As
cyber threats become increasingly sophisticated, the need to
“get into the enemy’s mind” intensifies. This requires, they
believe, expanding the study and practice of offensive
methods.
“Being able to look at your defensive position as an
attacker, through an attacker’s eyes, is critical,” says Pete
Clay, principal of Zeneth Technology Partners. “From my
background, a military point of view, my ability to attack has
informed my ability to defend. The teams should switch
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sides; the team that attacks should be on the blue side and
defend in the next scenario. The ultimate goal is not just to
teach a tactic, which has limited applications in the market.
But teaching the tactic and then the defensive techniques to
stop bad things from happening, teaching how to orchestrate
and use the defenders’ tools to prevent bad things from
happen[ing] - this is critical.”
There are pragmatic reasons for allowing
competitors to play both sides. Jenn Henley, director of
security at Facebook, points out, “If you’ve learned
something in a book, by the time you’ve graduated and put
it in practice, threat actors and models have changed. Where
these competitions are so valuable – they force students to
use critical thinking, take foundational skills and put them in
practice. It allows them to practice both offensive and
defensive [techniques]. Forces them to think as an attacker
and a defender. And you can’t get that from a book, or in a
classroom.”
“Playing a part on the blue team in information
security can, to a very small degree, be compared to the lot
of a hapless soldier. The soldier is told to guard a certain hill
and to keep it at all costs. However, he is not told who his
enemy may be, what they look like, where they are coming
from, or when (or how) they are likely to strike. To ride this
analogous horse a bit further, the soldier is given a hand-medown rifle with only a few rounds of ammunition to fulfill
his task. It seems a bit unfair really; even the American
Revolution got Paul Revere.” -- Verizon’s 2016 Breach
Investigations Report13.
VIII.

PRIVATE VS. PUBLIC

13

VERIZON, supra note 1.
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Not surprisingly, during their interviews, many
interviewees made an association between patriotism and
cybersecurity. In fact, today’s cyber competitions draw
significant investment and attention from the military
services and defense industry. Mike Cameron points out,
“The cyber competition community is usually at the nexus
of government organizations, academia and professional
organizations like the Air Force Association and others.”
Public sector funds, in the form of sponsorships, have
jump-started competitions, stimulated interest and
awareness and increase participation. The most significant
backers of some of the largest competitions, like
CyberPatriot and NCCDC, are defense-related organizations
or government agencies: the Armed Forces Association,
DHS, NSA, Northrop Grumman, and Raytheon, to name just
a few.
Yet, because 95% of US critical infrastructure is in
the hands of private industry, it is private industry that has
the most to gain in developing a skilled cyber workforce.. In
competitions that have scaled dramatically, like
CyberPatriot and CCDC, most of their funding is private
rather than public.
Private industry has a growing need for highly skilled
cyber employees. To create a labor supply that can meet this
demand, most companies will require a business case for
investment. That investment strategy may include:
 Sponsoring competitions to increase size and scope,
and to expand outreach to students/competitors.
 Providing cyber expertise to competition organizers,
helping them develop scenarios, offering staff as
coaches and mentors, and staffing the red/white
teams, etc.
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Developing technology to enable competitions to
scale, working to develop standard taxonomy and
process.
Raising awareness in their communities and among
their clientele – and the public in general – about
the subject of cybersecurity.

Return on Investment (ROI) is important in the
commercial decision-making process.
Making a
cybersecurity business case must quantify the impact of
investing in defensive skills. Business cases must consider
several items that are difficult to quantify:
 The effectiveness of marketing to increase brand
awareness.
 The goodwill generated by associating with the
education sector on a topic of critical importance to
national defense.
 Investment in and availability of a large pool of
highly-trained resources at a fair price point.
“The US Cyber Challenge focuses on the national
level, to elevate the defense of our companies, governments
and institutions and citizens and ensure their private and
personal information doesn’t get into the hands of people
who will use it in a malicious way.” – Karen Evans, KE&T
Partners, CyberCompEx.org.
This paper’s contributors generally believe that scale
results when the private sector gets involved. Government
seed-funding can introduce new technology; expansion,
adoption, and maturity of that technology results from
private investment. In the long run, for cyber competitions,
the contributors all agree that the needs and involvement of
private industry will ultimately elevate the game to the
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benefit of private and public enterprises alike. This factor
reinforces the importance of ongoing conversations and
collaborations among all cybersecurity stakeholders.
IX.

SHORT-TERM VS. LONG-TERM WORKFORCE
NEEDS
“I tell people; if you want to be a security
professional and want to wear a suit and tie every day, there
is a place for you. If you want to have purple hair and sit in
a corner and not talk to anyone, there’s a place for you too.”
– Jenn Henley, Director of Security, Facebook.
When discussing the role that competitions play in
secondary and higher education, and in preparing
competitors for careers in cybersecurity, it becomes apparent
that there are different needs and expectations in the short
term versus the long term.
 Over 1.5 million cybersecurity jobs will be unfilled
in the US by 2020.14
 A leading Internet-based company reported to the
NICE Working Group that thousands of candidates
apply for every open software engineering position
posted; yet due to the scarcity of skilled personnel,
it takes 8-12 months to hire one cybersecurity
professional (in an environment with 125 open
requisitions).
Re-designing the education system to create a
14

Justin Hofherr, All those scary hacks are creating a lot of demand
for certain computer experts, BOSTON.COM (Dec. 8, 2016),
http://www.boston.com/jobs/jobs-news/2015/12/08/all-those-scaryhacks-are-creating-a-lot-of-demand-for-certain-computer-experts.
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cybersecurity workforce will generate results in the long run.
The stakeholders frequently compared this educational
transformation STEM, noting that the approach produces
results but the required pace is more urgent this time. “I
remember when we were doing this for electrical engineers
in the 1980s. We had a ‘war for talent’ long before the term
was coined,” says Jim Michaud, Director, CyberTalent
Solutions, The SANS Institute. “In every case, the demand
got met; universities changed their curriculum to educate
more people; practical/tactical organizations like SANS
began to do it; pay in the field was so much more that people
shifted. In every other case, sooner or later, it got met.”
To address the immediate and short-term demand, most
agree that other tactics are required. Tactics might include:
 Raising awareness of the need to attract skilled
personnel to the field, and not necessarily
technically-trained people. As Laurin Buchanan
says, “If you’ve found a problem, but you cannot
communicate to your manager/CIO/CEO the
potential meaning and impact, then having found it
will do no good. I find that many technically-skilled
people are not very good at communicating in plain
language, in simple easy-to-understand terms, what
is going on.”
 Expanding professional competitions to develop
skills and redeploy resources where they are
needed. This opportunity benefits people who are
re-entering the workforce or changing careers midstream; and based on the statistics cited above, the
cybersecurity field represents a “growth industry”,
while other traditional job functions are on the
decline.
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Creating training programs to address the need at a
national level, and consider options for engaging a
diverse workforce, including training women and
veterans, and offering flexible working conditions.
Jim Michaud notes that Alan Paller, president of
SANS, makes an analogy between the deficit of
InfoSec professionals and the risk to the world and
the deficit of pilots before WWII. He points out
that, “You do not go to a four-year university in
order to learn how to fly an airplane … you go to a
flight school. A lot of SANS courses and
competitions are like flight schools. Before WWII,
we needed 20 times the number of pilots, and we set
up 22 flight schools around the country.”
Generating interest and enthusiasm among people
with the skills, knowledge, or aptitude, to fill cyber
positions. To target young people, make cyber
“cool” and accessible. For career-age people,
increase cyber-awareness and education in
‘mainstream’ courses of study (e.g., top MBA
programs). As Jim Michaud comments, “HR
professionals have learned from STEM that if we
generate interest and awareness early, we can
ultimately increase people in the field. In cyber,
that’s important, but not enough, and will take too
long. Our view is, converting people mid-career
from other fields through assessment tools and
taking them through our program is important in the
short run. Middle schoolers don’t have careers for
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10 years, and we need to address the problem
NOW.”
X.

WORKFORCE
DEVELOPMENT
EXTRACURRICULAR ACTIVITY

VS.

Student competitions are typically extracurricular
activities for students. In the workforce, competitions are
professional development tools. Most of the stakeholder
input focused on raising cybersecurity awareness in schools
as a subject to study, a skill set to develop and as a career to
pursue. Workforce development, for those already in the
professional arena, is an extension of the earlier debate about
the short-term and long-term skills need. Increasing student
cybersecurity involvement is an important long-term
strategy, but there are significant short-term needs to be
addressed. While there is a growing arena for professional
competitions, if these are going to be accepted as tools to
train and develop practitioners in the field, then stakes have
to be higher than professional bragging rights.
In his IEEE paper, Dr. Gregory White, Director for
Infrastructure Assurance and Security at the University of
Texas, references Microsoft’s Senior Technology Officer
Lewis Shepherd’s 201015 webcast, Hiring the Next
Generation of Cyber Professionals in Government. White
explains the concern that government agencies, like DHS
and NSA, were hiring virtually all the available qualified
professionals, leaving private industry to scramble.
Foreshadowing today’s crisis, Shepherd asked, “How do we
train and retrain, and do ‘long training,’ with our current
generation of professionals?”
15

O'Reilly, Hiring the Next-Generation of Cyber Security Professionals
in Government, YOUTUBE (May 17, 2010),
https://www.youtube.com/watch?v=nwlkcC5KMvA.
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Participating in competitions earns certification
credits for professionals. “Certs” like the CISSP and others
require the professional to pursue ongoing study in order to
maintain their certified status. Today, credits can be issued
manually, but standardizing their issuance should be
considered. Businesses can also incorporate competitions
into workforce development and standard operating
procedures.
As Nasrin Rezai, global CISO of GE Capital
explains, “Not only in cyber but in other parts of the
company, there are a lot of competition-style ways of
promoting new idea generation. Sometimes organizations do
it [competitions] one-off, or it isn’t a part of their
development and workforce planning strategy. We see it as
a component of our workforce development. Annually, one
business takes the sponsorship; we jointly share cost, and we
make it happen. The challenge becomes when you consider
it a side job, interest or hobby of the group, instead of a
critical component of learning and development.”
StackSmash is one example of a professional cyber
competition. GE’s annual IT security hackathon provides a
gateway to cybersecurity at GE. By engaging professionals
from IT functions to explore the limits of innovation for realworld security issues, GE has seen tremendous value in
imaginative thinking and new tools as well as the byproducts of enabling collaboration and building crossbusiness relationships.
Another professional development competition is
GhostRed. This homegrown capture-the-flag competition,
has expanded organically within GE over the past five years.
What started as a volunteer-driven effort to excite and
connect students with hands-on cybersecurity experiences,
has now become a formalized GE program designed to
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recruit top talent into the company.
XI.

TEACHERS VS. STUDENTS
The interviewees frequently noted that today’s
students are not aware of cybersecurity as a field of study or
as a career path. Where the students are uninformed, so are
the adults — the parents and educators. In fact, the gap
between adults’ skills and students’ skill is growing: today’s
first grade children are proficient in the use of smart phones
and tablets because these devices have been in existence and
widely available since their birth. They know more than their
teachers and parents about the use of tablets.
Educators, parents, coaches, and the wider education
complex must be made aware of the subject of cybersecurity.
Similarly, senior executives and boards of directors in the
typical business are largely unaware of the threats their
companies face, their need to defend them, and how to do so.
Education and training is critical across the board for leaders
– educators and corporate leaders – to increase the
effectiveness of cyber education in schools and
cybersecurity processes in businesses.
“I think cyber education is about teaching how things
actually work. You need to understand how the Internet
works and how packets work. For many people the computer
is more of a black box than their car. They know their car
needs gas, that it needs maintenance; there are inspections;
they need a driver’s license. They can drive around (in) this
big, scary thing, because safeguards have already been
established. But the computer, and the amount of damage
that can be done to a person’s reputation and identity —
people don’t get it. Cyber education needs to be about
explaining how the Internet and networks work; this needs
to begin as early as elementary school.” – Laurin Buchanan,
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CISSP, Principal Investigator Applied Visions, Inc., a
division of Secure Decisions.
School systems have numerous priorities vying for
attention and investment, and because they are charged with
the care and nurturing of youth, they are generally riskaverse. Therefore, changing the education system is not easy
to do. But if education is about teaching critical skills,
Laurin Buchanan suggests “(We must) graduate useful,
intelligent members of society and workforce; and we
haven’t done that with cyber.”
Many interviewees made comparisons to their own
high school curricula in their analogies to today’s need for
cybersecurity education: health class and hygiene, physical
education, driver’s education, home economics and
trade/manufacturing-related courses were widely taught,
because they were considered critical life skills. These
interviewees asserted that the current prevalence of
technology and related threats indicates that cybersecurity
education can be viewed on equal footing with other subjects
taught in schools. Training educators on cybersecurity issues
can be made a higher priority; just as driver education
instructors are expected to have a driver’s license, all
educators can be expected to have a general working
knowledge of cybersecurity.
XII.

STANDARDIZATION
CREATIVITY

VS.

THE

SPEED

OF

The subject of standardization in the realm of
cybersecurity and competitions was not greeted with much
enthusiasm by interviewees. In an arena where speed,
adaptability and creativity are core defining tenets, there is
resistance to adopt standards that may encumber innovation.
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There is great reluctance to overlay the process of proposing,
developing, agreeing upon, and adopting standards. But
when discussing creating, executing, and expanding
competitions, several areas were identified where a standard
approach would be beneficial to deliver economies of scale
in an environment of scarcity.
Areas for standardization and collaboration across
competitions include:
 Tools. Competitions involve labor intense processes
for injecting actions into game play, tracking
competitor progress, and scoring individual and
team performance. Interviewees recommended
automated solutions: Facebook’s Capture the Flag
platform, Leidos’s Cyber NXUS, GE’s GhostRed,
the Air Force Association’s CyberPatriot
competition engine, and Secure Decisions’ ComicBEE, a “choose your own adventure story”
platform).
 Scenarios. Competitions continuously require new
scenarios to challenge the participants, especially
returning participants. Collaborating on scenario
development and developing standard taxonomy
were identified to mitigate this challenge.16
 Resources. Effective and challenging events are
resource-intensive. Cyber experts develop and run
the game, and may participate as red teams. Scaling
and expanding competitions must address staffing
needs, to consolidate and centralize staff or
knowledge.
16

Bryan Fite, global account CISO for British Telecom, mentions a
Scenario Development Language (SDL).
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Taxonomy. A dominant theme throughout the
interviews was the need to standardize the
taxonomy – the roles and definitions – in the cyber
security workforce, both for competitions and in a
professional environment. A human capital
perspective was often repeated: establish better
defined team roles that can be commonly
understood across organizational and industry
boundaries. There were also frequent analogies to
sports, with their rulebooks and roles: a football
team has a quarterback, defensive linemen,
receivers, tackles, as well as a trained, focused and
dedicated coaching staff.

“Everyone gets excited about competitions and
wants one of their own; but it’s a matter of scaling up with a
‘force multiplier’ and expanding the reach. There is a cost
associated with the competitive platforms and engines. They
take time, money, and people to develop and update them. If
you’ve ever had to manage the logistics for one of these
events, you know what it takes to do it.” – Dan Waddell,
Regional Managing Director, North America Region,
(ISC)², Inc.
XIII.

FUN AND GAMES VS. MEANS TO AN END
Among other objectives, cyber competitions, like
other games, should be fun. While interviewees assign a
high entertainment value to cyber competitions, a non-expert
audience may likely disagree, which is one of the primary
barriers when discussing cyber competitions as a
competitive sport. The fun comes from meeting the
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challenge, learning new skills, working on a team,
socializing with competitors and sponsors, and achieving
success.
To attract the workforce of tomorrow, or the younger
generations, gamification, rules, teams, and scoring are
believed to be highly effective. But a stronger argument for
gamification of the cybersecurity arena might be that those
competitive elements — process, teamwork, and results —
are precisely what it takes to construct an effective cyber
workforce.
One of the reasons that cyber competitions are seen
as effective and fun is that they maintain a safe environment
and eliminate the pressure that comes with the scoring and
grading that happens in the classroom. Davina PruittMentle, lead for the NICE’s Academic Engagement at NIST,
says competitions “allow students to engage in an informal,
non-threatening way, unlike in the classroom where they are
graded. If we insist on scoring them, we will turn off some
kids, because it takes them out of their comfort zone and
away from the idea that they are just going out and having
fun.”
Because the games are fun, competitions can lead to
other endeavors: attracting students to STEM fields, and
stimulating creative thinking and innovation through
intellectual problem-solving. Clearly STEM education is
critical to national security, as the 21st Century Science,
Technology and Innovation Initiative for America’s
National Security report from May 2016 asserts;17 cyber
competitions are compelling method of attracting students to
17

A 21st Century Science, Technology, And Innovation Strategy for
America’s National Security, WHITE HOUSE (May 2016), available at
https://www.whitehouse.gov//sites/default/files/microsites/ostp/NSTC/
national_security_s_and_t_strategy.pdf.
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STEM.
However, competitions are not just about education
and learning.
Nasrin Rezai says, “We think that
gaming/cyber competition is a key component of learning,
education, and recruiting.” Competitions, especially at the
collegiate and professional levels, are ideally suited for
individual competitors to demonstrate skills and for hiring
managers in the government, defense sector and private
industry to most effectively identify the best resources with
the best skills. There were plentiful anecdotes in the
interviews about jobs being offered to competitors at
collegiate competitions. In 2009, Boeing, one of the
sponsors of the Western Regional Collegiate Cyber Defense
Competition (CCDC), hired the entire team from Cal Poly
Pomona on the spot. In 2010, one competitor was pursued
by multiple sponsors on the morning of the final day; they
were too late; he was offered a job over breakfast. These
examples suggest that competitions might be considered
auditions for potential cybersecurity professionals.
These discussions explored whether the games
themselves, and the outcomes – increased skills and cyber
practitioners – could be expanded through standards.
Competitions have been significant growth, with up to 40%
increase in participants over the past few years.18 Over the
past few years, participants in competitions have increased
by 40%. We asked: is a standardized approach unnecessary?
Or does the lack of a trained workforce and the rapid
advancement of technology justify intervention?
Professional
certification
is
built
upon
standardization, and as such we explored whether
competitions can benefit from an association with
18

As cited by Bernie Skoch
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professional certification. Dan Waddell from (ISC)2
indicated that currently, a manual calculation process
determines whether a candidate’s participation and
performance in a cyber competition can contribute to the
professional development component of maintaining CISSP
certification. Expanding competitions, particularly at the
professional level, and advancing consistency in their
processes and measurement, would facilitate organizations
like (ISC)2 accepting them as valuable skills development
tools and as a part of the certification process. If it served
their need to achieve and maintain certification, more
professionals would participate in competitions to improve
their skills.
Envisioning the potential reach, structure, and
impact that cyber competitions might have, several
stakeholders rely on the sports league analogies. Sports
leagues, for example football leagues, have:
 Standard rule books (with age-appropriate
adaptations as needed).
 Defined roles and responsibilities on a team.
 Organized events at multiple levels from Pop
Warner to the NFL.
 Booster clubs and leagues.
 Sponsorships and television rights.
 Recognition for teams and individuals, like
Heisman Trophies and Super Bowl rings.
 Large, passionate audiences and fans.
These attributes work in concert to elevate awareness
of and passion for the sport, and attract athletes to the sport
from a very early age. Apart from the love of the game, an
athlete’s prospect of making a career from the sport is
limited. The numbers tell the story: There are approximately
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1 million high school football players in the US19 and under
2,000 players in the NFL.
The cybersecurity field provides a contrasting image.
With 2 million jobs waiting to be filled, the prospects are
great for young cyber athletes to find employment (after
study, practice, and demonstrating his or her abilities) are on
the playing field.
XIV.

RECOMMENDATIONS
The opinions and narratives of interviewees reflect
different approaches and varying priorities regarding:
 Cybersecurity skills development
 Offensive and defensive roles
 Awareness, education, and workforce development
The opportunity of competitions—to raise
awareness, develop skills, and build a pipeline of cyber
professionals — encourage a national dialogue of
stakeholders from diverse constituencies:
 Founders and long-standing sponsors of the leading
competitions in the US, such as CCDC,
CyberPatriot, the US Cyber Challenge, Day-Con,
the Atlantic Council Policy Challenge, DEFCON
and others.
 Government agencies responsible for developing
cyber skills, including the NSA, DHS, and the
Department of Education.
19

Terrence Jeffrey, Football Is Top Sport in U.S.: 1,088,158 High
School Players, CNS NEWS (Feb. 2, 2014),
http://www.cnsnews.com/news/article/terence-p-jeffrey/football-topsport-us-1088158-high-school-players.
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Education systems at the federal, state and school
district levels.
Defense contractors who significantly invest in
competitions, for skills development and recruiting.
Private industry, which faces a skills shortage and is
well-situated to develop and distribute tools to
enable competitions and accelerate product
development and differentiation using competitions
as a proving ground.

The dialog should focus on building consensus in all
areas involved with and impacted by cyber competitions and
cybersecurity skills development. “If you impose structure
— a taxonomy, an environment — it is much easier to roll
out competitions across the USA and beyond,” says Tony
Cole, Vice President and Global Government CTO of
FireEye, Inc. “But you also put on handcuffs; what is unique
about the cybersecurity industry is that people think
differently. This is how they find the unique vulnerabilities
in systems. They don’t go after things in a structured
manner. A vast majority of cyber experts are self-taught.
So, we need a structure that can be replicated; but we must
ensure there is enough variance to allow ‘out of the box’
thinking.”
The objectives of this larger dialog should:
First, agree upon areas where collaboration and
standardization can facilitate expansion to a larger audience
across geographies, age groups, school districts, and public
and private enterprises without dampening the creativity and
innovation paramount to keeping pace with the attackers.
Second, explore how shared investment in
technology and process can both compensate for and
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develop areas of competition that are otherwise limited by
resources (people) and sponsors (funding).
Finally,, accelerate the advancement of the following
aspects of competitions as well as the cybersecurity
workforce as a whole:
 Standardizing performance measurement at the
individual and team level across competitions. “It’s
great that everyone wants more cyber competitions,
but without ‘division rules’ it makes it difficult to
judge the relative value of one competition versus
another. Without knowing whether the A team
from one competition is as good as the A team from
another, it isn’t an effective hiring guide.” Bobbie
Stempfley, Director of Cyber Strategy
Implementation, the MITRE Corporation.
 Aligning competitions with the NIST Framework.
“The goals of the NIST NICE Working Group
competitions subgroup are in sync with industry: to
advance and identify skilled people ready to fill the
growing needs of the workforce. The NICE
Cybersecurity Workforce Framework is a great
place to start to begin to understand the
relationships between competitions that develop
proficiencies in cybersecurity knowledge skills and
abilities and employers who value those knowledge,
skills and abilities tie to perform vital tasks in
cybersecurity work roles.” Bill Newhouse, Deputy
Director, National Initiative for Cyber Security
Education (NICE).
 Developing and sharing competitive platforms.
“Until you’ve done one, you don’t know how
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critical and how difficult it is getting the
competition environment working. You need a
willing partner, usually a college or university, to
host and deliver the resource intensive tasks of
providing working computers, a functional wireless
network, enough bandwidth from the ISP, and so
on.” Dan Manson, Professor and Department Chair
in Computer Information Systems at Cal Poly
Pomona/Co-Chair NICE Working Group
Competitions subgroup.
Developing offensive and defensive scenarios.
“From my military background, I know that my
ability to attack informed my ability to defend. You
can’t only teach defensive tactics that have limited
application in the broader marketplace. But teaching
attack methods alongside defensive techniques will
enable your teams to better prevent bad things from
happening.” Pete Clay, Principal, Zeneth Tech
Partners.
Defining roles and responsibilities within a team of
competitors or professionals. “Security is a very
broad field ranging from policies, standards and
compliance to software engineering and application
security. We are now focused on defining and
communicating the variety of security roles and
how and where they fit into our corporate
environment. There isn’t a single path into security:
there are different skills and techniques and tools to
advance a career down a desired path.” Jenn
Henley, Director of Security, Facebook.
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Training the trainers to enhance educator skills.
“It’s important to understand what is ageappropriate, train the educators, and give them the
tools to teach. A good analogy for teaching
cybersecurity is teaching health; we teach children
about hygiene, bacteria and germs first and then
move on to more advanced topics in the higher
grades. They need to understand the risk to their
personal health and the risk to their cyber health.”
Dan Manson, CPP/Co-chair NICE Working Group
Competitions subgroup.
Raising awareness among students, educators,
mentors, and parents on the career opportunities for
cyber professionals. “Kids don’t say ‘I want to work
in the medical profession when I grow up.’ They
say ‘I want to be a doctor, a nurse, a sonogram
technician, an EMT.’ They pursue specific roles
that they have seen and understand what is
involved, that they know who is helped by that
person or that role. In the cyber arena today, there is
almost no visibility at this level.” Laurin Buchanan,
CISSP, Principal Investigator, Applied Visions,
Inc., a division of Secure Decisions.
Establishing leagues and divisions to support a
competitive ladder for varying ages and skill levels.
“In 1971, there were 700 women and 78,000 men
playing high school soccer. Today, 450,000 men
and 390,000 women play at that level. For cyber,
we want to create a showcase that holds up these
mental athletes in as much esteem as physical
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athletes are held up. More jobs, careers and
economic impact will come from this arena than
from physical sports, and hav[ing] competitive
cyber leagues will bring that level of attention,
excitement, support and awareness that the field
deserves.” Dan Manson, Professor and Department
Chair, California State Polytechnic University.
Developing Cyber as a Sport. “Cyber is more than
IT. It is our behaviors, actions, and uses — most for
good ends, but some for bad. Cyber games train us
to know what we’re looking for, as well as how best
to respond. They develop leadership,
communication, and teamwork skills in a group of
people that typically are more introverted. By
developing cyber teams that compete in games like
sports teams do, we can establish a code of ethics
and a non-military approach centered on
collaboration and strategy that will create the
workforce we need for the future.” Jessica Gulick,
CEO, Katzcy Consulting.

Both a great need and a great opportunity exist for all
stakeholders in the cyber competitions community to come
together to better define the end-goal. Whatever the
differences of opinions and priorities, there are significant
synergies across all participants; and these synergies can
deliver accelerated results through collaboration,
coordination, and standardization, while acknowledging that
creativity and agility must be given a wide berth.
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A NOTE ABOUT NIST NICE, ITS CYBERSECURITY
WORKFORCE FRAMEWORK, AND THE NICE
WORKING GROUP COMPETITIONS SUBGROUP
The National Institute for Standards and Technology
(NIST) is a non-regulatory agency of the United States
Department of Commerce. Its mandate is to promote
innovation and industrial competitiveness by advancing
measurement science, standards, and technology for the
enhancement of economic security and quality of life. The
National Initiative for Cyber Education (NICE), led by
NIST, is a partnership between government, academia, and
the private sector focused on cybersecurity education,
training, and workforce development. The mission of NICE
is to energize and promote a robust network and an
ecosystem of cybersecurity education, training, and
workforce development. NICE fulfills this mission by
coordinating with government, academic, and industry
partners to build on existing successful programs, facilitate
change and innovation, and bring leadership and vision to
increase the number of skilled cybersecurity professionals
helping to keep our Nation secure, and provide leadership.
NICE (http://csrc.nist.gov/nice/nicewg/index.html)
brings together public and private sector participants to
develop concepts, design strategies and pursue actions that
advance cybersecurity education, training, and workforce
development. Within the Working Group, subgroups focus
on specific topics. The Competitions subgroup is responsible
for conceiving this paper and encouraging all contributions.
The NICE Cybersecurity Workforce Framework
(a.k.a. the NICE Framework and NIST Special Publication
800-181) provides a blueprint to categorize, organize and
describe cybersecurity work into specialty areas and work
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roles that include specific tasks and knowledge, skills, and
abilities (KSAs). The CWF provides a common lexicon to
discuss cybersecurity positions and roles. It provides a
common language to speak about cybersecurity work roles
and positions/jobs, and is a reference to help define
professional requirements in cybersecurity.
The NICE Framework organizes cybersecurity work
into seven high-level task categories:
 Securely Provision
 Analyze
 Operate and Maintain
 Oversee and Govern
 Collect and Operate
 Protect and Defend
 Investigate
As the stakeholder community called upon to explore
the common themes and priorities for developing
cybersecurity skills, the NICE Framework will provide a
starting point to create taxonomy and encourage
standardization that will accelerate growth and expansion.
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Privacy and Data Protection in Brazil
INTRODUCTION
Over the past few years, the use of communication
technologies and information has significantly increased
throughout Brazil, along with a growing concern regarding
privacy and protection of personal information—mainly
related to information provided through the internet.
However, thus far Brazil has never had any specific statute
providing a comprehensive framework on data protection,
only general (and sparse) provisions on privacy and on
protection of personal information contained in the Brazilian
Federal Constitution, the Brazilian Civil Code, the Consumer
Defense Code, and, more recently, the Internet Law. This
scenario started to change on January 28, 2015, when the
Brazilian Government issued the Preliminary Draft Bill for
the Protection of Personal Data (the “Draft”) and submitted it
to public consultation before being sent to Congress for
discussion and vote. Since then, the Draft is under discussion.
This article will provide an overview of the general
provisions related to privacy and data protection in Brazil as
well as point out the main legal aspects of the Draft.
I.

UNDERSTANDING THE DATA PROTECTION SCENARIO
A.

International Framework

On an international level, Brazil is a signatory to the
International Covenant on Civil and Political Rights and the
American Convention on Human Rights. Said international
instruments assure the right to privacy and establish the
following provisions: (i) no one shall be subject to arbitrary or
unlawful interference to his/her privacy, family, home or
correspondence, nor to unlawful attacks on his/her honor and
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reputation; and (ii) everyone has the right to legal protection
against such interference or attacks.
Because the American Convention on Human Rights
was signed after the enactment, in Brazil, of Constitutional
Amendment n. 45, it could not be considered in the same
hierarchical level as the Brazilian Constitution. In 2008, the
Brazilian Supreme Court (the “STF”) decided that such
convention should be treated as hierarchically above an
ordinary law, which means that the ordinary law must comply
with the American Convention on Human Rights, lest the
former be rendered void.
B.

National Framework

On a national level, Brazil does not have a specific
statute to regulate privacy and protection of personal
information. Differently from the United States and the
European Union, where companies and citizens are subject to
certain statutes related to privacy and protection of personal
information, Brazilian companies and citizens are subject to a
more general legal scrutiny. In this sense, while it is true that
the Brazilian Federal Constitution, the Brazilian Civil Code,
the Consumer Defense Code, and the Internet Law contain
general provisions on privacy and on protection of personal
information, to date there is no enacted statute providing a
comprehensive and specific data protection framework.
1.

Brazilian Federal Constitution

The Brazilian Federal Constitution protects the
general right to privacy (of communication and personal
information). Article 5 sets forth the main provisions on this
matter, as follows:
(i)
freedom of expression is guaranteed, and
anonymity is forbidden;
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(ii)
privacy, private life, honor and image of
persons are inviolable, and each person has the right
to be indemnified for property or moral damages (pain
and suffering/defamation) resulting from the violation
of such privacy;
(iii) the secrecy of correspondence and of
telegraphic, data and telephone communication is
inviolable, except, in the latter case, by court order, in
the cases and in the manner provided by law for the
purposes of criminal investigation or criminal
procedural finding of facts.
Thus, the use of materials that may violate privacy or
publicity rights, including the publication of images, voice,
biography data or other private information concerning any
individual, person, or organization, without prior consent of
the individual with title over such materials, has to be avoided,
lest the author of the publication be held liable for property or
moral damages (pain and suffering/defamation) resulting
from the violation of such rights.
2.

Brazilian Civil Code

In the same vein of the Brazilian Federal Constitution,
the Brazilian Civil Code grants certain minimum rights
related to privacy and intimacy to every individual in Brazil:
Article. 20. Except as authorized or necessary to the
administration of justice or the maintenance of the public order,
the disclosure of writings, transmission of words, or the
publication, display or use of the image of a person may be
prohibited at his or her request, and without prejudice to
compensation for damages to his or her honor, good reputation or
respectability, or if used with business purposes.
Article. 21. The private life of a natural person is inviolable, and
the judge, at the request of the interested party, shall adopt such
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measures as may be necessary to prevent or cause to cease any act
contrary to this provision.

Furthermore, under the principles of civil liability set
forth in the Brazilian Civil Code, anyone who causes damages
to another person may be held liable to pay damages to the
injured party. Accordingly, a party responsible (say) for a
website could be held liable for damages caused to users by a
virus or other damaging elements originated from the website.
In addition, notwithstanding the fact that the practice of Spam
has not yet been regulated in Brazil, the dissemination of
unsolicited messages could also be regarded as a tort and,
thus, would be indemnifiable. As provided by Article 12 of
the Brazilian Civil Code:
Art. 12. Anyone may demand that a threat or injury to his
personality rights cease, and may claim losses and damages,
without prejudice to other sanctions provided for by law.

Any person whose personal information is handled by
a company has the right to require the disclosure of such
information to him/herself, according to the most recent
decisions rendered by the Brazilian Courts.
In this sense, there are several sanctions applicable to
companies that fail to comply with the rules. The penalties are
as follows:
(a) Warning, indicating corrective measures to be
adopted within a specific timeframe;
(b) Temporary suspension of the activities involving
the collection, storage, treatment and processing of the users’
personal data and registries; and
(c) Prohibition from conducting any of the activities
connected with the noncompliance.
a.

Consumer Defense Code
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From the perspective of the Consumer Defense Code,
all contractual provisions are to be interpreted in favor of the
consumer. It, therefore, behooves companies that use personal
or confidential information to follow best-practice guidelines
on collecting, processing, and storage of data, once they are
accepted worldwide, demonstrating good faith towards
consumers in Brazil. In the absence of a specific law on the
collection, handling and disclosure of data, individuals rely on
the Consumer Defense Code to enforce their rights in Brazil.
Although it is not an obligation, an entity that is
ordered to provide the data would do well to notify (in
writing) the person to whom the data refers prior to the release
of such data, in order to enable the individual whose data is
being released to take any action deemed appropriate. The
unauthorized use of personal data is a serious violation of one
highly protected right in the Brazilian legal system;
accordingly, the entity that mishandles private data may be
held liable, under both civil and criminal statutes.
b.

Internet Law

In 2014, the Brazilian Congress enacted the “Internet
Law” (Law n. 12.965/2014), which sets forth a legal
framework for the internet in the country (‘Marco Civil da
Internet’), aiming to “establish principles, guarantees, rights
and obligations for the use of the internet in Brazil.” Such law
sets forth the protection of personal data as one of the guiding
principles for the use of the Internet in Brazil (Article 3, III).
In essence, this law addresses principles, users’ rights,
data storage, and limited access to personal data. Its principles
state the guidelines to construe the law. They embed
constitutional protections, such as freedom of speech, applied
within the framework of the internet. Data storage is an effort
to preserve data in order to enable future use where needed
(e.g., to identify a specific user in case of legal offense),
notwithstanding the fact that access by the authorities to such
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data is limited and said data may only be disclosed under a
specific judicial order.
The Internet Law provides that internet service
providers may not be liable for hosting user-generated
content, except if, upon a court order, such service provider
does not act appropriately to remove this content, within its
scope and technical limitations.
II.
BRAZILIAN SPECIFIC LEGISLATION ABOUT DATA
PROTECTION - PRELIMINARY DRAFT BILL FOR THE
PROTECTION OF PERSONAL DATA
On January 28, 2015, the Brazilian Government,
inspired by European legislation1, issued the Preliminary
Draft Bill for the Protection of Personal Data (the “Draft”) to
regulate data protection, due to the increase of communication
technologies and information, the several issues arising from
the disclosure of personal data, and the absence of a specific
law to regulate data protection in Brazil.
According to its Article 2, the Draft is based on the
respect to privacy and self-determination information,
freedom of expression, communication and opinion,
inviolability of privacy, honor and image, technology and
economic development and free initiative, competition, and
consumers defense. The Draft applies to all companies and
citizens in Brazil, provided that the processing of data occurs
within the Brazilian territory. The Draft also establishes data
protection obligations and requirements related to processing
personal data in Brazil, and contains penalties for violations,
such as fines and suspension or prohibition of processing
personal data.
The term “processing,” as defined in the Draft, refers
to all operations that may be performed using personal data,
including collection, production, receipt, classification, usage,
1

Regulation (EU) 2016/679; Directive EU 2016/680.
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access, reproduction, transmission, distribution, filing,
storage, removal, evaluation or control of the information,
modification, disclosure, communication, transfer, diffusion,
or propagation, among others.
Pursuant to Article 7, the processing of personal data
is subject to several requirements and may only be authorized
under the following conditions:
(i)
under clear and free consent of the holder;
(ii)
in order for the holder to comply with certain
legal obligations;
(iii) by the Public Administration, in order to
collect crucial data and information to public policy
performance based on legislation or regulation;
(iv) to be used in historical, scientific, statistical
research, being assured the anonymity of the personal
data;
(v)
upon request of the holder, to enforce an
agreement or preliminary procedures related to such
agreement;
(vi) to exercise rights in judicial or administrative
claims;
(vii) to protect life or physical wellness of the
holder or third parties;
(viii) to protect health, on medical procedures
performed by medical professionals or sanitary
entities;
(ix) to attend legitimate interest of the holder or
third parties, except in case of existence of rights that
may prevail over such interest and that demand the
protection of data, especially when the holder is
underage.
Article 11 establishes rules about sensitive data. The
legal definition of “sensitive data” includes data on racial and
ethnic origins, religious, philosophical or moral beliefs,
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political opinions, health and sexual orientation, and genetic
data. This Articles provides that processing of “sensitive data”
is forbidden, except under certain circumstances, such as: with
the express, free, specific, explicit, clear consent of the holder;
through the holder’s free will, and with previous and specific
information about the sensitive nature of the data and upon
warning regarding the risks that may derive from the
disclosure of such data; and without consent, in the same
circumstances of the abovementioned items (ii), (iii), (iv),
(vi), (vii), and (viii).
The appropriate government agency or authority may
demand additional security and protection measures or require
the presentation of reports in order to verify the impacts of
privately processing data. These measures must be adopted by
any interested party who wants to process such data, but may
never be used to harm its holder, under the terms of Article 11
of the Draft.
Furthermore, Article 17 provides that every person is
ensured of rights regarding personal data based on the
fundamental rights of freedom, intimacy, and privacy. As a
result, the holder is entitled to obtain the confirmation if there
is any processing of its data; access to the data; the
rectification of incomplete, inaccurate or outdated data;
anonymity; and removal of data processed in breach of the
law. Finally, while the processing of data is based on the
absence of consent, the holder may oppose to it where the
processing occurred in breach of the law.
Accordingly, while there is no unique standard in
Brazil for obtaining any given person’s consent on the use of
their personal information, it should be widely accepted that
such consent may be given by means of a “click-to-accept”
electronic agreement. This option may be of great utility for
national and multinational companies processing data and
doing business in Brazil. At the same time, companies ought
to tread lightly in this regard, making sure not to expose
personal data without a clear consent by the citizen—in line
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with the strong protection provided to the citizens by the
Consumer Defense Code, as explained above.
As an example of the above, in December 2016,
Spotify sent an update of its Terms of Use and Policy to users,
in which the acceptance of such terms would cause the user to
waive the right to bank secrecy, authorizing not only Spotify,
but all companies of the group, to access said information. The
news came as a surprise to many users who felt exposed,
given the easiness with which personal data/information
would have been obtained and shared. In this case, the users
of Spotify would have a legal protection under the terms of
Articles 11 and 17.
Moreover, Article 22 refers to a number of ways
(provided by other statutes) whereby a citizen or citizens may
obtain private information concerning themselves, that may
be held by companies.
The Draft also addresses the international transfer of
personal data in its Article 33, which provides that such
transfers will only be allowed under specific conditions, such
as (among others):
(a)
when a foreign company is subject to similar
data protection laws, in order to ensure equal or
similar level of protection;
(b)
when the transfer of data is required to enable
judicial cooperation between intelligence and
investigation agencies, in compliance with the
principles of international law;
(c)
when the transfer of data is necessary to
protect life or physical wellness of the holder or third
parties;
(d)
when the proper agency or authority authorizes
such transfer, under the holder’s consent regarding the
transfer of its personal data.
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Moving forward, Article 42 addresses the levels of
liability by virtue of breach, the corresponding
indemnification for the perpetrated damages, and the
applicable administrative sanctions. Finally, following
international examples, the Draft provides, in its Article 52,
that a competent body will be responsible for supervising
compliance with data protection rules and for applying the
corresponding sanctions in case of violation of the law.
At this point, there is no official date for the Draft to
be submitted as a Bill.
CONCLUSION
Based on this scenario, in the absence of a specific
statute on this matter, there is not a defined legal approach
regarding information that may be used by companies in
Brazil. Accordingly, there is no unique standard in Brazil for
obtaining any given person’s consent on the use of their
personal information. However, it is widely accepted that
such consent may be given by means of a “click-to-accept”
electronic agreement. At the same time, it is important to
emphasize that consumers in Brazil are treated as individuals
who are in disadvantage vis-à-vis the providers of products or
services with which they contract, to such a degree that
excessive advantages imposed by such suppliers may be
revoked by Brazilian courts.
Currently, following the legislative examples of other
South American countries, such as Argentina and Colombia,
which have comprehensive laws on data and privacy
protection, Brazil is expecting the outcome of a data
protection law—the Draft. For now, it is expected that the
Draft, along with other projects submitted to, and pending
analysis by, the House of Representatives and the Senate,
foster the discussions on the subject, leading to the approval
of a definitive statute to regulate a subject of ever growing
relevance.
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Privacy and Data Protection in Russia
Daniel Garrie & Irene Byhovsky
INTRODUCTION
Over the past few years, data protection has become
a crucial economic, social, and legal concern because of our
increasing reliance on computers, internet-based information
systems, and the threat to data breach and privacy associated
with cyber attacks. Cyber criminals penetrate financial
industry networks, rob consumers of their personal data, and
use our personal computers to spread malware and chaos.1
Moreover, every county faces the risk of attacks designed to
disable critical infrastructure, with grave potential harm to
national security, and financial, communications, utility and
transportation sectors.2
Analyzing the cost of cyberattacks, at the level of
individual nations or globally, is difficult. 3 The true
economic impact of cyberattacks is unknown because of
limitations in security data, but contested estimates range
from $400 billion to $1 trillion 4 and over $2 trillion. 5
1

See Sheldon Whitehouse, U.S. Senator for R.I., Cyber Threats, July 27, 2010,
transcript available at https://www.whitehouse.senate.gov/news/pressreleases/sheldon-speaks-in-senate-on-cyber-threats.
2 See id.
3 Natalia Dorryakova, Privacy in the Russian Legislation,
https://www.law.uw.edu/media/1394/russia-intermediary-liability-of-ispsprivacy.pdf.
4 Scott J. Shackelford, Cyberwars: Navigating Responsibilities for the Public
and Private Sector: Protecting Intellectual Property and Privacy in the Digital
Age: The Use of National Cybersecurity Strategies to Mitigate Cyber Risk, 19
CHAP. L. REV. 445; see also Peter Maass & Megha Rajagopalan, Does
Cybercrime Really Cost $ 1 Trillion?, PROPUBLICA (Aug. 1, 2012),
http://www.propublica.org/article/does-cybercrime-really-cost-1-trillion
(discussing McAfee and other estimates on which the $ 1 trillion figure was
based).
5 See Center for Strategic and International Studies, Net Losses: Estimating the
Global Cost of Cybercrime II (June 2014), MCAFEE, INC.,
http://www.mcafee.com/us/resources/reports/rp-economic-impact-
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According to a recent study by the Ponemon Institute in
Russia, the cost of cybercrimes in Russia increased by 29%
from 2014 to 2015 6 , the highest reported national-level
growth in costs. 7 Like many other countries, Russia has
enacted regulations related to cyber security and has
developed new infrastructure to protect sensitive data.
Despite the amount of current and potential loss, historically,
Russia has been relatively slow to develop a comprehensive
cyber security policy despite the high cost of cybercrimes in
Russia.
This article addresses current regulations as they
related to critical infrastructure and data governance in
Russia. Part I of the article gives a general overview of cyber
security regulations in Russia. Part II focuses on liability and
enforcement of those laws. Part III focuses on pending
legislations and other specific provisions of law related to
cyber and critical infrastructure.
I.

DATA REGULATIONS
A.

Protected Data

The natural right of any human to privacy and the
inviolability of private life were absent in Soviet legislation.8
It was not until 1993 that the rights of citizens to the
protection of private life and confidentiality of personal data
were acknowledged in the Constitution of the Russian
cybercrime2.pdf; see also Brian Taylor, Cyberattacks Fallout Could Cost the
Global Economy $ 3 Trillion by 2020, TECHREPUBLIC (Feb. 20, 2014),
http://www.techrepublic.com/article/cyberattacks-fallout-could-cost-the-globaleconomy-3-trillion-by-2020/.
6 Cost of Cyber Crime Study: Global, Benchmark Study of Global Companies,
PONEMON INSTITUTE (Oct. 2015),
http://www.cnmeonline.com/myresources/hpe/docs/HPE_SIEM_Analyst_Repo
rt_-_2015_Cost_of_Cyber_Crime_Study_-_Global.pdf.
7 United States19%, Japan 14%, Germany 8%.
8 Dobryakova, supra note 3.
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Federation. 9 According to the Constitution of the Russian
Federation, every human being’s rights and freedoms must
be approved, protected, and followed by the Russian state.10
Provisos related to privacy and personal data are
stated in Article 23 and Article 24 of the Constitution of the
Russian Federation. Paragraph 1 of Article 23 states that
everyone has the right “to privacy, to personal and family
secrets, and to protection of one’s honor and good name.”11
Further, the constitution provides “the right to privacy of
correspondence, telephone communications, mail, cables
and other communications. Any restriction of this right shall
be allowed only under an order of a court of law.” 12
Paragraph 1 of Article 2413 of the Constitution of the Russian
Federation directly forbids the collection, storage, usage and
distribution of information about a human’s private life
without his or her consent.14
As the use of the Internet and computers to store
private personal data increased, the scope of protected
information expanded to include protection of health

9

Id.
See Constitution of the Russian Federation, Art. 2.
11 Constitution of the Russian Federation, Art. 23.
12 Constitution of the Russian Federation, Articles 23, 24.
http://www.departments.bucknell.edu/russian/const/ch2.html.
13 Nevertheless, the constitution reserves a right to restrict those rights by an
order of a court of law. See Constitution of the Russian Federation,
http://www.departments.bucknell.edu/russian/const/ch2.html.
14 Constitution of the Russian Federation, Art. 24.
10
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information, 15 secrecy of financial transactions, 16 trade
secrets, 17 taxpayer information, 18 and data about Internet
traffic and Internet users in Russia,19 photos, text messages,
user’s profiles,20 etc.
15

Federal Law No. 323-FZ of November 21, 2011 on Basics of Health
Protection of the Citizens in the Russian Federation as amended to December
29, 2015; “Fundamentals of legislation of the Russian Federation on protection
of citizens’ health” as of 22.07.1993 No. 5487-1—regulates the rights of a
patient to receive information about his or her health, medical procedures and
includes a regime of confidentiality of such personal medical information (Art.
30, 31, 35, 49, 61),
http://base.consultant.ru/cons/cgi/online.cgi?req=doc;base=LAW;n=90012;div
=LAW;mb=LAW;opt=1;ts=5B6EA0C99E7CB37D1DF3A604CCC7FEFF; the
requirements for tangible media of biometrical personal data and for
technologies of storage of such personal data outside the informational systems
of personal data (Decision of Government of the Russian Federation No. 512).
16 Federal law of the Russian Federation “On banks and banking activity” No.
395-1—Art. 26 “Bank secret” provides that credit organizations and its’
employees, The Bank of Russia, deposit insurance agencies shall guarantee the
secrecy of transactions, of accounts and deposits of their clients and
correspondents; Civil Code of the Russian Federation (Part two) No. 14-FZ—
Art. 857 provides that the bank shall guarantee the secrecy of a bank account
and a bank deposit, operations with the account and information about clients,
http://russian-civil-code.com/PartII/ (without the amendments made by the
Federal law as of 29.12.2004 No. 189-FZ).
17 Civil Code of the Russian Federation (Part four) No. 230-FZ—Chapter 75
“Right to know-how” contains a definition of know-how, establishes ways of
right transfer, liability for violation of right to know-how, etc.; Federal law of
the Russian Federation “On commercial confidentiality” No. 98-FZ—regulates
the establishment, amendment and termination of the regime of commercial
confidentiality with respect to information constituting trade secret.
18 Tax Code of the Russian Federation No. 146-FZ—Art. 102 “Tax secret”
provides that any information regarding a taxpayer received by a tax authority,
the bodies of internal affairs, the body of a state non-budgetary fund or a
customs authority shall be considered confidential with several exceptions,
http://www.russian-tax-code.com/ (without the amendments made by the
Federal law No. 16-FZ).
19 The Federal Law No. 97-FZ of the Russian Federation on Amendments in
the Federal Law on Information, Informational Technologies and Protection of
Information and Several Other Legislative Acts of the Russian Federation
Related to Exchange of Information Using Information-telecommunication
Networks (“Federal Law No. 97-FZ”), which was introduced on August 1,
2014, made Internet providers store data about Internet traffic and Internet
users in Russia, as well as provide special services with this information upon
request.
20 Yarovaya Law, 374-FZ and 375-FZ.
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Data Governance

As to security and data governance, Russian
lawmakers started to pay close attention to the protection and
dissemination of information on the Internet only in 2006.
Since 2006, Russian legislators have enacted a number of
laws concerning the Internet and data governance. Among
them are Personal Data Protection Act, Federal Law FZ-152;
Data Localization Law, Federal Law No. 242-FZ, Federal
Law 97-FZ.
1.
Personal Data Protection Act, Federal
Law FZ-152
The Personal Data Protection Act, Federal Law FZ152, was one of the first Data Protection Laws in Russia.21
“It contains similar provisions to those in the 1995 European
Data Protection Directive.”22 The goal of Federal Law No.
152-FZ is to protect the rights and freedoms of a person
during the processing of his personal data, 23 including the
21

Federal Law No. 152-FZ,
http://www.consultant.ru/cons/cgi/online.cgi?req=doc&base=LAW&n=178749
&dst=0&profile=0&mb=LAW&div=LAW&BASENODE=&SORTTYPE=0&r
nd=228224.79311760&ts=121996665403452414229977876&SEARCHPLUS
=152&SRD=true#0 (in Russian).
22 Matthias Bauer, Data Localisation in Russia: A Self-imposed Sanction, ECIPE
POLICY BRIEF (June 2015), http://ecipe.org/app/uploads/2015/06/Policy-Brief062015_Fixed.pdf.
23 Personal data required authorization includes: “1) surname, first name and
patronymic and the address of the personal data subject, the number of his
principal identification document and information as to the date of issue of that
document and the body which issued it; 2) surname, first name and patronymic
and the address of the representative of the personal data subject, the number of
his principal identification document, information as to the date of issue of that
document and the body which issued it and details of the power of attorney or
other document confirming the representative’s authority (where consent is
received from a representative of a data subject); 3) name or surname, first
name and patronymic and the address of the operator which is receiving the
consent of the personal data subject; 4) the purpose of personal data processing;
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right to the inviolability of his private life, as well as personal
and family confidentiality. 24 However, the provision
protecting the confidentiality of personal data is not
applicable to depersonalized data, commonly accessible
information, data required for the administration of justice,
or data required under an international treaty.
The law sets up requirements for entities engaged in
commercial activities in Russia. The law requires that
commercial entities: (1) obtain consent for data collection
and transfer to third parties; (2) assent to the data protection
policy stipulated in the law; (3) identify threats to personal
data security and notify consumers of data breaches; (4)
appoint a data protection officer; and (5) implement
organization and technical measures to: ensure data security,
detect unauthorized access to personal data, and restore
personal data that has been destroyed or corrupted as a result
of unauthorized access.25
Further, in accordance with Paragraph 4 of Article
19 of the Federal Law of 27 July, 2006 No. 152-FZ “On
Personal Data,” an Order “On Approval Of The
Composition And Content Of Organizational And
Technical Measures To Ensure The Security of Personal
Data At Their Processing In Information Systems Of
Personal Data” was issued by the Federal Service for
Technical and Export Control Agency.
5) a list of personal data to the processing of which the consent of the personal
data subject is given; 6) name or surname, first name and patronymic and the
address of the person who is to carry out the processing of the personal data on
the instruction of the operator, if the processing is to be assigned to such a
person; 7) a list of actions involving personal data to the performance of which
consent is given, and a general description of the methods of personal data
processing which are to be used by the operator; 8) the period for which the
consent of a personal data subject is given, and the procedure for withdrawal of
that consent, except as otherwise established by federal laws; 9) the signature
of the personal data subject,” https://pd.rkn.gov.ru/authority/p146/p164/.
24 Dorryakova, supra note 3.
25 See Federal Law 152-FZ On Personal Data,
https://pd.rkn.gov.ru/authority/p146/p164/.
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The order establishes measures to ensure the
security of personal data, such as: virus protection; the
detection and prevention of intrusion; monitoring of
personal data; ensuring the integrity of information systems
and personal data; ensuring the availability of personal
data; virtualization; environment protection; protection of
technical devices; protection of the information system, its
resources, communications and data transmission systems;
anti-virus protection; firewalls. 26
2.

Federal Law No. 242-FZ (Data
Localization Act)27

In September 2015, the Personal Data Protection Act,
Federal Law No. 152-FZ was amended by a new law, Data
Localization Act, Federal Law No. 242-FZ. “The main
purpose of the law is to provide extra protection for Russian
citizens both from misuse of their personal data by foreign
companies and surveillance of foreign governments.”28 The
New Data Protection Act amends the Personal Data
Protection Act by addressing two issues. 29 First, it
introduces new obligations for data operators with regard to
26

Order of the Federal Service for Technical and Export Control (FSTEC
Russia) on February 18, 2013 No. 21 Moscow “On approval of the
composition and content of organizational and technical measures to ensure
the security of personal data at their processing in information systems of
personal data,” https://rg.ru/2013/05/22/soderjanie-dok.html (in Russian).
27 Federal Law No. 242-FZ, http://pravo.gov.ru:8080/page.aspx?112453 (in
Russian).
28 Alexander Savelyev, Russia’s new personal data localization regulations: A
step forward or a self-imposed sanction?, COMPUTER LAW & SECURITY REVIEW
32 (2016) 138 (Citing November 12, 2014 Interview with the head of
Roskomnadzor, Alexander Zharov), http://82.rkn.gov.ru/news/news70654.htm
(in Russian).
29 See Sergey Medvedev, Data Protection in Russian Federation, GLOBAL
GUIDE DATA PROTECTION (May 2016),
http://uk.practicallaw.com/cs/Satellite?blobcol=urldata&blobheader=applicatio
n%2Fpdf&blobkey=id&blobtable=MungoBlobs&blobwhere=1247824904080
&ssbinary=true.
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the collection, storage and processing of Russian citizens’
personal data.30 Second, it creates a new mechanism for the
Russian enforcement agency, Federal Service for Oversight
of Communications, Information Technology and Mass
Media, also known as “Roscomnadzor,” to block companies’
websites and online resources that do not comply with data
regulations. 31
As to the data localization provision, the New Data
Protection Law introduces an obligation on all data operators
to “ensure recording, systematization, accumulation, storage,
change, and extraction of personal data of Russian citizens
with the use of data centers located in the territory of the
Russian Federation in the course of collection of relevant
personal data of individuals, including via the Internet.” 32
Before implementation of this law, Russian legislation did
not contain any special provisions governing data location;
information could be stored and processed anywhere in the
world.33
However, under the new law, any personal data of
Russian citizens collected by data operators must be to be
stored in servers, IT systems, or data centers located in
Russia.34 The law requires Russian data operators to (1) store
Russians’ personal data on servers in Russia and (2) notify
the Russian data protection authority, the Roskomnadzor, of
the servers’ location(s).
The law itself does not define the term “personal
data;” however, it references Federal Law 152-FZ, which
defines personal data, similarly to the various European data
protection laws, as any information directly or indirectly
related to any identified or potentially identifiable person,
30

See id.
Id.
32 Id.
33 Alexander Savelyev, Russia’s New Personal Data Localization Regulations:
A Step Forward Or A Self-Imposed Sanction?, 32 COMPUTER LAW & SECURITY
REVIEW 128, 129 (2016).
34 Medvedev, supra note 29.
31
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including name, date and place of birth, address, etc.35 The
law primarily affects companies with Russian offices or
subsidiaries that collect personal data from Russian
citizens—such as social networking companies, retailers,
and banks—without regard to whether the companies are
foreign or domestic. As protected data includes names,
mobile phone numbers, e-mail addresses, and even social
media accounts, large foreign companies like Apple,
Facebook, Google and Microsoft, EBay, PayPal,
Booking.com, and Reddit fall within the scope of the law.36
Russia is not the first country in the world to impose
such data localization laws. Vietnam, China, Indonesia, and
India have implemented similar laws. However, none of
these developing countries has a GDP per capita that exceeds
$5,000. Russia—with an economic output that is three times
larger and heavily reliant 37 on the service sector and its
personal data utilization—will be the first modern economy
to attempt full data localization. Forcing firms to store their
data in every country in which they operate may be costprohibitive for corporations; this may have unforeseeable
consequences for the Russian economy and its ability to
attract investments and create jobs.38 Negative effects may
include extra costs for companies, losses for the Russian
economy, possible discrimination against Russian users, and

35

See Seyfarth Shaw, Fortress Russia—the Russian Data Localization Law,
LEXOLOGY (May 4, 2015),
http://www.lexology.com/library/detail.aspx?g=994d1c28-a3f1-4e96-8050b873f9db29c1.
36 Mikhail S. Zhuravlev, Problems for Internet Business and Users Caused by
New Russian Legislation, INFORMATION LAW JOURNAL, Autumn 2014, at 25,
26.
37 Over half of Russia’s GDP comes from the service sector.
38 Matthias Bauer, Data Localisation in Russia: A Self-imposed Sanction,
ECIPE POLICY BRIEF (June 2015),
http://www.ecipe.org/app/uploads/2015/06/Policy-Brief-062015_Fixed.pdf
(citing World Bank World Development Index, 2013).
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impact on implementation and adoption of innovative
technologies such as IoT.39
The legislation has already discouraged some foreign
companies from entering the Russian market. Swedish
streaming music service Spotify planned a Russian launch in
the first half of 2015 but then cancelled its plans, blaming its
decision on difficult economic conditions and the personal
data storage regulations.40
II.
CONSEQUENCES OF NONCOMPLIANCE AND
PENALTIES
In Russia, agencies responsible for enforcement of
data law are FSS, Prosecutor’s Office, and Roscomnadzor.
The Prosecutor’s Office is responsible for prosecuting
criminal actions for data breaches. The Federal Service for
Technical and Export Control is responsible for enforcement
and suspending or cancelling relevant licenses, including
encryption license.41
However, the Roskomnadzor is primarily vested with
enforcing data governance laws. Roskomnadzor’s powers
were substantially expanded by Federal Law No. 242-FZ.
Roskomnadzor is responsible for: (1) sending out requests to
individuals and legal entities to obtain information on data
processing; (2) carrying out inspections and checking the
information contained in the notifications on the processing
of personal data (submitted by the data operators); (3)
39

Taking into account that Big Data, Cloud Computing, and Internet of Things
present interrelated technologies, e.g., IoT can be regarded as a source of data
for subsequent processing and analysis by means of Big Data technologies
performed on the basis of Cloud computing capabilities; this could lead to a
negative impact with each component negatively influencing the other ones.
Therefore, data localization provisions are not friendly to all of this technology.
40 Vladimir Kozlov, Russian Personal Data Law Set To Come Into Force Despite
Fears, COMPUTER WEEKLY (Aug. 2015),
http://www.computerweekly.com/feature/Russian-personal-data-law-set-to-comeinto-force-despite-fears.
41 Medvedev, supra note 29.
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engaging with other state law enforcement agencies for the
specific purpose of rectifying, blocking or destroying false or
illegally-obtained personal data, limiting access to data that
is processed by a breach of the data protection legislation,
and suspending or terminating the processing of personal
data that has been initiated by a breach of the data protection
legislation.42
The main duty of Roskomnadzor includes its
supervisory activities, including audits of data controllers
and systematic monitoring of the Internet. As to penalties,
“the legislation currently does not provide for specific
penalties, but general administrative liability for violations
of Russian legislation on personal data would apply.” 43 In
Russia, non-compliance with data protection laws can be
punishable with civil and administrative sanctions. 44 For
example, failure to comply with the new data localization
regulations can result in an administrative fine of up to RUB
10,000. 45
However, lack of compliance with new data
regulations could result in the website or service being
blocked or restricted by the Roskomnadzor, a significant
penalty for companies that value their reputation. 46 “This
provision is, perhaps, the strongest incentive for companies,
valuing their reputation, to comply with the new law.” 47
Currently, it appears that “the agency’s practice is not to
42

Id.
Michaelene Hanley, Russian Data Localization Law Is Now Taken Effect
(September 2015), http://blog.zwillgen.com/2015/01/07/russia-datalocalization-law-now-take-effect-september-2015/.
44 Federal Law No. 149-FZ, Art. 17,
http://legislationline.org/documents/action/popup/id/17757.
45 Alexander Savelyev, Russia’s new personal data localization regulations: A
step forward or a self-imposed sanction?, 32 COMPUTER LAW & SECURITY
REVIEW 128, 129 (2016) (Citing Article 13.11 of the Code of Administrative
Offences of the Russian Federation).
46 See Anupam Chander, Data Nationalism, 64 EMORY L.J. 677, 701–702
(further, “online websites that violate the prohibition could be placed on the
Roscomnadzor's blacklist of websites).
47 Savelyev, supra note 45.
43
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immediately fine companies or shut down their online
presence in Russia, but rather to issue orders enabling
companies to come into compliance, although certainly it
could decide to take a different enforcement posture in the
future.”48
From September 1, 2015 to August 29, 2016,
Roskomnadzor conducted 954 planned inspections and 82 ad
hoc inspections, and is planning to conduct 479 more. 49
Within these inspections, Roskomnadzor identified 1,822
violations of data protection law, although only 23 related to
the data localization requirement (1.3% of the overall
violations). 50 Separately, Roskomnadzor identified another
eight violations of the data localization requirement through
its general monitoring activities. In all cases, Roskomnadzor
has issued orders to cease the violation within six (6)
months.51
The register of data operators violating Russian
personal data regulations online has been actively used. As
of September 2016, the register contains 161 blocked
websites resulting from 59 court decisions. 52 In fact, in
November, 2016, a Moscow court upheld a decision to ban
the professional social network LinkedIn Corp. in Russia, in
a landmark ruling enforcing a personal data law.53
Moreover, about 63,000 data operators have notified
Roskomnadzor of their databases’ locations, in line with the
recently updated database registration requirement

48

Id.
See Natalia Gulyaeva, Russian Data Localization Update: A Year In (Sept.
15, 2016), http://www.hldataprotection.com/2016/09/articles/international-euprivacy/russian-data-localization-update-a-year-in/.
50 See id.
51 See id.
52 Id.
53 Olga Razumovskaya, Court Upholds Decision to Ban LinkedIn in Russia,
WALL STREET JOURNAL (Nov. 10, 2016), http://www.wsj.com/articles/courtupholds-decision-to-ban-linkedin-in-russia-1478791726.
49
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obligating data operators to notify Roskomnadzor of the
locations of databases containing personal data.54
Roskomnadzor will continue to enforce the data
localization requirement, primarily through its planned
inspections. On January 13, 2016, Roscomnadzor disclosed
plans55 to audit major multinationals to determine whether
businesses are meeting the Russian data localization
requirements.56
III.

RECENT DEVELOPMENTS

In the past year, the Russian legislature was
particularly active in enacting new laws as related to data
governance; among them are Federal Law 374-FZ and 375FZ.
A.

Yarovaya Law 374-FZ and 375-FZ57

One of the most controversial new laws is Federal
Law 374-FZ and 375-FZ, also known as Yarovaya Law.58 In
July 2016, Vladimir Putin singed Yarovaya Law, which
requires telecommunications and Internet companies to
retain copies of all contents of communications for six
months, including text messages, voice, data, and images.
Companies must also retain communications metadata for up
to three (3) years, which could include information about the

54

See Gulyaeva, supra note 49.
The plan is available online:
http://77.rkn.gov.ru/docs/77/Plan_dejatel6nosti_CFO222.pdf.
56 Sergei Blagov, Russia's 2016 Data Localization Audit Plan Released,
BLOOMBERG LAW (Jan. 16, 2016), http://www.bna.com/russias-2016-datan57982066291.
57 Federal Law 374-FZ,
http://www.consultant.ru/cons/cgi/online.cgi?req=doc;base=LAW;n=201078#0
(in Russian).
58 The law named under the last name of one of its main authors—Irina
Yarovaya.
55
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time, location, and sender and recipients of messages.59 The
day the counterterrorism bill was signed into law, President
Putin ordered the Federal Security Service to define the list
of technologies that must comply and set the procedure for
disclosing decryption keys within two weeks. 60 Internet
operators are also required use decryption devices that are
certified by the government. The new regulations shall
become effective on July 1, 2018. These provisions expand
already broad and troubling requirements to store user data
locally.61
Pursuant to Yarovaya Law, Internet and telecom
companies will now be required to disclose communications
and metadata, as well as “all other information necessary,” to
authorities, on request and without a court order. The law
increases penalties for companies that fail to disclose
requested information with fines of up to approximately
$15,000.00. It is unclear whether regulations will apply only
to domestic providers or to foreign Internet companies as
well. Russian communications companies have already
complained that the new legislation would force them spend
billions of dollars to build the infrastructure to store the
messages.62
Human Rights Watch also expressed concerns with
the consequences of the law. According to Human Rights
Watch, “the new provisions would broadly undermine
privacy and other human rights. The data retention and
localization requirements would intrude on the privacy of
59

The List Of Instructions For The Individual Measures Of State Regulation In
The Field Of Counter-Terrorism And Public Safety,
http://kremlin.ru/events/president/news/52486#sel=2:1,3:4 (in Russian).
60 Russia: ‘Big Brother’ Law Harms Security, Rights, HUMAN RIGHTS WATCH
(July 12, 2016), https://www.hrw.org/news/2016/07/12/russia-big-brother-lawharms-security-rights.
61 See id.
62 Ivan Nechipurenko, Russia Moves to Tighten Counterterror Law; Rights
Activists See Threat to Freedoms, NEW YORK TIMES (June 26, 2016),
https://www.nytimes.com/2016/06/25/world/europe/russia-counterterrorismyarovaya-law.html.
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every Russian phone and Internet user, even though the vast
majority is under no suspicion of wrongdoing. It would also
create vast stores of sensitive data and grant access to
security agencies without judicial oversight.” 63 Tanya
Lokshina, the Russia program director for Human Rights
Watch, called the bill “a set of legislative amendments that
severely undermine freedom of expression, freedom of
conscience and the right to privacy.”64 Those provisions will
place further restrictions on Internet freedom. Russia already
has law that requires public Wi-Fi users to register with their
phone number to use public Wi-Fi, 65 and companies that
control the networks store personal data entered by users of
open public Wi-Fi for six (6) months.66
The new counterterrorism law also requires Internet
companies to provide security authorities “information
necessary for decoding” electronic messages if they encode
messages or allow their users to employ “additional coding.”
This provision will affect a broad range of online activity
because a substantial proportion of Internet traffic is “coded”
in some form. At a minimum, it could require companies to
hand over encryption keys.
B.
The Doctrine of the Russian Federation
Information Security
On December 5, 2016, Vladimir Putin enacted a new
law on national Internet strategy, addressing the threat of
technological malfeasance and proposing a system that
would control data and framework for the critical
infrastructure. The new doctrine on information security
63

‘Big Brother’ Law Harms Security, Rights,.supra note 60.
Nechipurenko, supra note 62..
65 Natalie Duffy, Internet freedom in Vladimir Putin’s Russia: The noose
tightens, AEI RESEARCH, January 2015.
66 See Federal Law 758-FZ,
http://publication.pravo.gov.ru/Document/View/0001201408050024?index=1&
rangeSize=1 (in Russian).
64
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covers technical intelligence, the defense industry,
“information-psychological influence,” and political
destabilization. 67 The doctrine defines the need to expand
information technology against the backdrop of other
countries’ harnessing information technology for military
purposes. It details increasing threats of technical
intelligence targeting Russian government agencies, research
establishments, and the defense industry. 68 Because of the
state’s concern with the military applications of technology,
Russia’s information security strategy is directed by its
military policy—and, in particular, questions of containment
and prevention of military conflicts that might arise as a
result of information technology. Moreover, the Russian
government is concerned with improving the information
security of Russia’s Armed Forces. “The strategic goals of
ensuring information security in the sphere of state and
public security are the protection of sovereignty, supporting
political and social stability, territorial integrity of the
Russian Federation, ensuring major rights and liberties of
man and the citizen and also protection of critical
information infrastructure.”69
C.

Financial Industry Regulations

Unsurprisingly, approximately 95% of Russian
cybercrime revolves around the theft of money, and the
Russian underground features some of the more
sophisticated and advanced products and services offered in
67

See The Doctrine of the Russian Federation on Information Security, No.
646 (Dec. 5, 2016), https://rg.ru/2016/12/06/doktrina-infobezobasnost-sitedok.html (in Russian).
68 Bruce Jones, Putin Unveils New Russian Information Security Doctrine, IHS
JANE’S DEFENCE WEEKLY (Dec. 8, 2016),
http://www.janes.com/article/66095/putin-unveils-new-russian-informationsecurity-doctrine.
69 Putin approves Russia’s information security doctrine, RUSSIA BEYOND THE
HEADLINES (Dec. 6, 2016), http://rbth.com/news/2016/12/06/putin-approvesrussias-information-security-doctrine_653955.
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the Deep Web. 70 In 2016, hackers stole more than $31
million from correspondent accounts at the Russian Central
bank and from accounts in commercial banks.71
In light of these circumstances, the Russian Central
Bank announced on December 6, 2016 mandatory cybersecurity regulations for domestic banks. According to
Herman Gref, a head of Sberbank, Russia’s largest bank, the
new measures will reduce the number of attacks on Russian
banks.72 Currently, many Russian banks have preferred not
to report to the Central Bank about cyber-attacks, due to
reputational risks. The new regulations include mandatory
reporting to FinCERT about breaches; the restriction of local
area networks to computers connected to the payment service
of the Central Bank; and the introduction of constant
monitoring for the operations of those computers which
transfer payments to the Central Bank, among other
requirements.73
Non-compliance with the new regulations may result
in serious punishment for offending banks, including their
disconnection from the banking electronic payments system.
74
Other penalties may involve a fine of one percent of
authorized capital as well as restricting certain operations.75
This regulation will be applicable to every domestic bank in
70

https://www.lookingglasscyber.com/blog/the-global-cyber-crimeunderground-russia-and-eastern-europe/.
71 Russian Central Bank, Private Banks Lose $31 Mil In Cyber Attacks,
REUTERS (Dec. 6, 2016), https://www.investing.com/news/technologynews/russian-central-bank,-private-banks-lose-$31-mln-in-cyber-attacks445249.
72 Eugene Gerden, Russia's Central Bank Introduces New Mandatory CyberSecurity Regulations, SC MAGAZINE UK (Aug. 22, 2016),
https://www.scmagazineuk.com/russias-central-bank-introduces-newmandatory-cyber-security-regulations/article/530646/.
73 POSITION CBR No. 552-P from August 28, 2016 “On the requirements for
information security in payment systems BANK OF RUSSIA” (Registered in
the Ministry of Justice June 12, 2016 No. 44582),
http://minjust.consultant.ru/documents/21639?items=1&page=6 (In Russian).
74 Gerden, supra note 72.
75 Id.
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Russia. Russian banks will be expected to comply by June
30, 2017.
CONCLUSION
Russian Citizens’ private information is expressly
protected by the Constitution of the Russian Federation.
Nevertheless, passport information, phone numbers, and
home addresses were freely distributed on the Internet for a
long time. Statistics show that cyber crime in Russia
increased dramatically in the last few years. However,
historically, Russia has been relatively slow to develop a
comprehensive cyber security policy despite the high price
that is caused by cybercrimes. Only recently a number of
regulations have been passed in protecting electronic data.
Criminal penalties for conducting a cyber attack do
not serve as sufficient deterrents and do not thoroughly
protect consumers, companies, and citizens from those
attacks. Based on new regulation, responsibility for securing
personal information is now placed on operators of personal
data. Such operators might be any Internet service that stores,
processes or disseminates personal data, including Internet
service providers.76 Some of these laws have been enacted
very recently or will become effective in a few years. 77
Therefore, it is premature to conclude whether the so-called
preventive approach has improved the current situation in
Russian cyber space.
In the last two (2) years, Russian data protection laws
have been enforced quite heavily, and data subjects have sent
many complaints to Roskomnadzor. There have also been a
growing number of appeals by data operators against the
orders and decisions of Roskomnadzor imposing different
sanctions on data operators and blocking their Internet
76
77

Dorryakova, supra note 3.
2017, 2018.
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resources. 78 As a result, interpretation of data protection
laws and Russian case law on cybersecurity issues started its
development.
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Sergey Medvedev, Data Protection in Russian Federation, GLOBAL GUIDE
DATA PROTECTION (May 2016),
http://uk.practicallaw.com/cs/Satellite?blobcol=urldata&blobheader=applicatio
n%2Fpdf&blobkey=id&blobtable=MungoBlobs&blobwhere=1247824904080
&ssbinary=true.
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